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Abstract NDIN

AT THE HEART

OF THE MISSION

The global supply chain is a complex system of system relying on other complex systems of systems (SoS) to
achieve their goals. To take a typical example, Enterprise A is supplied essential parts on a regular basis to
manufacture its products. To place the order requires global financial systems, integrated email systems, the
internet, multiple telecommunications systems, supply software provided by large companies. To deliver the
parts may require air and maritime transportation systems, the rail network, interstate highway systems, road
haulage companies, and state and local transportation systems. When these complex systems fail, the impact can
be global, and the results catastrophic. Recent examples were the shortage of Personal Protective Equipment
(PPI) during the COVID pandemic, computer chip shortages delaying the assembly and sales of cars, and most
recently the baby formula shortage. These were due to disruptions in the supply chain caused by an overreliance
on single sourced suppliers who failed to deliver, transportation disruptions, outsourcing of critical parts,
supplies, and medicines to distant countries, and an overreliance on “Just In Time” for inventory management.
This is the case of placing too many eggs in too few baskets, and often just one basket. In addition, counterfeit or
substandard parts and products can enter the supply chain. This has included critical mechanical parts on
aircraft, chips containing spyware, and substandard or out of date medicines substituted for the real thing
resulting in serious illness and death. This complex SoS needs to be examined, studied and understood in the
same way as a mission critical system: threats, vulnerabilities, and risks need to be identified and mitigated and
assurance cases defined to ensure a solid and reliable supply chain. This paper will look at the supply chain of an
example factory system to determine how some of these problems can be predicted, prevented, mitigated, and
solved using the UAF, RAAML and assurance case techniques.
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Keith Oliver, coined the terms "Supply Chain" and "Supply Chain Management* in 1982.

NDIN

History of the Global Supply Chain

“Supply chain management (SCM) is the process of planning, implementing, and
controlling the operations of the supply chain with the purpose to satisfy customer
requirements as efficiently as possible. Supply chain management spans all movement
and storage of raw materials, work-in-process inventory, and finished goods from point-
of-origin to point-of-consumption”. (Oliver, 1982).

In reality, supply chains have always existed.

Early humans gathered in tribes and family units and started to cooperate and
specialize their skills.

Usually one-on-one transactions, with people who knew and trusted one another.
Over time the supply chain expanded
The Roman Empire to the land-based Silk Road between the Far East and Europe.

Exchanges occurred between multiple suppliers and transporters, often incurring taxes by the
governments, and danger from bandits en route to the final destination.

The sea route around the Cape of Good Hope developed to circumvent the bandits, middlemen and taxes,

Christopher Columbus’ voyage was an attempt save time and avoid the dangers of the Cape of Good
Hope.
Trade with the New World further expanded international trade.
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The Modern Supply Chain "D“\

Henry Ford’s mass production and assembly lines laid the foundations for
supply chain management.

— Producing consistent products on a large scale with increased efficiency changed and
expanded trade and supply chains irreversibly.

Container shipping was developed throughout the 20th century.
— International standards for size and weight were established in 1968-1970
— Increased quantity of goods, increased the speed of freight movement and decreased cost.
— Standardized and specialized ships, railcars and trucks were developed to these standards.

— More effective warehousing processes, transport terminal efficiency, the improvement of the
transport process including loading and unloading goods, warehouse processing, initiated a
new era of globalized trade. (Levinson, 2006)

The Japanese innovated Supply Chain Management in the 1980’s and early
1990’s with “Just In Time” and “Kan Ban”

This increasing risks by tightening time constraints but allowed Japanese
businesses to run leaner and save money and space for part storage.

Western businesses introduced these processes helping manufacturing,
suppliers, and the industrial workforce.

Computerization and Simulation of Supply Chain Management followed.
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The Dynamic Supply Chain

The driving principle behind the supply chain and all
commerce is capitalism, the desire for profit and to provide
value for customers.

Adam Smith wrote of the invisible hand as a metaphor for the
unseen forces that move the free market economy.

Through individual self-interest and freedom of production and
consumption, the best interests of society are fulfilled.

Throughout the evolution of the supply chain, the enabling
principles were transportation, supply, communication, and
trust.

The global supply chain is having problems in all these areas.
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Current Supply Chain Issues "D“\

Transportation

— Trucker shortage due to vaccine mandates

— Long Beach Port Problems
Supply

— COVID 19 Lock downs and work stoppages

— COVID PPE shortages

— Chip Shortage

— Single sources products: Chips, medicine, PPE, etc.
Communication

— Breakdowns within and across organizations

Trust/ Certification

— Lack of proper supplier qualification

— Counterfeit or substandard parts

— Substandard or out of date medicines

— Fake critical mechanical parts on aircraft
— Bait and switch con trick of bad PPE

— Chips containing spyware

— Certification of prevenance of products, organic, no child/slave labor, sustainably sourced, USA sourced,
Fair Trade, etc.
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So, what do we do now?

Transportation

— Limit the distance between buyers and providers

— Ensure backup routes are available

Supply

— Minimize single sourced parts

— Increase local warehousing

Communication

— Ensure visibility throughout the links of the supply chain
— Increase production metrics to properly gage demand

Trust/ Certification

— Establish assurance cases for all parts of the supply chain
— Apply risk management at all levels

Accept that the global supply chain is a complex system of systems
which cannot be controlled but can be managed if understood.
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Supply Chain Risk Management (SCRM)

« SCRM is a systematic process for managing supply chain risk by
identifying susceptibilities, vulnerabilities, and threats throughout the
supply chain and developing mitigation strategies to combat those
threats whether presented by the supplier, the supplied product and its
subcomponents, or the supply chain. SCRM will be applied to all
information systems and weapons systems that are designated as, or
comprised of, any of the following:

— a. National Security Systems, Automated Tactical Systems, and automated weapon
systems as defined by Army regulation 25-2.

— b. Mission Assurance Category | systems, as defined by Department of Defense
Instruction 5200.44.

— C. Systems registered as mission critical in Army portfolio management system or the
Department of Defense’s information technology repository.

— d. Other systems that the Army Acquisition Executive or CIO/G-6 determines are critical
to the direct fulfillment of military or intelligence missions.
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MODELING SYSTEMS OF SYSTEMS AND
ENTERPRISES
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Systems of Systems

11
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Definition: A system of systems (SoS) is "a collection of systems!
each capable of independent operation, that interoperate together
to achieve additional desired capabilities.“ (Mitre)

Maier (1998) postulated five key characteristics of SoS:
— operational independence of component systems
— managerial independence of component systems
— geographical distribution

— emergent behavior, and

— evolutionary development processes

Other aspects
— Have multiple levels of stakeholders with mixed and possibly competing interests
— Have multiple, and possibly contradictory, objectives and purpose
— Have multiple, different, operational priorities with no clear escalation routes
— Have multiple lifecycles with elements being implemented asynchronously
— Have multiple owners making independent resourcing decisions
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The Supply Chain as an SoS "D“\

Operational independence

— The supply chain is operated by entities. They are a collection of independent operators, government
institutions, and international conglomerates. They operate independently to support their individual
customers. Support of the overall is of secondary importance.

Managerial independence

— Each of the supply chain entities must comply with a variety of different standards, rules, laws and
regulations. There are various government institutions that oversee different companies. However, they
maintain their operational independence separate from that of the supply chain.

Evolutionary development

— New systems, technologies or ConOps may be introduced by any of the companies as required to
evolve and adapt to the changing environment, latest technology needs or stakeholder requirements.
This will affect both the individual system as well as the SoS.

Geographical distribution
— The supply chain is geographically distributed by its very definition.
Lifecycle independence

— Even within the individual companies there will be multiple system lifecycles across asynchronous
acquisition and development efforts, involving legacy systems, developmental systems, and technology
insertion to meet their customer needs.
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Types of SoS NDIN

OF THE MISSION

* Directed
— So0S is created and managed to fulfill specific purposes.
— Constituent systems are subordinate
— Airports, Air Traffic Management, etc.
 Acknowledged
— Recognized objectives, a designated manager, and resources.
— Systems retain their independence.
— Changes are based on cooperative agreements
— Defense systems, governments, etc.
« Collaborative
— Component systems interact voluntarily to fulfill central purposes.
— Public utilities, Cell phone network, Cable TV, global supply chain etc.
* Virtual (Basically, the internet)
— No central management authority or centrally agreed upon purpose.

— Invisible mechanisms maintain it.
(Maier, 1998; Dahmann and Baldwin, 2008, ISO 21839, 2019):
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Importance of the SoS to the Supply Chain

* Multiple levels of stakeholders
— Changes cannot simply be mandated but must be negotiated.
— Changes will take time to negotiate and implement
« Multiple, and contradictory, objectives and purpose
— There is no “Common Good”. Benefits for one can adversely affect others
— Proposed changes can cause infighting delaying implementation
« Multiple, different, operational priorities
— Owners, stakeholders, shareholders, customers, regulators must be consultet
— Competition is fierce between and across different entities.
* Multiple System lifecycles
— Production cycles may not match demand
— ROl to replace newly installed systems is difficult
« Multiple owners making independent resourcing decisions
— Competition has cut operating margins limiting discretionary funds
— In a distributed, global, supply chain, enforcement can be impossible
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Unified Architecture Framework (UAF)
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* The UAF is used for defining system architectures
and system of systems architectures

* |t is focused on the scope, needs, strategy,
expectations, stakeholders, and long-term plans

* |t is built on SysML, so has built-in traceability to
system development in SysML.

Great for large organizations to

figure out what they are doing
and why.

-~ UAF
@ System Strategy, Inc.
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The Unified Architecture Framework Grid #UAF NDIA
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Example Automotive Factory Model

* Problem Statement: Powerhouse Engines (PE Inc.) is an
automotive supply company providing internal combustion
engines. PE Inc. finds that it has gradually become less
competitive over the years largely due to their outdated technology
and largely manual processes. Foreign and domestic competitors
have started to cut into their business and the stakeholders are
concerned that the company's loss of market share will accelerate
and that they will eventually become insolvent. To combat this, the
shareholders have proposed an investigation into strategies and
technologies such as Augmented reality, Robotic assembly
systems, 5G, Al, Additive manufacturing, outsourcing of select
manufacturing and IT systems, Battery technology, Data analytics,
Hybrid/electric engines, etc. These technologies will be rolled out
over a 3-phase technology deployment plan.

System Strateqy, Inc.
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High Level Manufacturing Concept for Powerhouse Engines

Solution independent
concepts in the architecture

The part supplier could be
an external company, an
internal casting department,
or an in-house 3D printer.

All supply parts, and each
has advantages and
disadvantages regarding
supply chain delays, cost,
flexibility, etc.

- All 3 will be deployed over
the 3 phases of technology
introduction.

19 System Strategy, Inc.
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AT THE HEART
OF THE MISSION

0OV-1 High-Level Operational Concept Graphic [ HighLevelManufacturingConcept Graphics ]J
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Powerhouse Engines Enterprise Capabilities o

* Defines what the enterprise can do, not how it does it.
* Linked to effects that implementing systems accomplish
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Manufacturing Logical Performers NDIR

OF THE MISSION
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Servicing Capabilities At
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Supply Chain Management Capabilities "D“\

Strategic Taxonomy | @ Supply Chain Strategic Taxonomy ]/J

aCapahilitys @
Supply Chain Management

«Capabilitys @ aCapahilitys @ m‘n‘m@ aCapahilitys @ aCapahilitys @ aCapahilitys @
Supplier Management Part Assurance ® Communications Compliance Quality Management

N L

aCapabilitys @ aCapabilitys @ «Capabilitys CE“ aCapabilitys @ [ «Capabilitys @‘ «Capabilitys @
Supply Chain Governance Warehousing Parts Management Part Supply Part Procurement Supply Chain Assurance

System Strategy, Inc.
23 9003 55 Approved for Public Release




NDIN

AT THE HEART
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Supply Chain Operational Performers
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Supply Chain Structure
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Supply Chain Interactions "D“\
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Supply Chain Activities NDIA
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UAF Security Views Conceptual Meta-Model
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==Y Enclave process in the security domain

T Implements I
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Sc-Tx Security Taxonomy NDIA

OF THE MISSION

This figure shows the taxonomy for some of

the security elements Security Taxonomy [@ Security Taxononmmy ]/J

Risks are the possibility of an adverse effect «Posts q <EnhancedSscurityControls
and its likelihood of occurrence R Ehiain Manager Rt et e |
— Risks affect resource artifacts, capability | CramsRisks ‘;‘;zecfii’:ﬂg;';’t:’;;g
configurations, etc. W Modification, or Update
- eRlisks .rﬂ P GE['P;E._EE}_ _ |d = ".4.3"
Security Controls are a management, Malicious Code e 115 5yciom,

operational, or technical control (e.g.,
safeguard or countermeasure) which

system component, or —
system service prior to

I _

B wAffectss |
I A

selection, acceptance, |

|

|

Protects an asset. FEeem FgL. _ e | modiication, or update.”
— They mitigate risks and protect assets Electronics T
. . wsatisfys naatizfys
Resource Mitigations are a set of performers | |
established to manage operational or SOperatonalActvitys 7 |
resource Risks. wblocks Verify Supplier Compliance |
ElectricalPowerController 1
— They are represented as an overall strategy or «OperationalActivitys >
through techniques (mitigation configurations) and Oversee Supply Chain

procedures (Security Processes)and other assets to

satisfy security controls
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NIST SP 800-53 Security Controls Library

UAF Reference
Library

Captures Security

NDIN

AT THE HEART
OF THE MISSION

Security Taxonomy [ %ﬁ SR Security Taxenomy Diagram ]J

aSecurityControlF amihys
SR - Supply Chain Risk Management

Id="SR"

C o n t ro I S y aSecurityControls [y aSecurity Controls oy T R GS..EC:;WCN”D: Detecti &7
Supply Chain Risk Management Acquisition Strategies, Tools, and NS Anee and erection
Fami I ies Policy and Procedures Methods Id ="SR-9"
J ld="5R-1" ld="5R-5"
Enhanced, Etc. -
) aSecunityControls =7 aSacurityControls 7 I C;S_ect.rlr;f;ortrtol; ./
- - Supply Chain Risk Management Plan Supplier Assessments and nspe Clgrljngon:itzms -
Can combine with 4="5R2 Bemiews PR
Id="5SR-§"
risks, mitigations
J g J Fa——— ; == aSecurity Controls 5"'}
. . T Y sBecurity Controls o Component Authenticity
to find solutions Supply Chaln Operations Securty
Processes PRl p Id ="SR-11"
Id="SR.3" Id="5R-7"
e = aSecunityControls 7
eSecurityControl 5/ aSecurityControls o Component Disposal y
POEUETT e Notification Agreements Id="SR-12"
Id ="SR-4 ld="SR&"
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Security Taxonomy [@ SCF1 Security Taxonomy ]J

aSecurityControlF amihys Er:%'
SR - Supply Chain
Risk Management

aSecwnity Controls &’;.‘

Supply Chain Risk
Management Plan

«S=cwity Controls g;,'

Supply Chain Controls
and Processes

aSecurityControls ol

Supply Chain Risk Management Policy
and Procedures

Id="3g"
Text=""
«SzcurityControls ) aSecurityControls 57 aSecurityControls 57 G 5
Acquisition Strategies, N Component Authenticity y Component Disposal |nsp;i1e:;m;05";r::ems &
Tools, and Methods ld="SR 3" |d="39.8" or Components
Id="39.2" Text="" Text = "Dispose of ld="39.4"
Text = "Employ the following [Assignment: Text= 'insped the following
acquisition strategies, organization-defined data, systems or system
contract tools, and documentation, tools, or components [Selection (one
procurement methods to system compenents] using or more): at randen; at
protect against, identify, and SecuityControl = the following techniques and [Assfgnn;yen[' j
mitigate supply chain risks: Tamper Resistance and = methods: [Assignment: organizati Un;deﬁned
[Assignment: Detection organization-defined frequency], upon
organization-defined 1d="396" techniques and methods]." [Assi gnmelnl'
acquisition strategies, .

contract tools, and
procurement methods]."

Text = “Implerment a tamper
protection program for the
system, system component,
or system sewvice.”

organization-defined
indications of need for
inspection]] to detect
tampering: [Assignment:

organization-defined
systems or system

components].”
aSacwity Controls 5",' aSecurityControls Tyl aSecurityControls ) aSecurityControls )
Provenance Supplier Assessments Notification Agreements Supply Chain
d="39.3" and Reviews d="30.1" Operations Security
Text = "Document, monitor, | |/d="39.9" Text = "Establish ld="39.7"
and maintain valid Text = "Assess and review agreements and procedures Text = "Employ the following
provenance of the following | |the supply chain-related with entities involved in the Operations Security
systems, system risks associated with supply chain for the system, {OPSEC) controls to protect
components, and suppliers or contractors and system component, or supply chain-related
associated data: the system, system system service for the information for the system,
[Assignment: component, or system [Selection (one or more): sy stem component, or
arganiz ation-defined service they provide notification of supply chain system senvice:
systems, system [Assignment: compromises; results of [Assignment;
components, and organization-defined assessments or audits; organization-defined
associated data]" frequency].” [Assignment: Operations Security
organization-defined (OPSEC) controls].”
informationf].”

ld="SR.2"

Text ="a. Develop a plan for
managing supply chain risks
associated with the research
and development, design,
manufacturing, acqguisition,
delivery, integration,
operations and
maintenance, and disposal
of the following systems,
systermn components or
system services:
[Assignment:
organization-defined
systems, system
compenents, or system
senvices];

b. Review and update the
supply chain risk
management plan
[Assignment:
organization-defined
frequency] or as required, to
address threat,
organizational or
environmental changes; and
c. Protect the supply chain
risk management plan from
unauthorized disclosure and
modification.”

Id="SR.1"

Text = "a. Establish a
process or processes to
identify and address
weaknesses or deficiencies
in the supply chain elements
and processes of
[Assignment:
organization-defined system
or system component] in
coordination with
[Assignment:
organization-defined supply
chain personnel];

b. Employ the following
controls to protect against
supply chain risks to the
systemn, systemn component,
or system service and to
limit the harm or
consequences from supply
chain-related events:
[Assignment:
organization-defined supply
chain controls]; and

c. Document the selected
and implemented supply
chain processes and
controls in [Selection:
security and privacy plans;
supply chain risk
management plan;
[Assignment:
organization-defined
document]]."

Id="39.5"

Text ="a. Develop, document, and
disseminate to [Assignment:
organization-defined personnel or roles]:

1. [Selection (one or more):
Organization-level; Mission/business
process-level; SystemHlevel] supply chain risk
management policy that:

(a) Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities,
and compliance; and

(b} 15 consistent with applicable laws,
executive orders, directives, regulations,
policies, standards, and guidelines; and

2. Procedures to facilitate the implementation
of the supply chain risk management policy
and the associated supply chain risk
management controls;

b. Designate an [Assignment:
organization-defined official] to manage the
development, documentation, and
dissemination of the supply chain risk
management policy and procedures; and
. Review and update the current supply
chain risk management:

1. Policy [Assignment: organization-defined
frequency] and following [A ssignment:
organization-defined events]; and

2. Procedures [Assignment:
organization-defined frequency] and following
[Assignment. organization-defined events]."

Ral

A ¢ Dol
APPTOVEUTTOT TUDTIC RETTAST




Example Risk and Affected Element NDIA

OF THE MISSION

o The riSk Of Parts Operational Processes [ﬁﬁuppry Chain Logistice Operational Proceszes with F‘.isks])
Stolen in Transit e

Logistics
DI O O
affects the - it :
aMapsToCapabilitys | aMapsToCapabilitys | aMapsToCapabilitys | aMzpsToCapability's
Transporters | | | |
l e e 7 ' T
aDperationalActivitys aDperationalActivitys aDperationalActivitys aDperationalActivitys
¢ These eve ntua I Iy Move Parts Locally W Move Parts b Move Parts Nationally nd Move Parts Internationally i
t th i i i i
m a p o e | alsCapableToPerforms | alsCapableToParforms | zlsCapableToParforms l alsCapableToPerforms
H H I I I I
Logistics | | | |
mgm aDperationalPerformers & aidperationalPerformers oy aDperationalPerformers &4 aDperationalPerformers &
Ca pa b I I Ity Local Transporter Transporter National Transporter International Transporter
T T T T
| -5 ahffectss | -5 ahffectss | -5 ahffectss | 2% aAffectss
| [ _ | |
_________ i | | r--——- - - - - - =
aRizks .rﬂ

Parts Stolen in Transit
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Additional Supply Chain Risk Mitigations and Activities

NDIN

AT THE HEART
OF THE MISSION

Security Taxonomy [ E‘ SR-5 Enhancements ])

eEnhancess

Parts Stolen in Transit
T

allitigatess

«Risks AT |

sEnhancass

aRisks
Lack of Critical Parts
T

aMlitigatess

il

1
aEnhancedSecurityControls
Acquisition Strategies, Tools, and Methods |
Assessments Prior to Selection, Acceptance,
Modification, or Update

aSecurityControls
Acquisition Strategies, Tools, and Methods

Crocumentation = "Organizational personnel or
independent, external entities conduct
assessments of systems, components,
products, tools, and services to uncover
evidence of tampering, unintentional and
intentional vulnerabilities, or evidence of
non-compliance with supply chain controls.
These include malicious code, malicious
processes, defective software, backdoors, and
counterfeits. Assessments can include
evaluations; design proposal reviews; visual or
physical inspection; static and dynamic
analyses; visual, x-ray, or magnetic particle
inspections; simulations; white, gray, or black
box testing; fuzz testing; stress testing; and
penetration testing (see SR-6(1)). Evidence
generated during assessments is documented
for follow-on actions by organizations. The
evidence generated during the organizational or
independent assessments of supply chain
elements may be used to improve supply chain
processes and inform the supply chain risk
management process. The evidence can be
leveraged in follow-on assessments. Evidence
and other documentation may be shared in
accordance with organizational agreements.”

Diocumentation = "The use of the acguisition process
provides an important vehicle to protect the supply chain.
There are many useful tools and technigues available,
including obscuring the end use of a system or system
compeonent, using blind or filtered buys, requiring
tamper-evident packaging, or using trusted or controlled
distribution. The results from a supply chain risk assessment
can guide and inform the strategies, tools, and methods that
are most applicable to the situation. Tools and technigues
may provide protections against unauthorized production,
theft, tampering, insertion of counterfeits, insertion of
malicious software or backdoors, and poor development
practices throughout the system development life cycle.
Organizations also consider providing incentives for suppliers
who implement controls, promote transparency into their
processes and security and privacy practices, provide
contract language that addresses the prohibition of tainted or
counterfeit components, and restrict purchases from
untrustworthy suppliers. Organizations consider providing
training, education, and awareness programs for personnel
regarding supply chain risk, available mitigation strategies,
and when the programs should be employed. Methods for
reviewing and protecting development plans, documentation,
and evidence are commensurate with the security and
privacy requirements of the organization. Contracts may
specify documentation protection reguirements.”

Id ="43"

wsatisfys E L)

! \ wsatisfyn
eOperationalActivitys = | \

Verify Supplier Compliance
\

Identifier = "SC127
ld="39.2"
Fi a0 3
wsatis fye usﬁtiéfyn esatisfye

[
Assess Supply Chain Risk

aEnhancedSecurityControls

Acquisition Strategies, Tools, and Methods |
Adequate Supply

4]

Clocumentation = "Adversarnies can attempt to
impede organizational operations by disrupting
the supply of critical system components or
cormupting supplier operations. Organizations
may track systems and component mean time to
failure to mitigate the loss of temporary or
permanent system function. Controls to ensure
that adeqguate supplies of critical system
components include the use of multiple
suppliers throughout the supply chain for the
identified critical components, stockpiling spare
components to ensure operation during
mission-critical times, and the identification of
functionally identical or similar components that
may be used, if necessary.”

Identifier = "ESC1"

Id ="36"

ug T 4L

wsatigfys |

| wsakisfys

aDperationalActivitys

e
Ensure Surplus Critical Parts ‘

aOperationalActivitys aOperationalActivitys

] |
|

aOperationalActivitys
Ensure Supply Chain

e
o

Train Workforce in SCRM

e ‘

1
aOperationalActivitys

<
Secure Parts In Transit

aDperationalActivitys
Establish Parts Agreement

O~

wsatibfys

sDperstionalActivitys

%

Verify Supplier Performance
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Traceability from the System Design

NDIN

AT THE HEART
OF THE MISSION

ibd [Block] PowerSubsystem| Figure B.19 Internal Structure of the Power Subsystem ])

bp : BatteryPack bp-epc

Q&c : ElectricalPowerController

acl : Accelerator

I_IEFRCCmd

acHecu

B

pcu : PowerControlUnit

Index
iZ : ElectricCurrent

emg : ElectricMotorGenerator

bkp-2fu

| bkp:BrakePedal[1] !

ft: FuelTankAssembly

fp : FuelPump pu,—r‘_

[ ctrl IT|
I_IEPCData —IEPCCmd I_TRSMCmd
c3 Iil
c2 crl trsm : Transmission dif
I_IEPCData 1]
torgueln : Torgue
I_TRSMData I_TRSMData
g1 : Torgue
torqueCut : Torque
trem Ill
ice : InternalCombustionEngine
fi: Fuellinjector [4]
I_TRSMCmd I_ICECmds
H
I_ICEData
—-Eba el ertl 1[Port : ICEFuelFitting
fdist
*1
Lt L
| |_ICEData Port © ICEFuslFitting
fuelReturn : Fuel fuelSupply : Fusl
_iLFueI'I'ankFrt'tlng - fuglDelivery -
| Ll

7

Port : ~FuelTankFitting

«Previouse 43
Figure B.18

aMexts o
Figure B.20

t2 . Torgue
b

spline

tra
t1 : Tergue

|_ rﬁv :_FroFt‘erJ[ﬂ_ I
| |—[:|
[ I _[ﬂ_ _

rightHalfShaft

m

leftHalfShaft

{5} -
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Links From the SysML Elements to Supply Chain

° The Electrical Power Security Taxonomy [ @ Security Taxonomy ]J
Controller is a type of ... .. ©
. = e Tools, and Methods |
E I eCtI'O n I CS = | aOwnsRisks Asse ssme nts Prior to
. : " Moditication, or Update
* The RISk, Securlty «Ricks :ﬁe - uEti;-:'iaaa_ _ lid="43"
Control, Mitigating e e e —
H H |A whtfectss system service prior to |
Elements and Satisfying T el .
Processes define the ‘Temm"ﬁwl L «Frotectz=s  |modification, or update.” |
i Electronics *T*Mia < ]
necessary Supply Chain T S restst
processes. R
sblocks Verify Supplier Compliance |
ElectricalPowerController S T— Ix":.
Owersee Supply Chain -
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Why is This Useful? NDIA

 Although supply chain M H h"atﬁ'[-‘a'
. . andling
supulatlon softwar_e _ . &Logistics.
exists, a SoS POV is still

useful . .
80% of Supply Chain Not Accounted for in

* Looking outside the Current Digital Decision Models
ex I Stl n g co n texts IS Digital models are missing the vast majority of the supply chain environment.

MH&L Staff
always helpful
. . . Digital models are missing the vast majority of the supply chain environment,
b P rov | d es S C R M ea rI | e r | n according to analyst firm Gartner.

th e Cyc I e This incomplete view of the supply chain results in digital trade-off analysis

failing to improve decision makers’ outcomes, despite the potentially

OF THE MISSION

transformative capabilities of these new tools. Digital trade-off analysis includes
things such as what-if analysis, scenario modeling, or simulations. Digital trade-

Approved for Public Release . . . . .
PP off analysis offers improvements in analytical power and clarity when processes

are adhered to and enabled with high-quality data.
. 55 System Strategy, Inc.
“The ‘digital-to-reality gap’ will continue to hamper supply chain performance




Future Work

Create additional risks and mitigations

Add RAAML relationships to verify assurance case

Create supply chain simulation and process diagrams
Trace additional system parts to the supply chain

Generate traceability tables for SysML parts list

Further investigation of Supply Chain Tools for gap analysis

Decompose existing controls into atomic controls or
requirements

Add links to standards and guidance
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38 Approved for Public Release

© 2023 SSI



Questions?
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