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DoD Directive 5000.01 “The Defense Acquisition

System” and Technology and Program Protection

DaD DRFECTIVE S000.01

Tue DEpeNsE ACQUISTTION SYSTEM

d. Develop and Deliver Secure Capabilities.

Security, cybersecurity, and protection of critical technologies at all phases of acquisition are
the foundation for uncompromised delivery and sustainment of warfighting capability.
Acquisition managers, in coordination with security and counterintelligence (CI) professionals,
will implement initiatives and processes for the identification, integration and continual

evaluation of security and CI requirements throughout the life cycle of a system, service, or
critical technology.

q. Deploy Interoperable Systems.

Joint concepts, standardization, and integrated architectures will be used to the maximum
extent possible to characterize the exchange of data, information, materiel, and services to and

from systems, units, and platforms to assure all systems effectively and securely interoperate
with other U.S. forces and coalition partner systems.

t. Plan for Coalition Partners.

To enable allies and partners to enhance U.S. military capability, collaboration opportunities,
potential partnerships, and international acquisition and exportability features and limitations
will be considered in the early design and development phase of acquisition programs.

critical technology
(DoD Instruction 2040.02)

Technology or technologies
essential to the design,
development, production,
operation, application, or
maintenance of an article or
service that makes or could
make a significant contribution
to the military potential of any
country, including the United
States. This includes, but is not
limited to, design and
manufacturing know-how,
technical data, software, keystone
equipment, and inspection and test
equipment.

Three policy statements anchor program protection and anti-tamper

into the Defense Acquisition System in support of the 2022 National Defense Strategy

NDIA S&ME Conference
Oct 16-19, 2023

Distribution Statement A: Approved for public release. DOPSR case #23-S-0021 applies. Distribution is unlimited.



What have we accomplished?

Identified Gaps within the DoDI 5200.39

Department of Defense
INSTRUCTION

NUMBER 5200.39
May 28, 2015
Incorporating Change 3, Effective October 1, 2020

USD(1&S)/USD(R&E)

SUBJECT: Critical Program Information (CPI) Identification and Protection Within Research,
Development, Test, and Evaluation (RDT&E)

References: See Enclosure 1

1. PURPOSE. This Instruction:

a. Reissues DoD Instruction (DoDI) 5200.39 (Reference () in accordance with the
authorities in DoD Directive (DoDD) 5143.01 (Reference (b)) and DeDD 5134.01 {Reference
().

b. Establishes policy and asslgns responslibllities for the identification and protection of CPL

c. Establishes policy in accordance with DoDD 5000.01 (Reference (d)) and DoDI 5000.02
(Reference (g)).

d. Incorporates and cancels the Under Secretary of Defense for Acquisition. Technology.
and Logistics (USTHATE&:L)) memorandum (Reference (f))

2. APPLICABILITY. This instruction applies to OSD, the Military Departments, the Office of
the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the
Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD
Fleld Activities, and all other organizational entlties within the DoD (referred to collectively In
this instruction as the “DoD Components”).

3. POLICY. Ttis DoD policy that

a. U.S. warfighter technological advantage will be maintained and operational effectiveness
of DoD capabilliles will be preserved through the identification and protection of CPL

NDIA S&ME Conference
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Capability elements (defined as part of the CPI definition) includes “may include,
but are not limited to” the illustrative examples which potentially contributes to
the confusion.

The subject of DoDI 5200.39 is CPI Identification and Protection Within Research,
Development, Test and Evaluation (RDT&E), which includes design and
development phases of the system lifecycle. Definition needs to reflect this
scope clearly.

5200.39 clearly states the DoD policy is:

o Identify CPI early and reassess throughout the RDT&E program so that CPI protections
requirements and countermeasures may be identified and applied as CPI is developed and
modified throughout the lifecycle as needed.

o lItisimperative to preserve CPI protections early and throughout the lifecycle.

DoDI 5200.39 contains “Horizontal Protection” responsibilities for the “Secretary

of the Air Force” that are executed as the AT Executive Agent.
o “Conducts DoD-wide analysis of AT protections in support of horizontal protection”

DoDI 5200.39 is missing a responsibilities for:
o CPl Removal and Revalidation
o CPI Identification in accordance with Technology Transfer

Distribution Statement A: Approved for public release. DOPSR case #23-S-0021 applies. Distribution is unlimited.



Challenge 1: DoD Has Multiple CPI Definitions

Critical Program Information (CPI) in Issuances

Publications that Reference Critical Program Information (CPI) by Service
Component CPI
Definition
49
2008 2015 Unique
o Definition Definition Definition
=
3 0sD
-1
S ARMY
35 27 Air Force DoDI5205.11 USAF Manual AR 381-11(2019)
x g AR 530-1(2014) “Intelligence USAF Cyber ArmyPam70-3 |} AFI99-103 (2020)
= Navy AR 70-1(2017) (2013) “sAP “Operati 5220.22(2020) : i % e
2 e . perations AFI 17-140 (2018) " ; Support to Guidebook V4.0 ‘Army Acq ‘Capabilities-
Z0 A by A Security” s el Capability Procedures” based T&E”
Procedures’ R
" . DoDI2040.02 [ AFI 14-111 (2019) B0 A'fﬂﬁ:ﬁ(:::ﬂ AFI 63-101 SECNAVINST Us“(i:::‘ngi']m g
(2014) “Intelligence “ & “Integrated life 5500.36A (2019) % - - :
“lnternational S port* (by ref Program Support to eyide “Navy Security Integrated Life Industrial Security
CRITICAL PROGRAM INFORMATION (CPI) T i Protection” Capability i e cycle Program
ransfers to 2008) Dot management” Enterprise e

DoD and Service Components

* CPlis utilized in over 100 DoD and Component issuances
* There are multiple definitions (or references to the definition) in both DoD and Component policy

o References to the 2008 and 2015 definition of CPI
o References to the current definition of CPI
o Unique references that do not trace to either definition
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Potential Solution 1: Create Overarching Definition for Critical Program

Information (CPI) and Clarify Meaning with Adjectives

« We are all “looking at” and interested in the same thing.
o “warfighter’s technical advantage” and,
o “if compromised undermines military preeminence”

o Preliminary Definition:

DoD U:S- capabilities elements that contribute to the
warfighter’s technical advantage, which if compromised,
Rope! undermines U S m|I|tarv preemlnence Q%pabﬂ%

TN o Used to identify:
o Technology Transfer

o Technology Protection (Anti-Tamper)
o Security (SAP)

a Snake!
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Framework of Dependent Policies:

Policies that Define or Assign Responsibilities for CPI

Department of Defense
INSTRUCTION

DoDI 5200.39

Defines CPI
i oefinesc

Department of Defense
INSTRUCTION

Currently in WHS
Review Process

Decpartment of Defense
INSTRUCTION

NUMBER 204002

CPI Identification
and Protection
within RDT&E

CPI “Identified in accordance
with (IAW) the DoDI 5200.39”

but defines CPI

Management of
SAPs

OPR: OUSD(I&S / R&E)
(2015)

OPR: DoD SAPCO
(2013)

DoDI 2040.02 I
International
Transfers I

OPR: OUSD(P)
(2014)

ot i Vot 3 1 D> Mamua 3200.01 (Reerence @)

—

Implements
2040.02 Policy

r————

A 4

Department of Defense
INSTRUCTION

DoDI 2010.06

Materiel
Interoperability &
Standardization with
Allies & Coalition

I Defines CPI

DoDM 0-5205.13

Defense Industrial Base
(DIB) Cybersecurity
Security Classification
Manual

OPR: DoD CIO
(2019)

DoDM 5200.45
Instructions for
Developing Security
Classification

Partners Guides
OPR: OUSD(A&S) OPR: OUSD(I&S)
(2009) (2013)

L]
1

Provides —
Def | | : |
CPI CPI CPI CPlI & TTRA
> % 2 ¥ ¥
DODD || popi'e3 DoDI
S oDI1 5230.28
: 5205.02E 0-5240.24
DoDD Low Observable
Counter Intel
5200.47E “DoD Operation (LO)/Counter LO supporting
CPI ID IAW Security (OPSEC) (CLO) R h
DoDI 5200.39 Anti-Tamper Program” esearc
o . p (repeats DoDI 5200.39|| Development and
OPR: OUSD(R&E) OPR:0USD(1&S) CPI definition) Acquisition (RDA)
(2015) (2012) OPR: OUSD(A&S) .
(2016) OPR: OUSP(l&S)
NDIA S&ME Conference A_ — “Incorporate Needed AT Features”
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Proposed Alignment of Critical Program Information (CPI)

with Communities of Interest

DoD| » Rational: CPI exists across the lifecycle of the
2040.02 program and needs to be protected from concept
“International through fielding
Transfers of : -
Technology, Articles, * DoDI 5200.39 will contain:
and Services” o Central definition for CPI (other issuances will
align to this definition)
o Responsibilities to identify CPI required by:
= Special Access Programs (SAPs)
DoDI'5200.39 » Anti-Tamper Community (AT)
“CPI = Technology Transfer Communit
Id'entification DoDlI - -g-:Jy . 4
and Protection 5205.11 o Responsibilities to revalidate and remove CPI
DoDD  within RDT&E ' designation as appropriate.
5200.47E Management, . o o .
. Administration, « Each community utilizing CPI will align protections
Anti-Tamper and Oversight of and other unique attributes under their specific
DoD SAPs issuance
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Potential Solution 1: Create Overarching Definition for CPlI,

Scope of CPl and Unique Protection Characteristics

Critical Program Information (CPI)

Warfighters Technical Advantage Anti-Tamper
Technology Under US Control Technology P(():toer?ttrlglllv Outside US o SHerms eneinesrine sofiviiies
- (Tech Transfer or loss) intended to prevent or delay
exploitation of CPl in U.S.
. imbgdded | defense systems in domestic and
U . VOErLOantros o I export configurations to impede:
S “End-ltem”
Access (Operational, Training, 1. countermeasure
Controls Maintenance, or development,
(Personnel) Test Systems) | 2. unintended technology
(Physical) transfer, or

3. alteration of a system due
Enhanced End to reverse engineering.
Use Monitoring

* CPl does not “appear” on the end-item. CPI exists from the start of a program and is developed.
o During development: Cyber Controls, Information Controls, Operational Security (OPSEC), and Physical and Personnel Security all play a roll in

protecting the capability.
o Once the capability is outside of US Control in a system: Embedded cyber, Enhanced End Use Monitoring, and Anti-Tamper protect the capability.

NDIA S&ME Conference
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Potential Solution 1: Create Overarching Definition for CPI

Where does CPI Exist in Systems?

Circuit Board
for
End Item

Sensor Data Pressure
Sensor

Wind Speed
Custom Designed Sensor

il Hardware or
Software used to

Programmer

(TAG)

Process Data

* Programmer (Development) Video 30 HzLong Wave
o CPI can exist on the computer, programmer, and the FPGA Infrared Camera
o Only the CPl on the FPGA would be considered for Anti-Tamper or “resident” CPI

» System (Operation)
o CPI can only exist in the custom hardware and software (not COTS).
o User and/or Sensor Data is not CPI (may be classified)

o System components (30 Hz LWIR Camera) may have export restrictions (depending on
country) but is not CPI by default

NDIA S&ME Conference
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Challenge 2: Differing Chains of Command Use Different CPI Processes

1. What Capabilities are Required?
1. What

Capabilities A. US Forces
a/lf ngFLcl::f:s? B. Partners
5 e 2. What needs to be protected?
o nfé‘ﬂ'me 3. How much protection is needed?
field or export protected? 4. How will the capability be protected?
the capability? 5. Have the appropriate protections been achieved?
6. Can we field or export the capability?
A. US Forces?
= Milestone Decision Authority (MDA) is responsible for assessing
3. How much overall program risk and approve, as appropriate, the acquisition
S pr::zf,tézg - strategy at major decision points.
appropriate = Cost, Schedule, and Performance are driving factors for MDA
P’°;‘Z°etri‘°“5 o B. Partner Nations?
Achieved? the capability = Arms transfer decisions are foreign policy and national security

be protected

decisions that support broader United States policy objectives.
(NATIONAL SECURITY MEMORANDUM/NSM-18)

NDIA S&ME Conference 11
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Challenge 2: Differing Chains of Command Use Different CPI Processes

Flowchart Developed for CPI Identification

Critical Program
Information Modifier Event

Pl Identif n Pr
*+ CPi Idenified 1AW DoDI 5200.33
+ Tech& Prog Protect (TAPP] Guidebook
* Intel Support to AAF (S TAFF] Guidebook
* DoD Inermational Acq & Expartatility Guidebook

CPI Identification Sources (T&PP Guidebook)
Security Classification Guldes (SCGs)
DoD CPI Horizontal Protection Guidebook (HPG)
Subject Matter Expert (SME) Questions

CPI Identification Sources (Additional)
Technology Area Protection Plans (TAPPs)
Critical Programs and Technologies (CP&T) List

‘National Disclasure
Poicy (NDP-
Re
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Challenge 2: Differing Chains of Command Use Different CPI Processes

Developed Flowchart for CPI Identification

Horizontal
Protection
Guidance (HPG)

Expert Questions

LO/CLO & Export
Guidance

Acquisition Security!
Database (ASDB}

Intelligence and
Counterintelligence
Analyses

Anti-Tamper
Technical
Implementation

CPI Identification

Inherited

CPI Protection
Measures Selection
(Consequence of
Compromise)

Other
Program
Protection
Measusres

Anti-
Tamper
Protections

Design
(Maturity, Modification)

Operational Environment
(Export Status)
Protection Obsolescence
and Effectiveness

CPI Compromise

Change in Threats

Security Classification

CP1 Identification Sources (T&PP Guidebook)
i ification Guides (SCGs)

DoD CPI Horizontal Protection Guidebook [HPG)
‘Subject Matter Expert {SME) Questions.

CP identification Sources {Additional)
Techn Pr hsél‘lm)_
PaT) List

ology Area Pratection P
Critical Programs and Technologies.

Commercial Technology
Evolution

Guide _—

CPI/AT Designation
Update Monitoring Removal
Program/Anti-Tamper
Protection Plan
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Flowchart for Critical Program Information (CPI) Identification

What needs to be protected?

Start CPI Identification Process

A. Develop Cl;itical Program
Information (CPI) List

Evaluate

or Likelihood of
V- CF Future Exports
~ Identified? and Design

l Accordingly

B. Develop
Counterintelligence
Support Plan (CISP)

D. Determine
(Non-AT)

NO J
CPlon
NO
YES
4 NO

Protection
Mechanism
Contain
Software Algorithms
or Microelectronics
Hardware
E. Conduct
YES b Anti-Tamper
Process

NDIA S&ME Conference
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) 4
Export
Request? o
C. Conduct
Technology
Transfer and
Exportability
Review
Y—.—-@
NO

Document No Provisos
and continue CPI
Process

"

[ F. Document
CPl and
Protections

oo )

* CPlis identified in twice within the diagram but is
summed at a single point in the overall process:

1. Program’s CPI Review during development

= All Programs are expected to review system for CPI.

= May include an exportability Threshold or Objective
requirement based on the Capabilities Development
Document (CDD) Key system attribute (KSA) requirement.

2. (After Letter of Request) Proviso from:

A. Technology Security and Foreign Disclosure (TSFD)
Process,

U DoDD 5230.28 - Low Observable (LO) and Counter
LO (LO/CLO) International Transfer Guidance review.

B. Department of State (DoS), or
C. Department of Commerce (DoC) Reviews

* Any of these reviews can produce:
o Materials
o Processes
o Capabilities
o Information

Distribution Statement A: Approved for public release. DOPSR case #23-S-0021 applies. Distribution is unlimited. 14



May Cont_qin SYS VALIDATION
Exportability & SYSTEM CHANGES DISPOSAL
as KSA DEPLOYMENT OPERATIONS &

Concept AT Plan PCA & SUPPORT UPGRADES

oo |

o
C.

SVR
INTEGRATE
SY
. VERIFICATION)

SYSTEM
REQUIREMENTS

ICD - Initial Capability

Document SUBSYSTEM ASSEMBLE :
ASR — Alternative System REQUIREMENTS ITEMS TMRR Tgchnology UL BB &
Review (HIGH LEVEL DESIGN) (SuB-SYSTEM Risk Reduction
CDD - Capabilities Design VERIFICATION)

Document Initial AT Plan
CDR - Critical Design Review
FCA — Functional Configuration Audit

EMD - Engineering and
Manufacturing Development

ITEM

ISR — In-Service Review ITEM SPECIFICATION .

PDR — Preliminary Design Review (DETAILED DESIGN) VERIFICATION P&D - Production and

SFR - System Functional Review Final AT Plan (INSPECT/TEST) Deployment

SRR - System Requirement Review CDR TRR

SVR - System Verification Review
TRR — Test Readiness Review HARDWARE AND SOFTWARE

PCA — Physical Configuration Audit IMPLEMENTATION

FaBRICATE / CODE / Buy
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Letter of Request

Security Cooperation Management (Greenbook)

* When the Security Cooperation Organization (SCO) becomes aware of
credible demand signals indicating the probable submission of :
o Letter of Request (LoR) for Price and Availability (P&A),
o Letter of Offer and Acceptance (LoA),
o Commercial Request for Information (RFI) or
o Request for Proposal (RFP) for sensitive or classified defense articles
or services.

« The SCO should develop a Pre-LoR Assessment Request (PAR), as
COOPERATION directed in Security Assistant Management Manual (SAMM) C3.1.2.

MANAGEMENT o The intent of the PAR is to inform the interagency community and the
cognizant implementing agency to initiate the Technology Security
and Foreign Disclosure (TSFD) process for timely release of
determinations.

NDIA S&ME Conference
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Technology Security and Foreign Disclosure (TSFD) Processes

MILDEP
Processes

DoD Lead:
AfNJAF

\ v

MILDEP-
specific
various

MILDEP
Process

Other
DoD
Processes

DoD Lead:
Various :

Org.-
specific
various

Few |
locumented

processes |

NDP *L Dﬁ:}:\’,‘ _J L EO 13526, NDP-1, DoDD C-5320.23, DoDI 5230.11, DoDI 5200.39 J Lp"m'"P'°°°“J
Lo/cLo %i;“’: J [ EO 12968, EO 13526, TS/SAR (Thorn Bay) , DoDM $-5230.28 J [ Primary Process j
AT L Do Lesd: J L AT TIG, DoD CPI HPG, DoDI 5000.83, DoDI 5200.39, DoDD 5200.47€ J LPﬂmawProtessJ
" DoDLead: | |
COMSEC *L NS B Eie J [ Title 50+, DoDD C-5200.5, NSD 42, DoDI 8523.01, CJSI 6510.06A J [ Primary Process J
DoDLead: | | Specialized
SAP Sipco )| L EO 12968, EO 13526, DoDD 5205.07, DoDI 5205.11 i J
DoD Lead: | Specialized
DSC Provisry | DSD Memo 10/27/08, AT&L SP & DUSD TSP& NDP Memo 2/26/09 R e ‘
DoD Lead: Specialized
MTCR | Pokey J | MTCR, ITAR 121.16, DoD 5101.38-M —— J
NVD/INS L Dal?o:;:;d: J | DoD Policies for Int’l Transfer & Export Control of NVD & INS s':g::‘::d ‘
Intel Sie| oot | Title 50+, DODD 5240.01, DIA DPR-00-217-99, JP 2-01, DoDI 5-3200.17, Specialized
ntel uso(l) = rocess
DCID 6/7, 1CD-113 P
Data Links/WF el | DoDI 4630.09 Spacisbaed |
process |
PNT/GPS Dot L=ad: J | DoDD 4650.05, DODI 4650.06, NSPD #35, DaD GPS Security Policy 5';‘:;::'::‘ ‘
DoD Lead: | Specialized |
GEOINT Y nea | | Title 50+, DoDD 5105.60, DoDI 5030.59, DCID 1/8 ot ‘
DoD Lead: :
EW Y A&;.c,;;mn 11 Title 50+, DoDD 3222.4, DoDI 0-3600.02 No single process

** As of August 2021 — under ongoing review for updates c interagency process

NDIA S&ME Conference
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* NDP — National Disclosure Policy

* LO/CLO - Low Observable/ Counter Low Observable
* AT — Anti-Tamper

* COMSEC — Communications Security

* SAP — Special Access Program

* DSC - Defensive Systems Committee

* MTCR — Missile Technology Control Regime
* NVD — Night Vision Devices

* Intel — Intelligence

* Data Links & WF — Waveforms

* PNT/GPS — Geospatial Intelligence

* EW - Electronic Warfare

NOTES:
“Primary Process” refers to the processes for which there is
documentation and multiple participants.

“Specialized Process” refers to the processes for which there is
little or no documentation and a limited number of organizational
participants
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Flowchart for Critical Program Information (CPI) Identification:

3. Level of Protection

* CPI “Level of Protection” is being determined at 2
points in the process with a 3" point for horizontal

Ao o cepn) g discrepancies:
.4 . .
[ Y 1. End-Item (Anti-Tamper eligible systems)
Export = Anti-Tamper uses the “Consequence-of-Compromise”
R Request? aall criteria to assign variable protection levels to identified
Evaluate C.Conduct | | CPI.
e Likelihood of Technology
ves— QD | | Mo Do E;;';ﬁ:{)ﬂﬁ ‘ CofC: (DoD Instruction 5200.39) - The impact, if the CPI is
' Accordingly Review | | compromlsed, on

+»+ U.S. tactical or strategic military advantage, and

B. Develllop
Counterintelligence
NO _ . . .
Support Plan (CISP) < YES @ ++ time and resources required for the U.S. to re-gain

that tactical or strategic military advantage.

NO
A 4 . . pe .
o o |_+_ NOTE: Items identified as CPI, and on the end-item, are
Lﬁ\l End Hen | D.Determine - Proion eligible for both AT and other protection
YES l}roﬁzg‘tio)n Process methOdS.
) 4 Nd 7 Mechanism 7 \/\
st e, 2 2. Other protection measures
el el 1 F e * How are additional protections determined for Research
- "’°‘e;“°"s Development Test & Evaluation (RDT&E) protections?
YES. B Anti-Tz mper
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Flowchart for Critical Program Information (CPI) Identification:

4. How will the capability be Protected?

* CPI Protections available will depend on system parameters.
[ 1.

A. Develop Critical Program Anti-Tamper
Information (CPI) List

o Will the technology/capability be on the “end-item”

é 3 and potentially outside of US control?
Export o Does the end-item contain software algorithms or
NO YES: . . . . .
et microelectronics hardware that will benefit from Anti-
Evaluat C. Conduct
Likevl?h:g;of Techonrglggv Tamper efforts?
YE d rftl?f!led'? - Future Exports Transfer_and . . L .

J' N riie s Exparmity o Systems engineering activities intended to prevent
& wveian or delay exploitation of CPl in U.S. defense systems

Comterinteligence NO - YES @ in domestic and export configurations to:

% A. impede countermeasure development,

B. unintended technology transfer, or alteration of
Document No Provisos| . .
and continue CPI a system due to reverse engineering.

Process

D.Determine
(Non-AT)
Protection
Mechanism

CPlon
| cisp |No_>
YES

) 4

C. Prevention of “hands-on” countermeasure
development.

Contain

N( 2
Softn\;lvare AI'IEgorithms A — m——
i i F. Dx o .
o N rdware 1 Prand 2. Other Protection Mechanisms
_ Protections | . o .
YES . e, ¢ o Determined by other communities in the DoD
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Flowchart for Critical Program Information (CPI) Identification:

5. Have appropriate protections been achieved?

YES

y

B. Develop
Counterintelligence
Support Plan (CISP)

CPlon
‘ Cisp I End Item? o, o re——
. Determine
(Non-AT)
YES Protection

Contain
Software Algorithms
or Microelectronics

Hardware

YES

Start CPI Identification Process

[ A, Develop Critical Program
Information (CPI) List

4

4]

2

Evaluate

Likelihood of

Future Exports
and Design
Accordingly

CPI
Identified? & ==

YESj
C. Conduct
Technology
Transfer and
Exportability

Review

NO %: YES

Mechanism

NO

I3

E. Conduct
Anti-Tamper

NDIA S&ME Conference
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A 4

Process

NO

Document No Provisos
and continue CPI
Process

F. Document
CPl and

Protections

-

* Once protections are determined and
instantiated in the system there is a final
check to determine effectiveness and
residual risk of the final system.

1. The Anti-Tamper Program was developed to

include an expert review of the final
instantiated design.

= This report and a summary memo is provided to
the program to support risk acceptance.
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Technology and Program Protection (T&PP) Guidebook -

Critical Program Information (CPI)

* “Science and Technology (S&T) managers and engineers should identify CPI
early and reassess it throughout the lifecycle of the program, to include:

(@]

Horizontal N X Modifiers
Protection CPI Identification Design

Guidance (HPG) (Maturity, Modification)
. Organic | Inherited
Expert Questions

Operational Environment
LO/CLO & Export

@)
@)

(Export Status)
Guidance Protection Obsolescence

i and Effectiveness
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prior to each:

= acquisition milestone;

= systems engineering technical review (SETR);
throughout operations and sustainment; and

specifically, during software/hardware technology updates.

* To identify CPI, S&T managers and engineers should consider the following
activities:

Use DoD, DoD Component, and program resources to identify technology
areas and performance/capability thresholds associated with an advanced,
new, or unique warfighting capability.

Decompose the system to the lowest level possible to identify system
attributes that exceed a threshold, and thus may indicate the presence of CPI.

* Update will include removal/revalidation section

CPI/AT OIESEGELTY  Note that CPl is not:

Personally Identifiable or Protected Health Information (PIl/ PHI)
Financial/ Logistic information

Operational information (waypoints and target location data)
Designs, System performance, vulnerabilities, or weaknesses
Manufacturing details (update will include processes)
Unmodified commercial-off-the-shelf (COTS) technology
Multi-Level Security, Cross Domain, or Cryptographic Solutions
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