Model-Based Systems Engineering (MBSE)
for Iterative MIL-STD-882E Autonomous

Ground Vehicle Safety Programs

Frank Fratrik
VP & GM

G EDGE CASE DEFENSE Edge Case Defense
ENABLING WARFIGHTER SAFETY ffratrik@ecr-defense.ai

Approved for Public Release



Presenter Notes
Presentation Notes
ECD is the defense division of Edge Case Research
ECR's core capability is System Safety Engineering
Focus of our talk is executing MIL-STD 882 safety processes using MBSE
Perspective of ground vehicle autonomy because of some of its unique challenges
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Presenter Notes
Presentation Notes
Agenda walk
Frank will introduce Trends, background, motivation, then Jen is going to go into detail on our safety modeling work to date and what we see ahead
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DoD: More Autonomy and Complexity

The DoD is increasingly building more modern, complex, and
autonomous systems to maintain overmatch.

https://rb.gy/7om50

Common theme across
the services — air,
ground, maritime

Failure modes are
designed into these

fo3 systems which do not
expose themselves until
operation, disrupting
schedules and budgets.

https://rb.gy/Im3zs
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Presenter Notes
Presentation Notes
News on Replicator
We see significant autonomy growth here in both new full systems and features of crewed systems
Really across all the services
Increase complexity leads to new, often masked failure modes
COTS sensors and actuation; black box solutions based on Machine Learning
Requirement: System safety needs to work effectively for complex and autonomous systems
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DoD: More Agile Development

Acquiring Fast, Faster, Fastest Programs asked to
accelerate acquisition,

integrate existing
functions, and deploy
more frequently

MVP, iterate quickly, sort
the backlog, and fill the
Cl/CD pipeline

Credit: Frank Marotta, US ATEC

DevSecOps marketing is
a win for Security

MIL-STD 882E compliance via DevSecSafOps?
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Presenter Notes
Presentation Notes
Agile – theme of the safety conference
Systems are heavily software-driven
Minimum viable product for mission effectiveness
Churn and improve
DevSecOps, like it or not for safety critical, has very successful marketing that safety engineering could learn from
This graphic shows how safety can be weaved into DevSecOps and take advantage of early/incremental safety engineering
GAO Agile Assessment Guide: several dozen security references, 3 for safety
Requirement: System safety needs to work effectively during incremental development with incremental reviews



DoD: More Digital Engineering

+ Digital Engineering (DE) (re-)emerging as the preferred way to engineer complex

systems

+ Contracts requiring MBSE-based safety CDRLs; MB RFPs incoming

* Initial resourcing elevated: infrastructure, training, model initiation

MBAcq Future State

Bringing it all together! Domaln OVC rlay

RFP Fgom Custome |

Cyber

m e 4
Mod«| Based RFP Package _ MOSA

Data Rights

Nuclear
Surety
Domain Overlay

YTy Ty -
ars [ ‘ : ST Airworthiness

|
OMG i

Credit: Laura Hart, LMCO via OMG; https://rb.gy/ufyfj Approved for PUblIC Release

Returns increase
during iterative
lifecycle

-llities like System
Safety likely best fit in
MBSE as Domain
Overlays


Presenter Notes
Presentation Notes
How many have a push for more DE?
DE themes at every NDIA and other DoD event
MBSE is a core part of it - seeing more contracts require delivery of safety in MBSE
Initial resources are significant - train people, build the infrastructure to work, initiate the models
But then changes can occur more rapidly, communication about the system is enhanced
MB Acq is coming
Via Domain Overlays is a good way to think about it; system model, behaviors, structure, interfaces - remain under SysEng control and safety can minimize touch points - analyze separately in a safety model incrementally and provide change recommendations for risk management
Requirement: System safety needs to embed into DE/MBSE
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Ground Vehicle Autonomy Challenges

>
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Presenter Notes
Presentation Notes
Start at 50 seconds, stop at 1:35
Video here to get mind frame set on autonomous ground vehicle risks
Video from our friends in Israel
Crewed MBT moving onto a trailer
Throttle reportedly stuck
For uncrewed in the battle field - what's there to stop the runaway MBT?
What about loading onto aircraft for transport?
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Ground Vehicle Autonomy Challenges

« Push to use cutting edge technology with little time/space separation
« Mixed Tech Readiness Lvl stacks — Sense, Perceive, Predict, Plan, Act

 Dynamic safety concepts while technology matures
Safety Driver -> E-stops & Isolation -> Obstacle Detection -> Obstacle Avoidance

 What functions enable the mission? What functions enable safety?

* Learning from Mining
Operators: Autonomous
Ops Zone



Presenter Notes
Presentation Notes
Context of our paper was for ground vehicle autonomy
This domain specifically relies on operation in close proximity to other vehicles, personnel, and structures
Time and space separation are not on our side
Additionally - we see highly mixed TRL autonomy stacks.  Sense and Act are very commonly off the shelf. Perceive, predict, and plan commonly have S&T or academic roots
Sometimes the Systems Engineering effort itself is low TRL – Safety can still be rigorous and help define controls
What this means in practice is the Safety Concept (what are we really hanging our hats on for safety) is highly variable
Changes from phase to phase, sometimes even concurrent safety strategies across different events or use cases
Safety Drivers in the uncrewed vehicle, running uncrewed with observers using an e-stop, how much time and space do we need for the e-stop to be effective?  Can we rely on obstacle detection and come to a safe stop?  Can we remain mobile and avoid obstacles?  
So a reasonable question becomes - What are we relying on for safety today? Are we clear how those functionalities are distinct from mission essential functions?
Borrowing a photo here of a massive Komatsu haul truck used in mining
No cab for a driver - hard wired control for admin moves
Otherwise operates uncrewed and largely autonomously
ISO 17757 talks about an autonomous operations zone and expectations for minimizing risk via isolation
Corollary for us in the contested battlefield where we keep friendlies out of harm's way to maximize mission effectiveness via autonomous features.
Requirements: System Safety must track highly dynamic risks; System Safety must work with both mature and immature Systems Engineering
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ECD MBSE Safety Motivation

https://rb.gy/I7401

% _S§ How can we holistically address complexity,
ﬁ autonomy, agile, system safety?

MBSE as a core enabler

« MIL-STD 882E safety process using MBSE is
analytical, rigorous, traceable AND scalable

* Source of Truth - System safety analyses in the same configuration
controlled MBSE environment

* Faster Iteration - Safety change impact analysis execution made easy

« Rapid Safety Risk Tracking — Automated population, updates, and
traceability

G EDGE CASE DEFENSE
Approved for Public Release


Presenter Notes
Presentation Notes
Bringing it together - how can we manage system safety for complex, autonomous systems built using agile principles?
MBSE is really a core enabler for all these Needs

Again - this isn't a free lunch - resources go up initially, but the result provides system safety that can be analytical and exhaustive, and can really scale with the needs of our systems engineering teams and customers

Key benefits: Source of Truth (we know what we have), Iterate fast (know what changed), rapidly track and update risks (know the state of safety risks based on traceability)



=
Related Work: Modeling Language

« Unified Modeling Language (UML®)
- https://www.omg.org/spec/UML/2.51/About-UML
- Graphical language for visualizing, specifying,
constructing and documenting artifacts of distributed object systems

« Systems Modeling Language (SysML®)
- https://www.omg.org/spec/SysML/
- Extension of UML for systems engineering

* Risk Analysis and Assessment Modeling Language (RAAML)
- https://www.omag.org/spec/RAAML/1.0/About-RAAML
- Extension of SysML to support integration of generic safety analyses
= Failure Modes & Effects Analysis (FMEA), Fault Tree Analysis (FTA), Systems
Theoretic Process Analysis (STPA), Goal Structured Notation (GSN)

= |ncludes stereotypes for ISO 26262
= No stereotypes for MIL-STD-882E hazard analysis or hazard tracking

G EDGE CASE DEFENSE
Approved for Public Release


Presenter Notes
Presentation Notes
MBSE: A formalized application of modeling to support system requirements, design, analysis, verification and validation activities beginning in the conceptual design phase and continuing throughout development and later lifecycle phases. [INCOSE SE Vision 2020]
Model-based engineering has been around a long time
For software ~30 years - UML 1995
Extension of UML for systems ~20 years -  SYSML 2003
Model-based engineering for hazard/risk analysis is more recent – RAAML 2021
Although it is designed to be generalizable, ISO 26262/IEC 61508 were the reference standards
Hazard tracking is not central to these standards the way it is in MIL-STD-882E
MIL-STD-882E has more required hazard analyses


https://www.omg.org/spec/UML/2.5.1/About-UML
https://www.omg.org/spec/SysML/
https://www.omg.org/spec/RAAML/1.0/About-RAAML

Related Work: Cameo Systems Modeler ™

https://www.3ds.com/products-services/catia/products/no-magic/cameo-systems-modeler/

* SysML

* Supports DoD
Architecture Framework
(DoDAF)

« Safety & Reliability

Analyzer Plugin

- 1SO 26262

- FMEA (IEC 60812:2000)

- Hazard Analysis (IEC
62304, ISO 1497:2007)

- No stereotypes for
MIL-STD-882E hazard
analysis or hazard

tracking

G EDGE CASE DEFENSE

10

Approved for Public Release


Presenter Notes
Presentation Notes
Cameo is the primary tool we see being used
It is based on SysML
Supports DoD systems development
Again, the safety and reliability plugin was designed for ISO 26262 & IEC 61508, and focuses on FMEA
It does not have built-in stereotypes for MIL-STD-882E Hazard analysis or tracking
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Related Work: MBSE for MIL-STD-882E

Shevland, M. R. (2019). From Traditional to Digital: Profile Diagram PRA Profie | [g] PHA Profie
Integrating MIL-STD-882E System Safety

«enumerations

Engineering into a Model Based Systems = clminaryHasard Asriutes
Engineering Environment. 37th International s
System Safety Conference, (p. 16). Obecs

Proof of concept example B e
- Package-based structure B
- System safety ontology
- Preliminary Hazard Analysis w/ simple
StereOtypes 5 N i Figure 4 - DoD MIL STD 882E PHA Profile
- Hazard<->requirements and
system element<->safety requirement
traceability

Ehaseture

Mitigating Safety Requirement

Prooability

G EDGE CASE DEFENSE

Figure 3 - DoD MIL STD 882E System Safety Ontology
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Presenter Notes
Presentation Notes
Our work builds on prior work by Matthew Shevland at Northrup Grumman Corporation
Presented a proof-of-concept example showing how 882E could be integrated
Provides basic profiles & ontology
Organization is clear, useful representation of MIL-STD-882E process elements
Lacks detailed implementation of associations needed for hazard tracking


Goals for Proposed MIL-STD-882E Model

1. Facilitate hazard tracking from analysis & requirements through
design, implementation, V&V, post-deployment
- HTS is foundation of MIL-STD-882E safety assessment

2. Facilitate rework
- Update analyses & tracking quickly in new cycles

3. Standalone usability
- Optimize safety processes even if system is not modeled

4.  Portability
- Need to apply it easily to new/multiple projects

5. Closely aligned to MIL-STD-882E
- Require minimal customization for required work products

G EDGE CASE DEFENSE
Approved for Public Release
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Presenter Notes
Presentation Notes
We are working in MIL-STD-882E safety programs
Hazard analysis and tracking are the core to 882E, our models need to cover these correctly and efficiently
Optimizing for the standard we use will reduce re-work and make our processes more efficient and effective
Not all programs are using MBSE yet, and those that are don’t always have models ready for us to reference




Hazard Tracking — Data

« All associated data for the hazard has a
defined stereotype, which is used to create
a record in the HTS

* Requirements element is used as a base
classifier to inherit traceability properties

Administration records (origination, update, risk
acceptance, etc.)

Causal Factors

Losses/Effects

Mishaps

Mitigations

Hazardous Materials

Ordnance

Safety Procedures

G EDGE CASE DEFENSE
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2 Containment | % Diagrams

“EF Structure

Goal 1: Facilitate
Hazard Tracking
The model becomes
a database of related
data for hazards.
This increases
consistency between
analyses and
completeness of
hazard tracking
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Presenter Notes
Presentation Notes
What data are we tracking? how do we track it?
Utilize stereotypes to define hazard records
All data related to a hazard gets structured and tracked in the model
This allows us to improve consistency between analysis, facilitate traceability and ensure completeness
We use requirements elements as a base classifier for hazard data  to inherit traceability properties 
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Presenter Notes
Presentation Notes
Hazard tracking is defined by the relationships between the data we define
In this example we can see the relationships between hazard records and records of causal factors, mitigations, hazardous materials, etc.



Hazard Tracking — Data

Name ex ne e Mi a PHA Trace

@ pewe-

Goal 2: Rework
Design changes between development cycles that are updated in the HTS are updated in all
linked analyses. Rework of analysis can focus on records linked to the updated data.

G EDGE CASE DEFENSE
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Presenter Notes
Presentation Notes
Changes made get propagated in the model, reducing the amount of rework
Example: here we have a list of example mitigations that may be identified in a PHA for an autonomous vehicle.
These mitigations include:
A feature to disable drive-by-wire control while a vehicle is being manually driven
An emergency stop button that allows a safety driver to bring the vehicle to a stop
A mechanism to ensure the vehicle mobility controls reliably execute vehicle commands
Assured object and event detection and response
Although all were identified in the PHA, only the first two were able to be fully developed in the first development cycle.  
In the next cycle, if mitigations 3 and 4 are added to replace the safety driver, we can trace through the model all hazard analysis linked to the E-Stop, and re-assess whether the new mitigation is an adequate replacement


Event Tracking in Fielded Systems
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Presenter Notes
Presentation Notes
Event tracking in fielded systems is an important aspect of MIL-STD-882E
However, it can be tricky to manually trace events back to specific hazard analysis records.  
Often these records have hundreds or even thousands of lines of analysis.
Often infrastructure and processes for reporting back to safety are 
Having all of the analyses traced to hazards and requirements in the model will facilitate updates when events occur
This also requires building out stereotypes and data structures for the data associated with the event (change notices, deficiency reports, etc.)


Hazard Anal SIS — Structures
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Goal 3: Standalone
Analysis structures
can be used without
a system model
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Presenter Notes
Presentation Notes
We want to be able to take advantage of traceability between analysis and hazard tracking even when the system itself is not built using MBSE
Need to define structures that live in the safety profile but can link to external models
Need to keep in mind that customer designs/models will vary.  Model must be adaptive to differences


Model Organization & Structure

Reviews/Audits

aprofiles

206 Operating & Support Hazard Analysis

! wprofiles
105 Integrated Product Team/
Working Group Support

aprofiles
207 Health Hazard Analysis

aprofiles

| = | = : Safety
106 Hazard Tracking System " s i .
& - s =] e Profile

208 Functional Hazard Analysis

i aprofiles
107 Hazard Management
Progress Report T
209 System-of-Systems Hazard Analysis

wprofiles

108 Hazardous Materials + e
Management Plan apl »

_ | =D || Safety
210 Environmental Hazard Analysis —— _ s )
= Artifacts
Goal 3: Standalone
Ontology of stereotypes is defined T
separately from safety artifacts |l el . System
produced with them, and from the i R bl Model
system model. Can be used without a poa:c,l .l.borta = o g
G P — system model for analysis of document- ro Ide torary canl efuse
based system information as a gomain overiay tor
_ existing model
Approved for Public Release



Presenter Notes
Presentation Notes
Like Shevland’s prior work, we also utilize a package structure divided by profiles and artifacts
Our organization is more explicitly aligned with 882E tasks (both in the profiles and the artifacts)
Our separation between the safety profile and safety artifacts is a little more distinct


Model Organization & Structure

« Packages are organized by
MIL-STD-882E Task #

* Enumerations &
stereotypes for most
definitions are stored in the
System Safety Program
Plan profile (task 102)

» Stereotypes for hazard
tracking and analyses are
stored in their profiles

Goal 5: MIL-STD-882E alignment

Profiles and packages organized by
MIL-STD-882E task ID

G EDGE CASE DEFENSE
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Presenter Notes
Presentation Notes
Here you can see the containment tree for this organization
Enumerations and stereotypes for common definitions are stored in System Safety Program Plan
Hazard analysis profiles have some defined elements used only for those profiles
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Goal 5: MIL-STD-882E alignment
Can represent MIL-STD-882E Safety
processes and workflows in activity
diagrams
G EDGE CASE DEFENSE
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Presenter Notes
Presentation Notes
Like Shevland, we use activity diagrams to provide a visual model of the system safety process
We add context for hazard tracking 


Conclusions & Future Work

Hazard tracking and table-based hazard analysis can be
built in MBSE and improve traceability between analyses vs
building in Excel

Model of MIL STD 882 artifacts (PHL, PHA, FHA, HTS, etc)
can be used without integration into a system model

It is unclear if modeling fault trees in MBSE would be a net
improvement over use of a dedicated fault-tree tool

Next steps are application on additional systems and
Implementing lessons learned
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Presenter Notes
Presentation Notes
Our work in these models is in the early stages (built using example systems)
So far traceability between analyses and hazard tracking are very promising
One area that does not seem improved by MBSE methods: Fault trees. 
We have begun applying them to complex real system models and expect to learn a great deal more over the next year
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