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R&E Mission – Technology Vision in the Era of Competition

“The demands of the present era call for 
new operational concepts, increasingly 

joint operations, and quickly fielding 
emerging science and technology 

opportunities.” –Technology Vision for 
an Era of Competition, February 1, 2022

• Focus on the Joint Mission

• Create and field capabilities at speed 

and scale

• Ensure the foundations for research and 
development
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STPP Mission: Protect technology advantage and counter unwanted technology transfer to ensure 
warfighter dominance through assured, secure and resilient systems and a healthy viable national 

security innovation base 

Office of the Under Secretary of Defense for Research and Engineering 
(OUSD(R&E)) Organization
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System Security Mission -  FY2024
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• Adapt policy, guidance and standards to balance 
Technology and Program Protection that enables 
accelerated delivery of warfighter capability 

• Cultivate the System Security, Secure Cyber 
Resilient Engineering we need

• Strengthen Technology and Program Protection 
methods to ensure technological superiority

• Accelerate integration of data, software 
assurance, and microelectronics trust and 
assurance efforts through Joint Federated 
Assurance Center

Provide the Department the Tools Needed to Build Cost Effective Enduring Advantage Through 

Resilient Assured, Secure, Innovation, Missions, Systems and Components

Joint Federated Assurance 
Center (JFAC)

Guidance:
• Program Protection Planning
• Information Communications Technology Supply Chain
• Secure Software Supply Chain
• Controlled Technical Information
• Anti Tamper
• Hardware Assurance
• Microelectronics Assurance Framework
• Software Assurance

Building Enduring Advantage

U.S. competitors increasingly hold at risk our defense ecosystem -  
the Department, the defense industrial base, and the landscape of 
private and academic enterprises that innovate and support the 
systems on which the Joint Force depends – NDS 2022

Lead Policy :
DoDI 5000.83, DoDI 5200.44, DoDI 5200.NP, DoDD 5200.47E

Competency:
• System Security Engineering
• Secure Cyber Resilient  Engineering

SCRE Standards Area

Engagements:
• CRWS Workshops
• NDIA SSE Committee

Program Protection
Outline and Guidance
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RS 101

November 22, 2021

Establishes responsibilities for technology and program protection in support of the Adaptive 
Acquisition Framework; includes considerations to design for security and cyber resiliency

Draft

• Establishes responsibilities and procedures for S&T managers and 
engineers to manage systems security and cybersecurity technical risks 
to: 

– DoD-sponsored research and technology

– DoD warfighting capabilities

• Systems security and cybersecurity technical risks include:

– Hardware, software, supply chain exploitation

– Cyber, and cyberspace vulnerabilities

– Reverse engineering, anti-tamper

– Controlled Technical Information / data exfiltration

• Employs SSE and SCRE methods

• Introduces S&T protection and Technology Area Protection Plans 
(TAPPs)

• Points to Engineering and Test and Evaluation issuance

• Aligns Program Protection Planning  and SCRE with acquisition 
pathways

DoD Instruction (DoDI) 5000.83: Technology and Program 
Protection to Maintain Technological Advantage, Jul 2020
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DoDI 5200.44: Trusted Systems and Networks

6

• Implements the DoD’s Trusted Systems and Networks (TSN) 
strategy

• Manage risk of mission-critical function and component 
compromise throughout lifecycle of key systems by utilizing

- Criticality Analysis as the systems engineering process for risk 
identification

- Countermeasures: Supply chain risk management, software 
assurance, secure design patterns

- Intelligence analysis to inform program management

- Trusted supplier requirement for DoD-unique application-specific 
integrated circuits (ASICs)

• Document Program’s implementation and outcomes in Program 
Protection Plan and relevant cybersecurity plans, as appropriate

Draft update incorporates procedures to implement information communication technology (ICT) exclusion 

authorities and use of Trusted Suppliers when available
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RS 101

January 12, 2022

Update required to reassign USD(AT&L) 
responsibilities to USD(R&E) and USD(A&S)

DoDD 5200.47E: Anti-Tamper

• Establishes and Charters the DoD Executive Agent, per DoDD 
5101.01

– Establishes policy and assigns responsibilities for AT protection of 
critical program information (CPI) in accordance with DoDI 5000.02 
and DoDI 5200.39.

– Designates the Secretary of the Air Force (SECAF) as the DoD 
Executive Agent (EA) for AT in accordance with DoDD 5101.1 

• Applicable to:

– All DoD activities, research, development, test, and evaluation 
programs, urgent operational needs programs, international 
cooperative programs, foreign military sales, direct commercial 
sales, excess defense article transfers, and any other exports in 
which CPI is resident within the end item.

• CPI Identification Working Group:

– CPI Capstone and Implementation Plan developed to capture 
necessary updates to policies, process, tools, guidance, and 
training to optimize the Department’s approach to identification 
and validation of CPI
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RS 101

January 12, 2022

• Status:  DoDI 5200.XX completed informal coordination

- Incorporating feedback prior to initiating DoD Issuance Formal 
Coordination process

• Codify FY2017 NDAA Section 231(d) Access to Assured Trusted 
Microelectronics and FY2021 NDAA Section 276 Section 231(d) as 
amended by 276(3)

- (d) Not later than September 30, 2019, the Secretary of Defense shall 
issue a directive for the Department of Defense describing how 
Department of Defense entities may access assured and trusted 
microelectronics supply chains for Department of Defense systems.

• Informed by NDAA FY 2023 Report 117-130; Air Force Independent 
Review of USD (R&E) Microelectronics Quantifiable Assurance 
Effort

DoDI 5200.XX: Access to Assured Trusted Microelectronics  

8

“The Department will continue to 
invest in programs to secure U.S. 

microelectronics interests; reverse 
the erosion of domestic innovation 
and supply; and establish a strong 
foundation for the next generation 
of microelectronics technology for 

DoD applications, while also 
sustaining current systems.”

Lloyd J. Austin III
Secretary of Defense
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Scheduled to Complete April 2024
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Includes Allocation of Requirements for System Architecture and Design

Draft

• Allocate cybersecurity and related system security requirements to the 
system architecture and design and assess the design for vulnerabilities. 
The system architecture and design will address, at a minimum, how the 
system:

(a) Manages access to, and use of, the system and system resources.

(b) Is structured to protect and preserve system functions or resources, 
such as through segmentation, separation, isolation, or partitioning.

(c) Maintains priority system functions under adverse conditions.

(d) Is configured to minimize exposure of vulnerabilities that could impact 
the mission, including through application of techniques, such as:

       1. Design choice.

       2. Component choice.

(e) Monitors, detects, and responds to security anomalies.

(f) Interfaces with the DoD Information Network or other external 
services.

Design for Security and Cyber Resiliency

Joint Federated 
Assurance Center (JFAC)
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Includes Allocation of Requirements in System Architecture and Design

Design for Security and Cyber Resiliency
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Consider Physics Based Constraints
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Consider Technical Implementation of Cybersecurity Requirements
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Engineering Requirements Security Controls

Validation demonstrates 
that the implementation 
satisfies the stakeholder 

requirements.
“Did we build the right 

thing?”

Verification demonstrates 
that the implementation 

satisfies the 
design requirements.
“Did we build it right?”

Stakeholder 

Requirements

System 

Requirements

High Level

Design 
Requirements

Low Level

Design 
Requirements

Implementation 

of the Design

Validation

of the Implementation

Verification

of the Implementation

D 

E 

S

I 

G

N

Capability 

Needs, Priorities, Constraints

Baseline 
Security Controls

Tailored
Security Controls

Approved
Security Controls

Security Control
Overlay

MonitoringAssessment Authorization

I 

N

T 

E

R

F 

A

C

E

S

Design 
dependence and 
independence?

Levels of design 
abstraction?

Validation?

Verification?

Traceability?

Validated 
baselines?

Configuration 
control?

Decomposition and 
derivation refines 

requirements to enable  
implementation

Transformation



Engineering Design Standards

• Secure Cyber Resilient Engineering (SCRE) Standardization 
Area

- Covers the integration of life cycle security and protection 
considerations in the requirements, design, test, demonstration, 
operations, maintenance, sustainment, and disposal of military 
systems that operate in physical and cyberspace operational 
domains. 

- Specifically encompasses the standards, specifications, methods, 
practices, techniques, and data requirements for the security 
aspects of systems engineering activities executed and artifacts 
produced, with explicit consideration of malicious and non-
malicious adversity.

Driving 

Transformation:

Consistent, 

Repeatable 

Implementation 

Standards, Specifications, Handbook, 
Data Item Descriptions and 

associated Guidance
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Design Standard Considerations
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Contract Considerations

Find an effective balance between supply chain health 

– represented by the scope and capability of the DIB – 

and the implementation of the necessary 

cybersecurity and related supply chain regulatory 

requirements 

to protect the asymmetric advantages generated by 

the DIB’s innovation and technologic capabilities

The Office of the National Cyber Director (ONCD) invites public comments on 

opportunities for and obstacles to harmonizing cybersecurity regulations 

Comments must be received in writing by 5 p.m. EDT October 31, 2023. 
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Managing Program Protection Risks

Informed by 4 Tabletop Exercises conducted with Army, Navy, Air Force and Missile Defense Agency
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• Program Protection Plan update in process, includes:

‒ Updates signatory from USD(AT&L) to USD(R&E) for ACAT 1D 
programs
o Delegates responsibility to DoD Component heads for all 

other acquisition

‒ Allows for tailoring to the Adaptive Acquisition Framework

‒ Proposed Software Assurance Tables include development 
frameworks, services, and reuse practices

‒ Clarifies Government and industry responsibilities
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Joint Federated Assurance Center 

JFAC Portal Modernization
JFAC Digital Infrastructure: DoD Cloud 

Broker Analysis of Alternatives

Joint Federated Assurance Center – Coordination Support Center (JFAC-CSC)

Enterprise License Dissemination JFAC Ticketing Process

Joint Federated Assurance Center - Software Assurance

JFAC Portal 
Infrastructure

Securing Operating 
System Software

Architectural Analysis:
5 Tools Assessed

Joint Software 
Assurance Tool (J-

SwAT)

Legacy
On-Premise

Modern 
Cloud-
Hosted

Source Code Scanning  

and Analysis

Vulnerability 

Result Fusion
Collaborative

Standardized  

Reporting

GOTS Developed  

and Owned
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Leverage System Engineering and Architecture Digital Transformation Initiative

Draft

Digital  Transformation Opportunities

18

Modernizing Systems 

Engineering For Digital  

Transformation
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• August 2016: Established CRWS Workshop identify engineering 
methods, standards and grow the workforce to engineer cyber resilient 
weapon systems

• January 2017: Issued DTM 17-001/DoDI 5000.02 Enclosure 14 – 
Cybersecurity in the Defense Acquisition System

• March 2017:  Secure Cyber Resilient Engineering (SCRE) Standardization 
Area

• August 2018:  CRWS Workshop Report: Preparing the Engineering 
Workforce for Cybersecurity Challenges

• March 2019:  Draft SCRE Competency Model

• July 2020: Issued DoDI 5000.83; codified SCRE in policy

• November 2020: Defense Acquisition University (DAU) Approved to 
Establish the SCRE Credential Program

• June 2021: CRWS Book of Knowledge Deployment

• August 2022: 12 Secure Cyber Resilient Engineering Design Code White 
Papers  

• November 2022: NIST adopted efforts in NIST SP 800-160 volume 1

• September 2023: CRWS #12 Industry Perspectives

Engineering Cyber Resilient Weapon Systems Workshop Series
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“ It is true you can build a [securer] system by building [secure] parts. 
However, you can’t build a truly [secure] system without having 
[secure] parts interacting with each other in a [secure] manner” …

John A. Thomas in introduction article to INCOSE Insight Vol 16 Issue 2 July 2013 Special Issue on 
SSE Partnership  with Govt, industry, academia stakeholders to address 

recurring challenges
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Provide a forum for DoD, Government, the defense 
industrial base, and academia to collaboratively address 
secure cyber resilient engineering: 

• Technical challenges

• Workforce competency 

Secure Cyber Resilient Engineering 

Vision 

• Secure cyber resilient engineered systems 
that embody a system-centric and effects-
oriented perspective to address the ubiquitous 
nature of security concerns associated with the 
design, development, fielding and sustainment 
of military systems. 

• The approach seeks to establish and 
maintain a strategic, principled, and effective 
engineering capability for delivery of cost-
effective secure cyber resilient engineered 
weapon systems to the warfighter

Engineering Cyber Resilient Workshops
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Engineering Cyber Resilient Workshops
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… building assured system trustworthiness
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Pulling it together - Guidance

Design Guidance Under Development
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RS 101

January 12, 2022

Defense Acquisition University

• Program Protection Credential Program

- ACQ 160:  Program Protection Planning Awareness

- ACQ

- ENG 260:  Program Protection for Practitioners

• CLE 022: Program Manager Introduction to Anti-Tamper

System Security 

Engineering

Secure Cyber 

Resilient Engineering

Defense Acquisition University

• Secure Cyber Resilient Engineering Credential Program

Partnering with NDIA System Security Engineering 
Committee and DAU

• Hardware Assurance Tabletop Tutorial initiative

Workforce Competency

24

Partnered with National Defense University and National 
Security Agency 

• Included “Integrating Cross Domain Solutions” in the fall 
2023 NDU Cybersecurity Awareness course syllabus
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Building enduring advantage requires:

•  A world-class system security and secure cyber resilient engineering workforce that can 
engineer inherently safe and secure designs

• Partnerships across government, industry, academia, Allies and partners

• Technology and Program Protection Policy, guidance and standards that can adapt to an 
ever shifting and fast moving global environment to create and field capabilities at 
speed and scale

• System security and secure cyber resilient engineering tools to build cost effective 
inherently safe and secure systems 

Customer-Focused: Outcome-Based

Summary
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Questions?
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Backup

Backup
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1970 2023>

Gaps Caused by the Absence of Relevant Codified Engineering Practice

1972 1985 1989 1998 2019

Defense Science Board 
Task Force Report to 

Director DR&E

DoD Std 5200.28
“Orange Book”

Standard for Security 
Evaluation Criteria

ISO/IEC Standard 15408 
“Common Criteria"

Replaces Orange Book

Computer Technology Planning Study
“Anderson Report” 

Basis for Orange Book

MIL-STD-1785
System Security 

Engineering

MIL-STD-1785 redesignated 
as a Handbook to be used 

for guidance purposes only

1992

SCRE Standardization Area 
Established

Goal:  To increase 
effectiveness of systems 

security engineering, secure 
cyber-resilient engineering 
methods are needed that 

adapt to the cyber 
physical/physics 

characteristics of weapon

COMPUSEC COMSEC TRANSEC INFOSEC Information 
Assurance (IA)

DoD-centric System Security Engineering Timeline

Cybersecurity (CS)

2002

Last release of 
IATF from NSA

2022

Security as 
foundational to 

system design as 
safety and 

performance
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• Provides implementing guidance for DoDI 5000.83, 
“Technology and Program Protection to Maintain 
Technological Advantage”

‒ Replaces Defense Acquisition Guidebook (DAG) 
Chapter 9, “Program Protection”

• Incorporates technology protection activities for 
DoD-sponsored research and technology

• Emphasizes the S&T manager and engineering 
responsibilities for technology protection, program 
protection, and cyber

• Aligns S&T manager and engineering procedures 
with DoDI 5000.02, “Operation of the Adaptive 
Acquisition Framework”

Supports the Department’s objective to tailor acquisition of capabilities through the 
Adaptive Acquisition Framework pathways

Technology and Program Protection Guidebook
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RS 101

January 12, 2022
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Acquiring Capability Through FAR-Based Contracting

• Statement of Work (Section C)

- Prepared by Program Office (PM)/ Requiring Activity (RA)

• Contract Clauses (Section I), 

- Prepared by Contracting Officer

- FAR Clause 52.204-2, when contract involves access to 
Confidential, Secret, or Top Secret information

- FAR Clause 52.204-21, when contract involves Federal Contract 
Information

- DFARS Clause 252.204-7012 in all contracts except COTS

• List of Attachments (Section J)

- Attachments collected by Program Office 

- Data deliverables as identified in Contract Data Requirements List 
(CDRL): Prepared by PM/RA

- Security Classification Guides 

- Specifications: Prepared by PMO/RA

- Other Government Furnished Information: Various

SCG

One approach is a Federal Acquisition Regulation (FAR)-Based Contract

Preparation of 

Statement of 
Work  ̶̶  
Mil Handbook 

254D
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RS 101

January 12, 2022

Contract Data 
Requirements List 

(CDRL)

Solicitation/Contract

Consistent 
implementation will 

provide balanced and 
seamless protections  

Increase consistency and repeatability of system 

assurance, system security, and cybersecurity 

methods and technologies

Improve expectations across Government, 

industry, academia and operational stakeholders

Section I 
FAR/DFAR 

Contract Clauses

Section C 
Statement of 

Work

System
Performance 
Specification
[Derived from JCIDS 

operational requirements]

Government 
Furnished 

Information

Program 
Management Office 
Program Protection 

Plan

Government 
Furnished 

Information

31
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Delivering Assured, Secure, Resilient Systems
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Support USD(R&E) Program 
Protection and Cyber 
Independent Technical Risk 
Assessments Assessments

DoDI 5000.83

Jul 2020
Technology 

and Program 

Protection

Guidebook

Sep 2022

PPP
Outline and 

Guidance 
(Targeting 

2023)

2020

2021

2022

2023

- Fact of Life Policy Updates
- Acquisition Regulations updates
- Standardization
- Remove duplication
- Lessons Learned 

Align Data Item 
Description to 
Updated Tables

Alignment to the Adaptive Acquisition Framework
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RS 101

January 12, 2022

System requirements vary across weapon system platform, installation, use, 

and operational environments.
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Example of a DoD Standard
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RS 101
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Standard Practices for Work Breakdown Structures

Sea 

System

Unmanned Maritime 

System

MIL-STD-881C

Provides a consistent and 

visible framework for 

defense materiel items

Aircraft System
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RS 101
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Standard Practices for Work Breakdown Structures – more…

Space 

System

Electronic 

Systems

Surface 

Vehicle 

System

Automated Information 

Systems

Ordnance

System

Missile 

System

Complete Work Breakdown Structures 

can be found in MIL-STD 881
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