Program Protection and
Secure Cyber Resilient Engineering Initiatives

Presented to NDIA Systems and Mission Engineering Conference
Norfolk, Virginia
October 2023

Melinda Reed

Director, System Security

Office of Under Secretary of Defense for
Research and Engineering

Science and Technology Program Protection

Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited.



R&E Mission - Technology Vision in the Era of Competition
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“The demands of the present era call for Focus on the Joint Mission
new operational concepts, increasingly
joint operations, and quickly fielding
emerging science and technology
opportunities.” —Technology Vision for Ensure the foundations for research and

an Era of Competition, February 1, 2022 development

Create and field capabilities at speed
and scale

NDIA S&ME Conference
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Office of the Under Secretary of Defense for Research and Engineering

(OUSD(R&E)) Organization

Il Defense Agency
Il Fi=ld Activity

As of 3 May 2022

Defense Science Board 1

Under Secretary of Defense (R&E)/Chief Technology Officer
(CTO)

Deputy Under Secretary of Defense (R&E)Deputy CTO

Innovation Steering Group

Defense Innovation Board

|
- Defense Advanced Strategic Intelligence - -
Exec Dir, Systems Engineering Office of the Deputy CTO for Science & Technology Office of the Deputy CTO for Critical Technologies
and Architecture

DTIC = Defense Technical Information
Center

HBCLIMI = Historically Black Calleges
and Universities and Minority Serving
Institutions

JRD = Joint Reserve Directorate
JHTO = Joint Hypersonics Transition
Oifice

SBIR/ISTTR = Small Business
Innovation Research and Small
Business Technology Transfer
Programs

STEM = Science, Technology.
Engineering and Mathematics

Office of the Deputy CTO for Mission Capabilities

STPP Mission: Protect technology advantage and counter unwanted technology transfer to ensure
warfighter dominance through assured, secure and resilient systems and a healthy viable national
security innovation base

NDIA S&ME Conference
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System Security Mission - FY2024

—— Building Enduring Advantage —=— Lead Policy :

DoDI 5000.83, DoDI 5200.44, DoDI 5200.NP, DoDD 5200.47E

U.S. competitors increasingly hold at risk our defense ecosystem - T
the Department, the defense industrial base, and the landscape of oo,
private and academic enterprises that innovate and support the
systems on which the Joint Force depends — NDS 2022

Licit & Illicit
Technology
Transfer
Mechanisms

Guidance:

* Program Protection Planning

* Information Communications Technology Supply Chain
* Secure Software Supply Chain

* Controlled Technical Information

* Anti Tamper

* Hardware Assurance

* Microelectronics Assurance Framework
* Software Assurance

Competency:

* System Security Engineering

* Secure Cyber Resilient Engineering

« Adapt policy, guidance and standards to balance
Technology and Program Protection that enables
accelerated delivery of warfighter capability

« Cultivate the System Security, Secure Cyber
Resilient Engineering we need

« Strengthen Technology and Program Protection

. .. Engagements:
methods to ensure technological superiority - CRWS Workshops
_ N N e ke * NDIA SSE Committee
« Accelerate integration of data, software T e

assurance, and microelectronics trust and W ﬁ — e

assurance efforts through Joint Federated . A == N —
Program Protection SCRE Standards Area —] vk & @ ¢ g%

ASSU ran Ce Center outline and Guidance | v | ENGINEERING [. T e

Standards, Speciﬁcati'on's, Handbook, \C/JEB/EFISOFI{\IESSI\I;ISE'I":LIS -'°|nt FEderatEd Assu rance
| ' | it ey CRWS> 80K Center (JFAC)

Provide the Department the Tools Needed to Build Cost Effective Enduring Advantage Through

Resilient Assured, Secure, Innovation, Missions, Systems and Components
NDIA S&ME Conference
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DoD Instruction (DoDI) 5000.83: Technology and Program

Protection to Maintain Technological Advantage, Jul 2020
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Adaptive Acquisition Framework
Enable Execution at the Speed of Relevance

X

T oftenies WA F A 5 i ——
S&T Protection Program Protection
Technology Area Protection Plans for DoD Modernization Priarities

Establishes responsibilities and procedures for S&T managers and
engineers to manage systems security and cybersecurity technical risks
to:

— DoD-sponsored research and technology
—  DoD warfighting capabilities

Systems security and cybersecurity technical risks include:
— Hardware, software, supply chain exploitation
—  Cyber, and cyberspace vulnerabilities
— Reverse engineering, anti-tamper
—  Controlled Technical Information / data exfiltration

Employs SSE and SCRE methods

Introduces S&T protection and Technology Area Protection Plans
(TAPPs)

Points to Engineering and Test and Evaluation issuance

Aligns Program Protection Planning and SCRE with acquisition
pathways

Establishes responsibilities for technology and program protection in support of the Adaptive

Acquisition Framework; includes considerations to design for security and cyber resiliency

NDIA S&ME Conference
Oct 16-19, 2023
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DoDI 5200.44: Trusted Systems and Networks
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Department of Defense

INSTRUCTION
NUMBER 5200.4%
November 5, 2012
Incarporating Change 3, October 15,2018
oD CIO/USD(RAE)

SUBJECT: Protection of Mission Critical Functions to Achieve Trusted Systems and Networks
=)
References: See Enclosure 1

1. PURPOSE. This Instraction. in accordance with the authorities in DaD Directive (DoDE)
515401 (Reference (3)) and DoDD 5144.02 (Reference (b))

a Esmblishes policy and assigns responsibilities 10 minimire the risk thar DoD's warfighing

mistonc apability will be iopaired due to vuinerabilities in system design or sabotage o
‘ubversion of 2 system’s mission crifical fimceions or crifical components, 25 defined in this

Taswacton. by foreizn Euelligence. ferrorists, of oher hasile semuent.

b. Implements the DaD)'s TSN strategy. described in the Report on Trusted Defense Systems

(Refmoe(]]xmsmz} for Systems As'um:(e ann'[mamrmmes through ngmn
Protection and cybersecurir ‘weapons and

information systems. mTS‘\ mmg_nmegmwimbnsl stems engineering. supply chain risk

‘management (SCRM). sacurhy, counterimrelligance, inelligencs, cybersscurity, hardware and

soffware assurance, and mformation systems Security engineering Gisciplines fo munage risks to

System integify and trust.

© Incorporates and cancels Directive Type Memorandum 09-016 (Refereace (d).

& Dircts achions i sccordance with the SCRM mplamentztion srtegy of National
Directive Sequrity

Security tive 23 (Reference (g))
section 806 of Public Law 111-383 (Reference (), DoDD 5 OOOOImgﬂuenc (). Dol
500003 (Rference (h)). DaD $500.01 (Reference (7)), Comminiee an Natioaal 5

Systems Directve No. $03 (Refareeca (). 2nd Narons Insira for Sciance and Tachnlogy
Special Publication B00-161 (Reference (k)
2. APPLICABIITY. This Instruction applies to:

Military Deparments, fhe Office of the Chairman of the Joint Chiefs of Staff
{CJCS mdmel mt Seaff, the Combatant Commands, the Office of the Inspector General of the

* Implements the DoD’s Trusted Systems and Networks (TSN)
strategy

* Manage risk of mission-critical function and component
compromise throughout lifecycle of key systems by utilizing

- Criticality Analysis as the systems engineering process for risk
identification

- Countermeasures: Supply chain risk management, software
assurance, secure design patterns

- Intelligence analysis to inform program management

- Trusted supplier requirement for DoD-unique application-specific
integrated circuits (ASICs)

* Document Program’s implementation and outcomes in Program
Protection Plan and relevant cybersecurity plans, as appropriate

Draft update incorporates procedures to implement information communication technology (ICT) exclusion

authorities and use of Trusted Suppliers when available

NDIA S&ME Conference
Oct 16-19, 2023
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DoDD 5200.47E: Anti-Tamper

» Establishes and Charters the DoD Executive Agent, per DoDD
: 5101.01
Dp DI 10101 — Establishes policy and assigns responsibilities for AT protection of
| ——— critical program information (CPI) in accordance with DoDI 5000.02
Deparment o et and DoDI 5200.39.
— DIRECTIVE — Designates the Secretary of the Air Force (SECAF) as the DoD
et a2 e o S Executive Agent (EA) for AT in accordance with DoDD 5101.1
mwww R * Applicable to:
S i R — All DoD activities, research, development, test, and evaluation
@jfjmt:mmkm:mm programs, urgent operational needs programs, international
e SRR A cooperative programs, foreign military sales, direct commercial
e e s | sales, excess defense article transfers, and any other exports in
T which CPl is resident within the end item.
e e e e e ot e L )
g e e S s 0 * CPI Identification Working Group:
L D S S —  CPI Capstone and Implementation Plan developed to capture
necessary updates to policies, process, tools, guidance, and

training to optimize the Department’s approach to identification
Update required to reassign USD(AT&L) and validation of CPI

responsibilities to USD(R&E) and USD(A&S)

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 7



DoDI 5200.XX: Access to Assured Trusted Microelectronics

“The Department will continue to
invest in programs to secure U.S.
microelectronics interests; reverse
the erosion of domestic innovation
and supply; and establish a strong
foundation for the next generation
of microelectronics technology for
DoD applications, while also

sustaining current systems.”
Lloyd J. Austin 1lI
Secretary of Defense

e Status: DoDI 5200.XX completed informal coordination

- Incorporating feedback prior to initiating DoD Issuance Formal
Coordination process

* Codify FY2017 NDAA Section 231(d) Access to Assured Trusted
Microelectronics and FY2021 NDAA Section 276 Section 231(d) as
amended by 276(3)

- (d) Not later than September 30, 2019, the Secretary of Defense shall
issue a directive for the Department of Defense describing how
Department of Defense entities may access assured and trusted
microelectronics supply chains for Department of Defense systems.

* Informed by NDAA FY 2023 Report 117-130; Air Force Independent
Review of USD (R&E) Microelectronics Quantifiable Assurance
Effort

Scheduled to Complete April 2024

NDIA S&ME Conference

Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0022 applies. Distribution is unlimited.



Design for Security and Cyber Resiliency

» Allocate cybersecurity and related system security requirements to the
system architecture and design and assess the design for vulnerabilities.
The system architecture and design will address, at a minimum, how the

system:
(a) Manages access to, and use of, the system and system resources.

(b) Is structured to protect and preserve system functions or resources,
such as through segmentation, separation, isolation, or partitioning.

‘ Q "”')‘i“”,,"‘a = (c) Maintains priority system functions under adverse conditions.
peenemee = (d) Is configured to minimize exposure of vulnerabilities that could impact

Cyber Security

e e ®  the mission, including through application of techniques, such as:

The Official account for n-o«k-oun- Undersecretary of Defense for
Research and r-wu-u». (USD(RAE), the Departmant of Defense’s Chief
echnology Officer (CTO).

& )

Policies Standards Training Strategies Cont

Business

p,;:"s;?:::.; O YYvey . .
e 1. Design choice.
Evidence-Based Assurance H
2. Component choice.

ok e ¢ &g -omp | |
ENGINEERING L N : (e) Monitors, detects, and responds to security anomalies.
CYBER RESILIEN S~ Joint FEderatEd (f) Interfaces with the DoD Information Network or other external
WEAPON SYSTems> _— Assurance Center (JFAC) services.

CRWS—B@K

Includes Allocation of Requirements for System Architecture and Design

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 9



Defining
Themes

Sensors, Instrumentation, Self awareness, Environmental awareness |

Failure tolerant, Fault tolerant l

Weapon
Systems

Dependability, Fit for Purpose,
Nudear Surety

Certification, Risk

Acceptance

Mbdularity, Composability,
Synthesis

Recognize differences
in

Space
Weight
Power
Environment

Provide consistencyin:
Methodologies
Risk Decisions
Analysis

Includes Allocation of Requirements in System Architecture and Design

NDIA S&ME Conference
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Consider Physics Based Constraints

FIGURE 1. Example: Specification Tree DI-SESS-82177 .
_ SETR DoDI 5000.83 Expectations
Basellner __________________________________ * Requirements
£ | | * Derive and include cybersecurity, security, and other system
o Government l o~ . X e .
£ | Specification | & requirements into system performance specifications
= ['4 . . s
] I _I_‘om | @ * Incorporate the derived requirements, design
o ificati Gnf e : - .
x ———— e B ———— — characteristics, and verification methods in the technical
: | baseline and system requirements traceability verification
s | matrix
=) | 1 | 1 x
g OEM OEM OEM OEM » * Maintain bi-directional traceability among requirements
E | Specification Specification Specification Specification .
| -L throughout the system lifecycle
T T T T /——= __________;l'_“____________ * Design
I ___jM_____C]!;____im___"___ow__ —— « Allocate cybersecurity and related system security
| Specification Specification Specification Specification Specification I — requirements to the System architectu re and design
I L L o * Manages access to, and use of, the system and system
| Spec Spec Specification 2:1 « resources
| o o } o I o @ * Has a structure sufficient to protect and preserve system
pec pec .
3 | Spec [IL_Sec ] functions or resources
3 | OEM OEM OEM . . L. .
§ | Lse Spec Spec oev o * Maintains priority system functions under adverse
° pec pec .
1| | — conditions
OEM OEM OEM . .. _—
| | spec Spec Spec Spec * Is configurable to minimize exposure of vulnerabilities that
: OEM OEM ” could adversely impact system function, intended
Spec Spec a . . .. . .
a operational use driven, and mission objectives.
| OEM 0EM ) . .
| Spec Spec * Monitors, detects, and responds to security anomalies
g :— ————————————————————————————————— v * Interfaces with supporting systems and external networks
g P & o o 8 and external services
t e AT e AT T T T . 2 A (e B e e e e e — — == . Analvsis

L0 OL UI-oL55-02177

* Assess the design for vulnerabilities

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 1



Consider Technical Implementation of Cybersecurity Requirements

Engineering Requirements

Security Controls

Capability
Needs, Priorities, Constraints
[ Stakeholder ] Validation E——
Requirements of the Implementation dependence and Baseline
| independence? Security Controls
| Validation demonstrates
- thajt the implementation Levels of design
/ —_— \ satisfies the stakeholder abstraction?
System requirements.
Requirements “Did we build the right -
_eq ) thing?” g Validation? : :
? [ Tailored ] .[ Security Control }
v Verification? Security Controls Overla
High Level Decomposition and y y
Design - derivation refines el
Requirements requirements to enable
implementation Vel
baselines?
Low Level Approved
Design Verification demonstrates Configuration Security Controls
\\ Requirements that the implementation control?
._ satisfies the A
design requirements. { \
“Did we build it right?”
T Assessment Authorization Monitoring
Implementation Verification
of the Design of the Implementation

NDIA S&ME Conference
Oct 16-19, 2023
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SD1

DEFENSE STANDARDIZATION PROGRAM

STANDARDIZATION
DIRECTORY

(FSC CLASS AND AREA ASSIGNMENTS)

REVISED AS OF

1April 2019

Standards, Specifications, Handbook,
Data Item Descriptions and
associated Guidance

Driving
Transformation:

Consistent,
Repeatable
Implementation

NDIA S&ME Conference
Oct 16-19, 2023

. Zecure Cyber Resilient Engineering (SCRE) Standardization
rea

- Covers the integration of life cycle security and protection
considerations in the requirements, design, test, demonstration,
operations, maintenance, sustainment, and disposal of military
éystems that operate in physical and cyberspace operational

omains.

- Specifically encompasses the standards, specifications, methods,
practices, techniques, and data requirements for the security
aspects of systems engineering activities executed and artifacts
produced, with explicit consideration of malicious and non-
malicious adversity.

: Quick
Search

Data updated: 28 Aug 2020. Basic Search

FSC/Area: SCRE

Y | DI-ADMN-81306 A SCRE  25-Jan-1993  Program Protection Implementation Plan (PPIP)

| - Oyt Contractor's Systems Security Plan And Associated Plans Of Action to Implement NIST SP 800-171ona
Y |DHMGMT-82247 A SCRE | 31-Oct-2013 Confractor's Internal Unclassified Information System

Y  DI-SCRE-82258 A SCRE  13-Mar-2019 Contractor's Record Of Tier 1 Level Suppliers R

ving/Dx ping Covered Defense Information

About Quick Search | Contact Us | FAQ | ASSIST | Privacy and Security | Section 508 Compliance | Defense Standardization Program

WARNING: UNAUTHORIZED ACCESS TO THIS UNITED STATES GOVERNMENT COMPUTER SYSTEM AND SOFTWARE IS PROHIBITED BY PUBLIC LAW 93-474 (THE
COMPUTER FRAUD AND ABUSE ACT OF 1986) AND CAN RESULT IN ADMINISTRATIVE, DISCIPLINARY OR CRIMINAL PROCEEDINGS.

Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited.

13



Trilateral Australia-UK-US Partnership on
Nuclear-Powered Submarines

SAN DIEGO, CA

SAN DIEGO, CA

On March 13, 2023, AUKUS partners
announced an optimal pathway to produce
a nuclear-powered submarine capability in
Australia at the earliest point while ensuring
all three partners maintain the highest non-
proliferation standards.

NDIA S&ME Conference
Oct 16-19, 2023

IMMEDIATE RELEASE
Fact Sheet on U.S. Security Assistance to Ukraine
September 7, 2023

The United States has committed more than $44 4 billion in secunty assistance to Ukraine since
the begmning of the Biden Administration, including more than $43.7 billion since the beginning
of Russia’s unprovoked and brutal mnvasion on February 24, 2022.

Air Defense

e One Pamot air defense battery and munitions;
12 National Advanced Surface-to-Air Missile Systems (NASAMS) and mumtions;
« HAWK air defense systems and munitions;
« AIM-7, RIM-7. and AIM-9M missiles for air defense;
e More than 2,000 Stinger anti-awrcraft mussiles;
« Avenger air defense systems;
« VAMPIRE counter-Unmanned Aenal Systems (¢-UAS) and munitions;
¢-UAS zun trucks and ammunition;
« mobile c-UAS laser-guided rocket systems:
e Other ¢-UAS equipment;
« Anti-awreraft guns and ammunition;
« Equipment to integrate Western launchers, missiles, and radars wath Ukraine’s systems;
« Equpment to support and sustain Ukrame’s existing air defense capabilities; and
21 air surveillance radars.

National Defense Strategy: Anchoring our strategy in Allies

and Partners

Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited.

14



Find an effective balance between supply chain health
— represented by the scope and capability of the DIB —
and the implementation of the necessary
cybersecurity and related supply chain regulatory
requirements
to protect the asymmetric advantages generated by
the DIB’s innovation and technologic capabilities

= == The Office of the National Cyber Director (ONCD) invites public comments on

opportunities for and obstacles to harmonizing cybersecurity regulations
Comments must be received in writing by 5 p.m. EDT October 31, 2023.

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 15



* Program Protection Plan update in process, includes:

oo — Updates signatory from USD(AT&L) to USD(R&E) for ACAT 1D
programs
o Delegates responsibility to DoD Component heads for all
other acquisition

— Allows for tailoring to the Adaptive Acquisition Framework

s — Proposed Software Assurance Tables include development
frameworks, services, and reuse practices

— Clarifies Government and industry responsibilities

Informed by 4 Tabletop Exercises conducted with Army, Navy, Air Force and Missile Defense Agency

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 16
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JFAC Digital Infrastructure: DoD Cloud
Broker Analysis of Alternatives

Codely

BLACKDUCK o

Software Composition Analysis Assurance Data Correlation ( }

JOINT'FEQ#D ASSURANCE CENTER
BUILDING-TRUSTSTHROUGH HOLISTIC ASSURANCE

0 % PARASOFT Q) crammarec =
e N ° =]
R ¢ © copesonar N
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Automated API Testing Static Application Security Testing =

JFAC Portal Modernization

Enterprise License Dissemination

- a —
L ] L]
=]
L] E!- v
' =

JFAC Ticketing Process

<~

Ssrele
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.
\‘\\\“I *

Modern Z S .
Cloud-

Hosted (| O U D)
ONz=a
NSERLC

~

Legacy
On-Premise

WARPARE CENTERS
DAHLGH

JFAC Portal
Infrastructure
NDIA S&ME Conference
Oct 16-19, 2023
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Joint Federated Assurance Center - Software Assurance
& RedHat

© Enterprise Linux
I3 SecureOS: RHEL Benefits to DoD

« Provides a Secure Host Baseline for Red Hat Enterprise Linux (RHEL) that
e hardening of RHEL through a standardized and centralized process

in” system and existing system can be ~95% compliant with DISA -—
; standards through @ yum update
+ Redu by havi indivi ing part-time performing STIG

Standardized
Reporting

main v ai peated by each command
self-

.......

i3

We have (o buid it in, not bolt it on. .. We connot afford for every program in the flvet to do It independently. How do we
buikd it once and give I to everybody? - Scott St Pierre - NAVSEA Technology Officer

Securing Operating
System Software

Architectural Analysis:
5 Tools Assessed

@ % 2

Source Code Scanning Vulnerability
and Analysis

Collaborative

Result Fusion

GOTS Developed
and Owned

oDevCcCoOM

o

Joint Software
Assurance Tool (J-

SWAT) 17



Digital Transformation Opportunities

SYSTEMS

f MCA Pathway

ENGINEERING

Sus‘d‘“ c
6 ?ORT ONC UON Path RESEARCH CENTER
s\)? / . 5'0’ @ athway
isston portfolio g
NOTIONAL VIEW: FULL SE W O el ) e, 9,
MODERNIZATION LIFE CYCLE 10C v‘s\ \5\0“‘; < ”5ls 4&8,,;50,;}. /);O
()QQ% & o Nes;:,ke h°/o'e e,% ; » 4, @ SW Pathway
'S 4, r o %
* Cyclic nature of modern SE & "y Arcs, % %,
uk i & e |
* Still milestone-based o) LS %QQ %;‘% - ‘&VMllestone:
e SE incioles i ) A h N o ~ & Ciaiion ¢ .%# U)‘ Material
core principles in every Acq pathway < ' < \on/OP al Mode/ Solution M d . s t
* Flexible system life cycle entry points:ﬂ § g8 s §j° 2 0 ernIZIng ys emS
Learn-Build-Measure (MCA) ‘ N gg" (‘)g: 5 . . m .
Build-Measure-Learn (Mid-Tier, SW, UON) [ ISR MTA Pathway Engmeﬂrmg For Dlgltal
2w Data
Measure-Learn-Build (Sustainment) O o3 Siarage .
P
* Continuous lterative Development <L - e TranSformatlon
P o £
processes (around the circle) 2 5 o ’
- &
* Continuous Data Management and "-; 5 ;4 S ro,,sformuﬁon\"*
Transformation processes (at the core) -
%@ System Mode"® v Milestone
¥ < A / Decision Point:
Needs analysis & Planning MS 419 %%0 Disciplinary Mode's Q‘-" Developmelnt
- TRR , D
Implementation &Q&’ : ' System Deve\°9‘“e& .\%o
Test, Evaluation, Support )70,\/ Q"”huo Continyous V& P&(}\ Not complete.
Data & Models Wy iy DeveloP™ o May be different flavors
LEMENTA‘”ON pES for each pathway.

Leverage System Engineering and Architecture Digital Transformation Initiative

NDIA S&ME Conference
Oct 16-19, 2023
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#1 Baseline Understanding

+  Requirements derivation is a
challenge area

+  Require clarity on Risk
Acceptance
Assessments should be

Technical Reviews

#5 Supply Chain Risk Management
Integrate supply chain mitigation
approaches in standards,
guidance and assessment
methods
Consider approach for systems in
sustainment
Plan for sustainment
Use available validated Intel and
Cl to make risk informed
decisions

#9: Technical Exchange
Virtual sharing of ongoing activities
to shape the landscape

Army Practices

Air Force Practices

Navy Practices

integrated with and driven by SE

#2 Assess Frameworks
Definitions, Taxonomy &
Standards Framework
Knowledge Repository
Consolidated Risk Guide
Assessment Methods
Needs Forecasting
Industry Qutreach

#6: Cybersecurity Engineering
|dentify skill sets and curriculum
needs forour current and future
engineering workforce

Develop a BoK

Establish a cyber engineering

competency model

Establish a practice

#9a: CYBER Mission Forces
Planning forintegration of CYBER
M|55|on Forces capability
Mission Level / System Level
Actionable Mission information
needed
CYBERCOM requirements /
system requirements

#3 Chart Path Forward
Establish DAU CRWS CoP;

facilitate definitions, taxonomy *

standards

Develop RIO engineering cyber

appendix

Align assessment approaches
Explore S&T opportunities
Address Workforce needs
Industry Qutreach

#7: Move the Ball, Move the Chain
Establish roadmap for engineering
standardization of J6 Cyber
Sumvablllty Endorsement
Fundamental challenge is
preventing losses
Establish a cyber engineering
competency model
Scope of cyber loss

#10: Initiate the “Building Code”

Establish roadmap for secure cyber

resilient engineering practice

standardization

« Apply 12 SCRE White Paper
|dentify secure cyber resilient
engineering activities

Inform SCRE Credential Program |

#4 Engineering Methods

Cyber effects on Technical
Performance Measures and
Metrics

Examine cyber requirements
and SETR criteria

Leverage System Safety
|dentify considerations for
embedded software

Inform RIO based on cyber
effects

#8: Engineering Design Activities
Identify skill sets and curriculum
needs forour current and future
engineering workforce
Need Loss Control Objectives
Refine Design Materials
System Analysis of Loss
Guidance

#11: Application of SCRE
Concepts

|dentify opportunities in RFI to apply
SCRE concepts to inform secure
designs

SCRE role

DoDI 5000.83 para 3.3.c.(2)
guidance

Education and training

“It is true you can build a [securer] system by building [secure] parts.
However, you can’t build a truly [secure] system without having

[secure] parts interacting with each other in a [secure] manner”
John A. Thomas in introduction article to INCOSE Insight Vol 16 Issue 2 July 2013 Special Issue on
SSE

NDIA S&ME Conference
Oct 16-19, 2023
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August 2016: Established CRWS Workshop identify engineering
methods, standards and grow the workforce to engineer cyber resilient
weapon systems

January 2017: Issued DTM 17-001/DoDI 5000.02 Enclosure 14 —
Cybersecurity in the Defense Acquisition System

March 2017: Secure Cyber Resilient Engineering (SCRE) Standardization
Area

August 2018: CRWS Workshop Report: Preparing the Engineering
Workforce for Cybersecurity Challenges

March 2019: Draft SCRE Competency Model
July 2020: Issued DoDI 5000.83; codified SCRE in policy

November 2020: Defense Acquisition University (DAU) Approved to
Establish the SCRE Credential Program

June 2021: CRWS Book of Knowledge Deployment

August 2022: 12 Secure Cyber Resilient Engineering Design Code White
Papers

November 2022: NIST adopted efforts in NIST SP 800-160 volume 1
September 2023: CRWS #12 Industry Perspectives

Partnership with Govt, industry, academia stakeholders to address
recurring challenges

19



Engineering Cyber Resilient Workshops

Provide a forum for DoD, Government, the defense ars Engi .
industrial base, and academia to collaboratively address Secure Cyber Resilient Engineering
secure cyber resilient engineering: Vision

* Technical challenges * Secure cyber resilient engineered systems

* Workforce competency that embody a system-centric and effects-
oriented perspective to address the ubiquitous
e nature of security concerns associated with the
eliilanltlel design, development, fielding and sustainment

cyber-resilient engineering

..... ~= L methods are needed that of military systems.

adapt to the cyber

physical/physics

IETETN E— f il * The approach seeks to establish and

- . maintain a strategic, principled, and effective
engineering capability for delivery of cost-

effective secure cyber resilient engineered

weapon systems to the warfighter

of Rel Codified Engi ing Practice

1970 1972 1985 1989 1992 1998 2002 2019

Information
Assurance (1A)

COMPUSEC COMSEC TRANSE! INFOSEC

(((((((
ISO/IEC Standard 15408
“Common Criteria"

SCRE Standardization Area
Established

Replaces Orange Book

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 20
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HNovember 2022

THE IMPORTANCE OF SCIENCE AND ENGINEERING

When crossing a bridge, we have a reasonable expectation that the bridge will not
collapse and will get us to our destination without incident. For bridge builders, the
focus is on equilibrium, static and dynamic loads, vibrations, and resonance. The
science of physics combines with civil engineering principles and concepts to produce
a product that we deem trustworthy, giving us a level of confidence that the bridge is
fit-for-purpose.

For system developers, there are also fundamental principles and concepts that can
be found in mathematics, computer science, computer and electrical engineering,
systems engineering, and software engineering that when properly employed,

rovide the necessary trustworthiness to engender that same level of confidence.
Trustworthy secure systems are achieved by making a significant and substantial
investment in strengthening the underlying systems and system components by
employing transdisciplinary systems engineering efforts guided and informed by well-
defined security requirements and secure architectures and designs. Such efforts
have been proven over time to produce sound engineering-based solutions to
complex and challenging systems security problems. Only under those drcumstances
canwe build systems that are adequately secure and exhibit a level of trustworthiness
that is sufficient for the purpose for which the system was built.

“Sdentists study the world as it is, engineers create the world that never has been.”

Theodore von Karman
1962 Mational Medal of Science Recipient

HIST 5P 800-160w1rl Engineering Trustworthy Secure Systems

Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited.
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... building assured system trustworthiness

Decision Makers
{Stakeholders, Subject Matter Experts)

Decision-Basis Criteria

Trustworthiness claim

Objective evidence to support the reasoning
Reasoning to demonstrate the clalm Is achleved or not achleved

Criteria for evidence Criteria for m.thlevement Criteria to obtain
of trustworthiness based consensus on trust
to acquire L.
on geguired evidence decisions
Systems Engineering Y
System System System
Functional Functionali
Functionality Grounds for justified confidence Tmurﬂ,““ity Decision basis to trust or not . ?Iﬂ ity
Assurance that a trustworthiness claim for to trust, and the extent of the rust
a specific system functionality trust that is granted, for a
has been or will be achieved spacific system functionality
\ ——  Systems engineering activities are driven by criteria to establish basis for informed trust decisions —}/

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 22



Strategic
Considerations for

Concepts and
Vocabulary

Design Basis
Adversity

Security and
Resilience
Interpretation

NDIA S&ME Conference
Oct 16-19, 2023

Secure Cyber Resilient Concent of Secure
Design Order of P

Precedence (SCRDoP) Function

Loss Control Trustworthiness

Loss Control
Design Principles Design Principles

Objectives

SCRE Design Code Engineering
Basis Protection Nucleus Inherently Secure

Interpreting Trustworthiness

Systems Assurance
Cyber and Assurance

DEPARTMENT OF DEFENSE

Secure and Cyber Resilient Engineering (SCRE)
System Design Guidance Version 1.0

PREDECISIONAL DRAFT

August 2023

System Security
Office of the Under Secretary for Defense for Research and Engineering
Washington, D.C.

DISTRIBUTION ST ATEMENT D. Distribution authorized to the Department of Defense and U S.
only. A

e or | Use: August 9, 2023. Other requests shall be
referred to OUSD(R&E) STPP S\mem Security Duectorate

PREDECISIONAL DRAFT

Design Guidance Under Development

Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited.




Workforce Competency

Defense Acquisition University

* Program Protection Credential Program
- ACQ 160: Program Protection Planning Awareness

. - ACQ
SYStem Secu"ty - ENG 260: Program Protection for Practitioners
Englneerlng e CLE 022: Program Manager Introduction to Anti-Tamper <L
Defense Acquisition University Or— @
e Secure Cyber Resilient Engineering Credential Program [“/_ e = 1
m 000 (Y
[ T Tamn

Partnering with NDIA System Security Engineering

Secu re Cyber Committee and DAU
ReSiIient Engineering * Hardware Assurance Tabletop Tutorial initiative

Partnered with National Defense University and National
Security Agency

* Included “Integrating Cross Domain Solutions” in the fall
2023 NDU Cybersecurity Awareness course syllabus

NDIA S&ME Conference

Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 24



Building enduring advantage requires:

A world-class system security and secure cyber resilient engineering workforce that can
engineer inherently safe and secure designs

* Partnerships across government, industry, academia, Allies and partners

* Technology and Program Protection Policy, guidance and standards that can adapt to an
ever shifting and fast moving global environment to create and field capabilities at
speed and scale

» System security and secure cyber resilient engineering tools to build cost effective
inherently safe and secure systems

Customer-Focused: Outcome-Based

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 25



Questions?

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 26



Backup

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 27



Goal: To increase
—— effectiveness of systems
security engineering, secure
: cyber-resilient engineering
methods are needed that
adapt to the cyber
physical/physics
characteristics of weapon

Computer Technology Planning Study MIL-STD-1785 MIL-STD-1785 redesignated Last release of
“Anderson Report” System Security as a Handbook to be used IATF from NSA
Basis for Orange Book Engineering for guidance purposes only

Gaps Caused by the Absence of Relevant Codified Engineering Practice

1970 1972 1985 1989 1992 1998 2002 2019 2023>

Information
Assurance (lA)

CAFINAE 17 S AT o T PR

: o i ‘ @
SYSTE U - STARDARDLZATION
~can =l DIRECTORY

SRRTRTSI——. Security as
foundational to
system design as
safety and
performance

COMPUSEC COMSEC TRANSE! INFOSEC Cybersecurity (CS)

SECLRMY CONTROLS FOR
COMPUTER SYSTEMS LA

DoD Std 5200.28 e

Task Force Report to “Orange Book” ISO/IEC Standard 15408 SR St
Director DR&E Standard for Security “Common Criteria" andardization Area
. - Established
Evaluation Criteria Replaces Orange Book

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 28
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Technology and Program Protection Guidebook

* Provides implementing guidance for DoDI 5000.83,
“Technology and Program Protection to Maintain
Technological Advantage”

— Replaces Defense Acquisition Guidebook (DAG)
DEPARTMENT OF DEFENSE Chapter 9, “Program Protection”

TECHNOLOGY AND PROGRAM PROTECTION

GUIDEBOOK

* Incorporates technology protection activities for
DoD-sponsored research and technology

* Emphasizes the S&T manager and engineering
responsibilities for technology protection, program
protection, and cyber

Science and Technology Program Protection

Office of the Under Secr
for Research and E

* Aligns S&T manager and engineering procedures
with DoDI 5000.02, “Operation of the Adaptive
Acquisition Framework”

Supports the Department’s objective to tailor acquisition of capabilities through the

Adaptive Acquisition Framework pathways

NDIA S&ME Conference
Oct 16-19, 2023 Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited. 29



Acquiring Capability Through FAR-Based Contracting

« Statement of Work (Section C) Preparation of

. L L A Solicitation/Contract Form Statement Of
- Prepared by Program Office (PM)/ Requiring Activity (RA) sov_ B Supplesor Servces and PrcesiCests [T 1L
2 Reference Doc. - g ¢ pescription/Specifications/Work Statement Mil Handbook

 Contract Clauses (Section I), s R e

D Packaging and Marking

- Prepared by Contracting Officer ot € nspscton and Acceptance
. Li[ll:fy aes - F Deliveries or Performance
- FAR Clause 52.204-2, when contract involves access to o
. . . . Time Frame ontrac ministration a y .
Confidential, Secret, or Top Secret information K Specil Contact Requiraments o | oot Lowaton

Unique Requirements

- FAR Clause 52.204-21, when contract involves Federal Contract
H PART Il. CONTRACT CLAUSES Clawses required by
| n fo rm atl O n Procurement Regulations
H | Contract Clauses e Law which pertain to
- DFARS Clause 252.204-7012 in all contracts except COTS this Procurement

PARTIIl. LIST OF DOCUMENTS, EXHIBITS List Contains:

« List of Attachments (Section J) | oo e - |
- Attachments collected by Program Office ‘ Finmci Dat:

. . . . . . PART IV. REPRESENTATIONS AND EhTeL .
- Data deliverables as identified in Contract Data Requirements List | orwrsnpeor i STRUCTIONS )
. Buy American Act S eof Contract,
(CDRL)' Prepared by PM/RA Cp;‘iyxszzming K Representations, cettifications, and Other :EE;‘;“:EE:‘
- Security Classification Guides Standands Statements of Ofecrs Prop e
o ) Notices, etc. L Instructions, Conditions, and Notices to Offerors ——jme- | Progress Payments etc.
- Specifications: Prepared by PMO/RA W Eveluston Fadors for Avand | ————— v [Fow Propost w8
be Evaluated
- Other Government Furnished Information: Various Confract Atachments ., SOW/SO0)

Contract Exhibits (i.e., CORLs)

One approach is a Federal Acquisition Regulation (FAR)-Based Contract

NDIA S&ME Conference . . . L . -
Oct 16-19, 2023 Distribution Statement A: Approved for public release, case #24-T-0021 applies. Distribution is unlimited. 30



System
Performance
Specification

[Derived from JCIDS
operational requirements] q}

Government
Furnished
Information

Consistent
implementation will
provide balanced and
seamless protections

NDIA S&ME Conference
Oct 16-19, 2023

Program HI:::I
Management Office

Program Protection
Plan

" g " g

Government Section C Contract Data Section |
Furnished Statement of Requirements List FAR/DFAR
Information Work (CDRL) Contract Clauses

—

Solicitation/Contract

Increase consistency and repeatability of system
assurance, system security, and cybersecurity
methods and technologies

Improve expectations across Government,
industry, academia and operational stakeholders

Distribution Statement A: Approved for public release. DOPSR case #24-T-0022 applies. Distribution is unlimited.



Alignment to the Adaptive Acquisition Framework

01 B
Y5 At

DoDI 5000.83
Jul 2020

Technology
and Program
Protection
Guidebook
Sep 2022

Secure Cyber Resilience Engineering (SCRE)
Standardization Area

+ SCREArea Category

« Covers the Integration of life cycle security and

r——— in th
design, test, demonstration, operations,
maintenance, sustainment. and disposal of military
systems that operate in physical and cyberspace

operational domains

STANDARDEZATION

« Specificaly encompasses the standards.
specifications, methods, practices, techniques, and
data requirements for the security aspects of
systems engineering activiies executed and

malicious and l adversity

artifacts produced, with explicit consideration of

Assurance Knowledge Management

Frwgrum Frubucliza Pln
Ozl & Grdazes

PPP
Outline and p ;
. ... Align Data Item
Guidance = Descrioti
. escription to
L __ (Targeting Updated Tables
2023)

- Fact of Life Policy Updates

- Acquisition Regulations updates
- Standardization

- Remove duplication

- Lessons Learned

-4 Support USD(R&E) Program
Protection and Cyber

For Engineering Technologies, Disciplines, and Practices for SCRE C ~ ~ ol
YBER RESILIENT

WEAPON SYSTEMS |

CRWS—B®K
2020 2022
° O
2021

NDIA S&ME Conference

Oct 16-19, 2023

-1 Independent Technical Risk
“1 Assessments Assessments

2023

Distribution Statement A: Approved for public release. DOPSR case #24-T-0021 applies. Distribution is unlimited.

32



Example of a DoD Standard

MIL-STD-461G
TABLE IV. Emission and susceptibility requirements. MIL-STD-4616G
| | e Requirement Description
?}ﬂm%h CE101 Conducted Emissions, Audio Frequency Cumrents, Power Leads TABLE V. Requirement matrix.
SUPERSEDING ] - - -
WL STO-461F CE102 Conducted Emissions, Radio Frequency Potentials, Power Leads Equipment and Subsystems Requirement Applicability
10 Decerrber 2007 CE106 Conducted Emissions, Antenna Port Installed In, On, or Launched
CcS101 Conducted Susceptibility, Power Leads E:{;‘”g‘t;ﬁ;”“‘””g Platforms or
DEPARTMENT OF DEFENSE CS103 Conducted Susceptibility, Antenna Port, Intermodulation
clololalalo|olalala|lolola|z|z|z|z| =z =
|NTERFACE STANDARD CS104 Conducted Susceptibility, Antenna Port, Rejection of Undesired il bl R e A R A R Rl Rt Rec Kol Rl Rl ud Ld e Rerd e
Signals ZIR|B|Z| B[R |R|B|2|n| a3 |=|2|8|B|2|8| &
REMENTS FOR T NTR - C5105 Conducted Suscaptibility, Antenna Port, Cross-Modulation
REQUIREMENTS FOR THE CO OoLO C3109 Conducted Susceptibiity, Structure Current Surface Ships Ala|L|A|s|L|s|L|A|s|A|L|S|AlA A
ELECTROMAGNETIC INTERFERENCE e Comductod Susceoiblity Bulk Cabie Trect Submarines AlL|A s|L|Als|L[s|s|AlA
nduc usceptibility, Bulk Cable Injection
CHARACTERISTICS OF SUBSYSTEMS AND a2 - — : ing Fi
Py Aircraft, Army, Including Flight |AJA|L S|S AlAIAIL AlL
EQUIPMENT C5115 Cenducted Susceptibility, Bulk Cable Injection, Impulse Excitation Line
C5116 Sg:igtlz_tzgdssusceptlblhty, Damped Sinusoidal Transients, Cables and Aircraft, Navy LaliTalslsls Al Al Al Al Al LAl L
Cs117 Conducted Suscepiibility, Lightning Induced Transients, Cables and Aurcraft, Air Force AILIAISISIS| |AJAIAILIA] |A A
Power Leads Space Systems, Including AlLIA|S[S|S AlAIAIL AL A
C5118 Cenducted Susceptibility, Personnel Bome Electrostatic Discharge Launch Vehicles
RE101 Radiated Emissions, Magnefic Field Ground, Army AJLIAISISIS] |AJAJAISIA] |AJLILIA
RE102 Radiated Emissions, Electric Field Ground, Navy AlLIA S| [AJAJAISIAL A AL
RE103 Radiated Emissions, Antenna Spurious and Harmonic Qutputs Ground, Air Force A[LIAISISIS AlALA A AL A
RS101 Radiated Suscepfibility, Magnetic Field Lef_e;d' o
RS103 Radiated Susceptibility, Electric Field X L_pp_l'cz © e
RS105 Radiated Susceptibility, Transient Electromagnetic Field - e ] * spfe{.:ue nihe |r1. |-.r.| ual sections ot fis sian a_r ’
AMSC 9618 AREA EMCS 5: Procuring activity must specify in procurement documentation.
DISTRIBUTION STATEMENT A Approved for pubic release; dstributon 5 unkmted

System requirements vary across weapon system platform, installation, use,

and operational environments.

NDIA S&ME Conference o _ _ S o
Oct 16-19, 2023 Distribution Statement A: Approved for public release, case #24-T-0021 applies. Distribution is unlimited. 33
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NOT MEASUREMENT
SENSITIVE

MIL STD451C

NG

SUPERS
MIL HDBK 45
10 Juls 2005

MIL STD 8818
24 Masch 1993

DEPARTMENT OF DEFENSE
STANDARD PRACTICE

WORK BREAKDOWN STRUCTURES
FOR DEFENSE MATERIEL ITEMS

WBS # Level 1 Level 2 Level 3
Aircraft
1.0 System
Air
1.1 Vehicle
1.1.1 Airframe

1.1.11
1.1.1.2
1.1.1.3
1.1.14

Level 4

Ajrframe Integration, Assembly, Test and
Checkout

Fuselage

Wing Aircraft System

Empennage |

AMSC 913 AREA MISC

MIL-STD-881C

Provides a consistent and

visible framework for
defense materiel items

MIL-STD-881C
APPENDIX I
L3I WORE BREEAEDOWHN STREUCTURE LEVELS
WBS # Lewel 1 Lewsl 2 Lewel 3 Level 4
1.0 Unmanned Martime System
1.1 Maritime Vehicle 141
e e et Unmanned Maritime
1.12 Propulsion
1.1.3 Energy Storage [ Conversion Sy S t e m
114 Electrical Power
1.1.8 Vehicle Command and Contro
‘ehicle Command and Control Integration, Assembly,
1.1.5.1 Test and Checkout
1152 Mission Control
1153 Mavigation

Aircraft SYSTEM

— T SUBSYSTEM
. Armament/
| Airframe I | Propulsion l Avionics l l Weapon l
Fire Control
‘ Detect | ‘ Aim ‘ | Fire ‘ l Track ‘
E.3 WORK BREAKDOWN STRUCTURE LEVELS
WBS # Lewvel 1 Level 2 Level 3
Sea
1.0 System
1.1 Ship
111 Hull Structure
1.1.2 Propulsion Plant
1.1.3 Sea Electric Plant
1.14 Command, Communications and Surveillance
115 S t Auxiliary Systems
1186 ys em QOutfit and Fumishings
1.1.7 Armament
1.1.8 Total Ship Integration/Engineering
1.1.9 Ship Assembly and Support Services

Distribution Statement A: Approved for public release, case #24-T-0021 applies. Distribution is unlimited.
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Standard Practices for Work Breakdown Structures - more...

E 3 WOREKE BREAKDOWHN STRUCTUEE LEVELS

WBS # Level 1 Level 2 Level 3 Level 4 Level 5
. 1.0 Space System
wes# Level 1 Lewsld et Level 4 1.1 SEIT/PM and Support Equipment (1...s) 1

0 Automated Information System (ALS) 111 Systems Engineering
:.1 Automated Information o:-'51er.r' F'rlme Mission F'rf::v:: ..ct.l_?nlaleasalncreneﬂ X 112 Assembly, Integration and Test S p aC e
..1 1 . Carstom Application .:oﬁ'wa'f 1...n (Specify) 113 Program Management
A1 Subsystem Hardware 1.1.4 Support Equipment Sy S t e m
1112 Subsystem Software CECI 1...n (Specify) 12 Space Vehicle 1..n (Specify)2
1112 Subsystem Software Integration, Assembly, Test and Checkout 121 SEIT/PM and Support Equipment
1.12 Enterprise Semvice Element 1...n (Specify) 4044 Cucat Coci |
1.12.1 H Enterprise Service Element Hardware - .
G.3 WORK BREAKDOWN STRUCTURE LEVELS
1122 AUtomated Informatlon Enterprise Senvice Elerment Software CSCI 1__n (Specify)
S t Enterprise Senvice Element Integration, Assembly, Test and WBS # Level 1 Level 2 Level 3

1.1.23 ys ems Checkout 1.0 Surface Vehicle System

1.1 Primary Vehicle

111 Primary Vehicle Integration, Assembly, Test and Checkout
WBS # Level 1 Level 2 Level 3 Level 4 112 S u rface Hull/Frame/Body/Cab
1.0 Ordnance System 1.1.3 - System Survivability
1.1 Munition 1.14 Ve h I c I e Turret Assembly
1.1.1 Airframe 115 Suspension/Steering
1111 Airframe Integration, Assembly, Test and Checkout 116 System Vehicle Electronics
w2 Ordnance Primary Sinuchre tas Do Omctanaua Teain
1113 Secondary Structure
e System ero Siuctures Complete Work Breakdown Structures
1.1.1.5 Other Airframe Components 1...n (Specify)

can be found in MIL-STD 881

WBS # Level 1 Level 2 Level 3 Level 4
WBS # Level 1 Level2  Level3 Level 4 1.0 Missile System
10 Electronic System 11 Alr Vehicle
1.1 Prime Mission Product (PMP) 1.0 (Specify) 111 Alrframe ) )
111 PMP Subsystem 1__n (Specify) 1.1.1.1 A|r_frarne Integration, Assembly, Test and Checkout
1111 PMP Subsystem Hardware 1.1 1112 Primary Structure
1112 . PMP Subsystem Software Release 1..n 1:1 'i iz:;gc:?itj:id“re
Subsystem Integration, Assembly, Test and SR -
1113 El eCt ronic Creckout o v 1115 Other Airframe Components 1...n (Specify)
1.1.2 PMP Software Release 1...n (Specify) 1.1.2 Propulsion Subsystem (1...n) Specify
1.1.2.1 SyS t e m S Software Product Engineering 1.1.2.1 Propulsion Integration, Assembly, Test and Checkout
1122 Computer Software Configuration Item (CSCI) 1. 1122 M | S S| | e Motor/Engine (Specify)
Subsystemn Integration, Assembly, Test and 1123 Thrust Vector Actuation
1.1.23 Checkout 11.24 Affitude Control System
1.1.3 PMP Integration, Assembly, Test and Checkout 1125 System FuellOxidizer Liquid Management
1.1.2.6 Arm/Fire Device

NDIA S&ME Conference
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