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Guidance Purpose

* For the role of the secure cyber resilient

——— engineering practice as an element of Systems
s i e Resn Enghsring SR Engineering (SE) to establish and mature the
design of trustworthy assured secure and resilient
systems.

« A trustworthy assured secure and resilient system has
an evidence basis to support claims that the system can

m deliver required capability while limiting the adverse
T e effects caused by intentional and unintentional forms

of adversity found in the environment of the system
and within the system itself

Distribution Statement A: Approved for public release. DOPSR case #23-S-3526 applies. Distribution is unlimited. 4



Foundations

» Conform to Department of Defense Instruction (DoDlI)
5000.83, Design for Security and Cyber Resiliency

* Consistent with broad systems engineering community,
e.g., as captured by ISO/IEC/IEEE 15288:2023

* Embrace a philosophy for a principled and strategic
approach to design that is based on scientific and
engineering concepts and principles.

* The approach Is effects-based to provide effective control
over losses that may result from intentionally exploiting or
unintentionally triggering susceptibility, vulnerability, and
hazards.
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* The principled and strategic approach provides an enduring foundation to
be used to establish and mature an inherently secure system design as
the basis to satisfy any functional, performance, certification,
accreditation, authorization, or approval requirement or criteria.

 Avoiding known susceptibility, vulnerability, and hazard to the extent practical as
a by-product of the design and provide effective system protection control over
those susceptibilities, vulnerabilities, and hazards that cannot be avoided

» Can be used to support engineering activities conducted as part of an
Integrated transdisciplinary SE process.

 Transdisciplinary as optimization for one discipline may create susceptibilities,
vulnerabilities, and hazards in other disciplines
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Approach ...

The design aspect of the practice is comprised of activities that are:
Primary goal is control of the Prevent the losses that can be prevented o i L i i
loss potential that is directly ) e Principled: Built upon concepts and principles for a system design with the
associated with the capabilities ] - protection control capability that is a necessary capability of any secure and
provided by the system and the il
intended use of those system o | S, . - resilient SyStem'
capabilities imit to tolerable levels, the consequence, impact, and severity o o ] o ]
adverse effects and loss that cannot be prevented The characteristic of being a necessary capability means that the design
B 4 approach is universally applicable to establish a basis fulfilling any specific
@ protection requirement or acceptance criteria, and not based on countering any
- @ specific susceptibility, vulnerability, hazard, and associated threats.
. Avoid introducing, enabling, or triggering loss scenarios and L. ) ) )
e adverse effects due to the employment of specificprotection | ®  Optimized protection effectiveness: Seeks to produce a design that, to the
the loss potential that is directly control functionality . . . et .
associated with the capabilities g extent practical, eliminates design-based susceptibility, vulnerability, and
pr:wiged by t?elingz_eerelt_ity 7 - . hazard, thereby reducing the presence of susceptibility, vulnerability, and
protection control functionall Limit to tolerable levels the consequence, impact, and severity of
and the intended use of those adverse effects and loss that cannot be avoided when employing hazard that must be controlled.
protection control capabilities necessary protectioln control functionglitgé that int?duce, enable, ° Effect-based and cause-informed: Di stingui shes cause and effect. Places
or trigger loss scenarios and adverse effects . :
A . . .
[l — — g emphasis on protection control of effects independent of cause.
— VS I o  Effective against adversity across-the-board: Recognizes that adversity is
T ever-present in all environments and exists in both malicious and non-malicious
Design Input SYSTEM DEFINITION Design Output
i TRssoRuATON e forms.
CBEE Architecture Definition LIV H 11 1
|; l Design Definition \ o  Adversity, regardless of the presence or absence of malicious or any intent, may
| — ﬁ" ~ ] result in unacceptable consequences and losses.
: N e design fright i iecti ' i [
" systemEngineering | 00Ot e Assured trustworthiness: Produces objective evidence used in reasoning about
Technical Managen}ent Activities R . R
sysmpporting the fulfillment of trustworthiness claims..
Project Planning - - -
~_ \_ProfctissessmentandConveel )~ e Integrated into systems engineering
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... building assured system trustworthiness

Decision Makers
{Stakeholders, Subject Matter Experts)

Decision-Basis Criteria

Trustworthiness claim

Objective evidence to support the reasoning
Reasoning to demonstrate the clalm Is achleved or not achleved

Criteria for evidence Criteria for m.thlevement Criteria to obtain
of trustworthiness based consensus on trust
to acquire L.
on geguired evidence decisions
Systems Engineering Y
System System System
Functional Functionali
Functionality Grounds for justified confidence Tmurﬂ,““ity Decision basis to trust or not . ?Iﬂ ity
Assurance that a trustworthiness claim for to trust, and the extent of the rust
a specific system functionality trust that is granted, for a
has been or will be achieved spacific system functionality
\ ——  Systems engineering activities are driven by criteria to establish basis for informed trust decisions —}/
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Design Input Requirements
Other supporting information

Requirements Definition

* Define functional and behavioral expectations
= Define implementation constraints

= Define requirements

* Define technical performance measures

= Allocate and derive requirements .

S

¥
"

Architecture Definition

* Decompose to lower-level functions

* Allocate performance and other limiting
requirements to all functional levels

* Define/refine functional interfaces

* Define/refine/integrate functional architecture

Design Definition

Transform architecture entities to design
elements

Define alternative design solutions

Select preferred product and process solutions
Generate full description, including interfaces

Verification
Confirm requirements are complete and
accurate . .
Eemir e e A e SCRE Execution for System Design
requirements As inherent part of systems engineering

Confirm design satisfies requirements diagram informed by IEEE 15288 and others

Executed iteratively,
Conduct trade studies recu rSiVE|y’ and

Evaluate effectiveness
Analyze adversity-driven loss

Produce evidential data CO n C u r re n t I y

Analyze Risk, Issue, Opportunity

ystem Analysis

Supported by
project planning,
project assessment
and control,
and others

System Realization

*  Implementation
*  Integration

Exit criteria for SCRE Execution should confirm:
Ready for fabrication, integration, and testing

Each element’s detailed design can meet the stated
requirements of its development specifications

The detailed designs for all internal interfaces satisfy
interface requirements

Verification requirements have been documented

Security- and resilient-relevant design constraints and
considerations have been captured and incorporated
into the allocated requirements and detailed design
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Section 5 provides guidance on tasks

i Ta S k St r u Ct u re Design Input Requirements

Other supporting information

* Purpose — what is to be ﬁ
|

System Analysis

Conduct trade studies

Evaluate effectiveness

Analyze adversity-driven loss
Produce evidential data
Analyze Risk, Issue, Opportunity

. Requirements Definition
* Define functional and behavioral expectations
a C CO m p I I S h e d Define implementation constraints
Define requirements

Define technical performance measures
Allocate and derive requirements

e s e

* Rationale — explains why it is
important

* Description — needed results

Supported by

Architecture Definition project planning, M ana ge me nt Ta S ks

* Decompose to lower-level functions project assessment
Allocate performance and other limiting and control,
requirements to all functional levels ol etfhers
Define/refine functional interfaces
Define/refine/integrate functional architecture

System Realization

. Implementation
. Integration

* Divided to three categories

Transform architecture entities to design

elements Ready for fabrication, integration, and testing
* Define alternative design solutions ) Each element’s detailed design can meet the stated
* Select preferred product and process solutions requirements of its development specifications

Generate full description, including interfaces

* Management

The detailed designs for all internal interfaces satisfy

. Verification interface requirements
[ ] A n a I yS I S » Confirm requirements are complete and Verification requirements have been documented
accurate
) . . i i Security- and resilient-relevant design constraints and
* Confirm architecture satisfies SCRE Execution for S‘/Stem DeSIgn . Y . & .
requirements As inherent part of systems engineering considerations have been captured and incorporated
. diagram informed by IEEE 15288 and others into the allocated requirements and detailed design

Confirm design satisfies requirements

e System Definition
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Management Tasks

Tasks associated with project
planning, project assessment and
control, and other project
management and execution
activities

* Includes planning what systems

engineering must do re: security and
resilience

* Analogous to Management Tasks
within MIL STD 882E Systems Safety
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Analysis Tasks

Tasks associated with various systems
analyses which produce data that
provides evidence for decision making
and for assurance
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System Engineering \
Technical Activities
for
SYSTEM DEFINITION

TRANSFORMATION

SE tasks to be conducted as an -
integrated part of SE A ==

* These complement the ( == |
systems engineering planning \ e — L griig ) /
considerations for security A L svsTeH TN

and resilience within the T
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SCRE Management Plan and 5.6 SYSTEM DEFINITION TASKS evvurrurrereeeererrrnraseseeseernrensseessersenrmanesssesernennmasasssesssnmnmmnsssesssssennrassasessses 44

Design Output \
Specifications \

Build-to/Code-to
“How"

Architecture Definition
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Next Steps

e Respond to feedback
* |ncorporate into guidance as appropriate
* Develop products reflecting needs identified in feedback
e Other in-depth guidance (candidate)

* Share in other formats

* Advancing systems engineering is a partnership
* Candidate — INCOSE
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Questions?
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