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Gaps Caused by the Absence of Relevant Codified Engineering Practice

1972 1985 1989 1998 2019

Defense Science Board 
Task Force Report to 

Director DR&E

DoD Std 5200.28
“Orange Book”

Standard for Security 
Evaluation Criteria

ISO/IEC Standard 15408 
“Common Criteria"

Replaces Orange Book

Computer Technology Planning Study
“Anderson Report” 

Basis for Orange Book

MIL-STD-1785
System Security 

Engineering

MIL-STD-1785 redesignated 
as a Handbook to be used 

for guidance purposes only

1992

SCRE Standardization Area 
Established

Problem:  To increase 
effectiveness of systems 

security engineering, secure 
cyber-resilient engineering 
methods are needed that 

adapt to the cyber 
physical/physics 

characteristics of weapon

COMPUSEC COMSEC TRANSEC INFOSEC Information 
Assurance (IA)

DoD-centric System Security Engineering Timeline

Cybersecurity (CS)
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2002

Last release of 
IATF from NSA

2022

Security as 
foundational to 

system design as 
safety and 

performance
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• For the role of the secure cyber resilient 
engineering practice as an element of Systems 
Engineering (SE) to establish and mature the 
design of trustworthy assured secure and resilient 
systems. 

• A trustworthy assured secure and resilient system has 
an evidence basis to support claims that the system can 
deliver required capability while limiting the adverse 
effects caused by intentional and unintentional forms 
of adversity found in the environment of the system 
and within the system itself
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Guidance Purpose



Event Name

• Conform to Department of Defense Instruction (DoDI) 
5000.83, Design for Security and Cyber Resiliency

• Consistent with broad systems engineering community, 
e.g., as captured by ISO/IEC/IEEE 15288:2023

• Embrace a philosophy for a principled and strategic 
approach to design that is based on scientific and 
engineering concepts and principles. 

• The approach is effects-based to provide effective control 
over losses that may result from intentionally exploiting or 
unintentionally triggering susceptibility, vulnerability, and 
hazards. 
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• The principled and strategic approach provides an enduring foundation to 
be used to establish and mature an inherently secure system design as 
the basis to satisfy any functional, performance, certification, 
accreditation, authorization, or approval requirement or criteria.

• Avoiding known susceptibility, vulnerability, and hazard to the extent practical as 
a by-product of the design and provide effective system protection control over 
those susceptibilities, vulnerabilities, and hazards that cannot be avoided

• Can be used to support engineering activities conducted as part of an 
integrated transdisciplinary SE process.

• Transdisciplinary as optimization for one discipline may create susceptibilities, 
vulnerabilities, and hazards in other disciplines
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Concepts and 
Vocabulary

Interpreting 
Cyber

SCRE Axioms 
and 

Principles

Security and 
Resilience 

Interpretation

Design Basis 
Adversity

Secure Cyber Resilient 
Design Order of 

Precedence (SCRDoP)

Strategic 
Considerations for 

Design

Engineering 
Protection Nucleus

SCRE Design Code 
Basis

Trustworthiness 
and Assurance

Loss Control 
Design Principles

Trustworthiness 
Design Principles

Enduring
Foundation

Evolving Technical
Foundation

Engineering 
Approach and Method

Leverage SCRE Whitepapers -> Design Guidance (+ Future Products)
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DoD Distro A
Available @ CRWS-

BoK

DoD Distro D, & on 
roadmap to A

Concept of Secure 
Function

Loss Control 
Objectives

Systems 
Assurance
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Inherently Secure

Adequately Secure

Risk & Issue

WPs summarized in and provided additional info to Sec 4

WPs inform Sec 5

https://www.crws-bok.org/
https://www.crws-bok.org/
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Approach … 

The design aspect of the practice is comprised of activities that are:

• Principled: Built upon concepts and principles for a system design with the 

protection control capability that is a necessary capability of any secure and 

resilient system. 

The characteristic of being a necessary capability means that the design 

approach is universally applicable to establish a basis fulfilling any specific 

protection requirement or acceptance criteria, and not based on countering any 

specific susceptibility, vulnerability, hazard, and associated threats.

• Optimized protection effectiveness: Seeks to produce a design that, to the 

extent practical, eliminates design-based susceptibility, vulnerability, and 

hazard, thereby reducing the presence of susceptibility, vulnerability, and 

hazard that must be controlled.

• Effect-based and cause-informed: Distinguishes cause and effect. Places 

emphasis on protection control of effects independent of cause. 

• Effective against adversity across-the-board: Recognizes that adversity is 

ever-present in all environments and exists in both malicious and non-malicious 

forms.

o Adversity, regardless of the presence or absence of malicious or any intent, may 

result in unacceptable consequences and losses.

• Assured trustworthiness: Produces objective evidence used in reasoning about 

the fulfillment of trustworthiness claims.. 

• Integrated into systems engineering
Distribution Statement A: Approved for public release. DOPSR case #23-S-3526 applies. Distribution is unlimited. 



… building assured system trustworthiness
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Context for SCRE Execution for System Design

Executed iteratively, 
recursively, and 

concurrently
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Section 5 provides guidance on tasks

• Task structure
• Purpose – what is to be 

accomplished

• Rationale – explains why it is 
important

• Description – needed results

• Divided to three categories
• Management

• Analysis

• System Definition

Management Tasks

Analysis Tasks

System Definition Tasks

Distribution Statement A: Approved for public release. DOPSR case #23-S-3526 applies. Distribution is unlimited. 



Management Tasks

Tasks associated with project 
planning, project assessment and 
control, and other project 
management and execution 
activities

• Includes planning what systems 
engineering must do re: security and 
resilience

• Analogous to Management Tasks 
within MIL STD 882E Systems Safety

This Photo by Unknown Author is licensed under CC BY-NC
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Analysis Tasks

Tasks associated with various systems 
analyses which produce data that 
provides evidence for decision making 
and for assurance

This Photo by Unknown Author is licensed under CC BY-NC
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Systems Definition Tasks

SE tasks to be conducted as an 
integrated part of SE 

• These complement the 
systems engineering planning 
considerations for security 
and resilience within the 
SCRE Management Plan and 
Functional Assurance Plan
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Next Steps

• Respond to feedback
• Incorporate into guidance as appropriate

• Develop products reflecting needs identified in feedback

• Other in-depth guidance (candidate)

• Share in other formats
• Advancing systems engineering is a partnership

• Candidate – INCOSE
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Questions?
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• Department of Defense, “DoD Instruction 5000.83: Technology and Program Protection to 
Maintain Technological Advantage.” July 2020. 
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500083p.pdf 

• ISO/IEC/IEEE 15288:2023, “Systems and software engineering —Systems life cycle 
processes”, May 2023

• Department of Defense Standard Practice: System Safety MIL STD 882E, May 2012
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