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Emerging Technologies
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Software Assurance Roadmap
Emerging Technologies

Example Gap / 
Recommendations

GAP 1: Lack of Ethical Hacking Resources 

Description: Due to the custom aspects of embedded software 
developed and used by the DoD, the constraints on our ability 
to analyze legacy software and ineffectiveness of many 
commercial tools in the embedded domain, ethical hacking 
may be our best alternative. Creating and fostering a 
community of ethical hackers could be beneficial in helping 
industry improve their security posture. Introducing ethical 
hacking in the software lifecycle should provide software 
engineers with real-time feedback, helping them think like 
hackers as they ship code. 

Recommendation 1: Invest in and make available ethical 
hacking training across different form factors of embedded 
software. 

Recommendation 2: Automate discovery of common malicious 
features across embedded software form factors to reduce 
manual evaluation
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Maturing Existing Capabilities

OUSD(R&E) SwA effort

External effort

Continuous evaluation of tools and capabilities
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Acronyms
SwA CoP: Software Assurance Community of Practice
CLSSP: Certified Secure Software Lifecycle Professional
DCWF: Defense Cyber Workforce 

EAW: Enterprise Assurance Workshop
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Software Assurance Roadmap
Workforce

CLE O81: Software 
Assurance Awareness Hacker 101

Software Assurance 
Overview

(Capstone: Req, A/D, Dev, V&V) 

Advanced Software Assurance Credential 

Updates to 
Existing Materials

New Traditional 
Course

Micro Learning 
Asset 

External 
Learning Asset

DoD Security 
Requirements

Static Analysis 
Prioritization

SW SCRM COTS 
Analysis

SW SCRM 
Introduction

Tool Selection

Development 
Lab

Analysis Lab

MCF/CC

Secure OS

SBOM SW Design Lab

Hardening 
(Cloud/Container)

*Capstone provides introduction to Advanced Topics

Guided 
Project

Intermediate Software Assurance Credential 
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Acronyms
A/D: Architecture and Design
Req: Requirements
Dev: Development
V&V: Verification and 
Validation
SwA CoP: Software Assurance 
Community of Practice
CLSSP: Certified Secure 
Software Lifecycle Professional
MCF: Mission Critical Function
CC: Critical Components
SCRM: Supply Chain Risk 
Management
SBOM: Software Bill of 
Materials
COTS: Commercial Off the Shelf
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Software Assurance Roadmap 
Metrics

Uncertainty Measurements Metrics Uncertainty 
Reduction

Decisions & 
Behaviors

Software Assurance Community is using exercises defined at 2022 Nuclear Enterprise Assurance Workshop to exercise 
metrics development process. Process is based on defining adversarial opportunities based on the steps of the 

adversarial process. Next steps are to develop training materials to support pilot. 
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Maturing Existing Capabilities

DevSecOps

SBOM

BOM

Open Source

NDIA SBOM DID Draft 
to SSE Committee

NDIA SBOM DID Final

SwA CoP SBOM 
Working Group Kickoff

SwA CoP SBOM Working 
Group Whitepaper

SBOM 
Exposition

PPP O&G Software 
Assurance Update

Supplemental 
SwA Guidance

PPP O&G Software 
Assurance Update

Supplemental 
SwA Guidance
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Acronyms
NDIA: National Defense Industrial Association
DID: Data Item Description
PPP O&G: Program Protection Plan Outline and Guidance
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Software Assurance Roadmap
Software Modernization

• Inheritance of assurance through adoption of
infrastructure and platforms

• Integration of assurance tools into DoD Software factory
pipelines

• Analysis and sharing of assured software (COTS, GOTS,
and Open Source)

• Establishing SwA thresholds for promotion of software

• Promote the use of modern software frameworks,
technologies and languages

• Advance the SwA workforce through DAU SwA Credentials
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Software Assurance Roadmap
Software Bill of Materials

Partnerships

Informing implementation of EO 14028 through partnerships with the Interagency, DoD Stakeholders, and Industry 

National Defense Industrial Association Software Assurance Community of Practice
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Maturing Existing Capabilities

Partnerships

SwA Platform

JFAC

S&T Innovation

TEM #1

TEM #2

TEM #3

MDX 
3.1

MDX 3.1 
Complete

MBVDX 
Kickoff

MBVDX 1.0

MBVDX 1.0 
Complete

AIDX 
Kickoff

AIDX 1.0 AIDX 1.0 
Complete

MDX 
Pilot

MBVDX 
Pilot

JFAC CUI Deployed

JFAC IL2 Public

Continuous evaluation of tools and capabilities
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Acronyms
TEM: Technical Exchange Meeting
MDX: Malware Discovery Exercise
MBVDX: Model Based Vulnerability Discovery Exercise 

AIDX: Artificial Intelligence Discovery Exercise
JFAC: Joint Federated Assurance Center
CUI: Controlled Unclassified Information
IL: Impact Level
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Partnerships
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Software Assurance Roadmap
Joint Federated Assurance Center Platform

Enabling Technologies

Existing Capabilities

Secure SW Dev

Advancement

Technical Deliverables and identified best practices are shared with 
JFAC leadership and the Technical Working Group (TWG) to inform:
• Program Adoption of best practices
• JFAC investment in assurance capabilities and research

• Tool Landscape studies are integrated into JFAC-CSC portal
• Collaboration with JFAC TWG to inform tool effectiveness, pilot SwA

metrics and identify SwA training
• Inform JFAC leadership of gaps for investment

Technical Deliverables and identified best practices are shared with 
JFAC leadership and TWG to inform:
• Program Adoption of best practices
• JFAC investment in assurance capabilities and research

• Partnership with JFAC Leadership to support Joint SwA Roadmap
• S&T Landscape studies are integrated into JFAC-CSC portal
• Collaboration with JFAC TWG and JFAC-CSC to inform development

of JFAC portal requirements
• Inform JFAC leadership of gaps for investment
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