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Software Assurance in DevSecOps

 DoDI 5000.83, “Technology and Program Protection to Maintain Technological Advantage,” requires programs to
employ system security engineering methods and practices, including software assurance (SwA), commensurate with
technology, program, system, and mission objectives

 The DoD Software Modernization Strategy implementation plan identifies 10 tasks designed to increase technological
capabilities across the Department and strengthen overall adoption of enterprise systems to expand the competitive
space in the digital arena. The tasks support 3 Software Modernization Goals:
— Accelerate the DoD Enterprise Cloud Environment
— Establish Department-wide Software Factory Ecosystem
— Transform Processes to Enable Resilience and Speed

OUSD(R&E) STPP is updating the Program Protection Planning Outline and Guidance (PPP O&G) to reflect changes to the
5000.83 and support software modernization objectives including:

— Inheritance of software protections through infrastructures, platforms, and tool pipelines

— Assured integration of COTS and Open-Source software to deliver capability at the speed of relevance

— Advancement of the software workforce to deliver secure software capabilities
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The software modernization strategy identifies capabilities that are critical to the departments ability to deliver

software solutions to the warfighter. Program protection practices must also modernize to ensure the
implementation of these capabilities positively impacts our ability to protect them
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Software Assurance in Software Modernization

Department of Defense

Software Modernization
Implementation Plan Summary

FY 23224 TaASKS ...ttt et st e e et s ee ot e ee s e et e 2R em e rm et s st ee e e nas
G1 Goal 1: Accelerate the DoD Enterprise Cloud Environment.............ccccocoveecieiieniccrennen,
G1.1 Tier 1: Increase adoption of enterprise-approved clouds.........ccocrirrnrccconeneeeeen.
G1.2 Tier 1: Provide cloud edge capabilities ..........c.cceeierieueicis e e
G1.3 Tier 1: Modernize cloud environment for security and networking ...........ccccccoevvevivcvenenen.
G2 Goal 2: Establish Department-wide Software Factory Ecosystem...............cccccoocoene.
G2.1 Tier 1: Optimize and increase adoption of software factory ecosystem..........................
G2.2 Tier 1: Enable trust and sharing across DevSecOps organizations.............ccccvvevvvcveenen.
G2.3 Tier 1: Advance access to and interoperability of software capabilities and data..........
G2.4 Tier 1: Drive software development iNNOVALION..........c.ccccveveevceeesrce e
G3 Goal 3: Transform Processes to Enable Resilience and Speed.............ccccoeccvivenicrenene.
G3.1 Tier 1: Implement continuous authorization ...
G3.2 Tier 1: Increase agility in acquisition implementation ... s e

G3.3 Tier 1: Develop and expand the digital WOrkfOrce .........c.ovovevevveveeeee s
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Inheritance of assurance through adoption of
infrastructure and platforms

Integration of assurance tools into DoD
Software factory pipelines

Analysis and sharing of assured software
(COTS, GOTS, and Open Source)

Establishing SWA thresholds for promotion of
software

Promote the use of modern software
frameworks, technologies and languages

Advance the SWA workforce through DAU
SwA Credentials
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Proposed PPP 0&G SwA Table Mapping to DevSecOps
(NDIA SE 2022)

‘* E—— {;bjj Litillire BOE guasrd rails Foe Eaaoute automated secu iy e e Sofbw pre s s
F—\jx/ P st ey saelsecar s T amals :,m._hlm_-\.._._q :-msusu'
Table 2-12 Table 2-13 Table 2-14 Table 2-15 Table 2-17
Software Infrastructure  Software Scope Software Process SW Methods SW Weaknesses and
Practices and Tools vulnerabilities
Table 2-16 Table 2-18 Table 2-21
SW Environments Summary SW Protections Software Procurement
Operating Systems Vendor SwA Process
O Language Selection SW Bill of Materials
Standards Protection Measures

Security Sidecar
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Inheritance of Assurance Through Adoption of

Infrastructure and Platforms

Program Protection Plan Outline and Guidance
PPP Outline & Guidance Approach: Software Infrastructure Protections ( Notional Examples)

Classific Inherited Applied Accredita-
D 1 Owner and | Purposeor | ation/ erlt.e PP ? tion
nfrastructure e Protection Protection References
Operator Capability | Impact M M (type/org/dat
. . . Le"el EaASUres Easures e)
* Allows Program Management Office to identify
INF MS Cloud
1 FedRamp
government owned and operated, government owned Aothorioed
Infrastructure
and contractor operated, and contractor owned and National
Institute of Software
1 Devel Standard: Dewt
operated network, cloud, or cloud service Comsactors | wT | e [ comneeen |
Network onractor Environme Technology Third Party 2022 )
nt (NIST) Penetration
Secure Testing,
. . . Software
* Enables inheritance of cloud provider or contractor Deselopmert
Tamewor
H . . (SSDF)
|mp|emented security practices
INF Penetration
2 : testing, .
. .« e . ] Integration, CUL/IL- ] Persistent Addat}onal
* Informs selection of additional protections at the Commercal | Program | Teste | 3 Commereist | (B0 | aTO proprieary
Cloud, Management | Operationa Cloud - . information
. . Information Office/ 1 - Security Opmtlous,. U.S. Navy can be made
. A Cybersecurit .
p | ath rm O r a p p I I Cat I O n |eve| ImpactLevel 4 | Contractor Environme SITL6 Policy Qervice 2021 available
nts fe ;rm'ider upon request
B (CSSP)
. - .Su;.ll- = INF https://dodeio
—_— . 3 .defmsz_a.gov.-"
Contractor #1 I R Inherited Penetration P°"a'f*".%DS°
1 Sub #2 Developme protections testing, ATO :ﬁg;s' ° R
— ' Platform One | USAF/ nt L3 identified in | Persistent USAF oi ostefls’m
Apps. (Paz$) Contractor B | Environme B DsO Cyber “ B’ o oeee
. ps%a20Refe
nt Reference Operations, 2022 N
Design CSSP ?m;galﬁ“
W Platform 120 v1.0_
Public?020Re
= == — lease.pdf
o B Contractor 82
1 INF Vulnerability
o = T 4 Hosting, Management | Penetration ATO
Hetwork Infrastructure - = - | Stratus Storage, Service testing, ) , )
- ) DISA Computing | 8/IL6 | o 0 Persistent US. Amy | Mipsffuwww
Contractor §3 Environme oud Plus Cyber poat hace.mil
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Integration of Assurance Tools into DoD Software factory Pipelines

PPP Outline & Guidance ApproaCh: Software Methods, Practices and Tools
(Notional Examples)

* Shiftin focus from coverage to in breadth of automated P T p— Coae
. for PPP | Techniques Name Type E"““'m (B‘::::\ Finding Types | Tool Source
assurance tools used across development, test, and production Traceaily | *or Descrition s | oo
e nvi ro n m e nts . TT1 Aﬂal().';is il';))ol #1 Static C++ Binary | Vulnerabilities PS:E“M
TT2 Analysis Tool #2 Static Java 50u(dze CWEs ;J;[ml |
Cox Federate
Assurance
* Enables Program Management Office to identify tools based on e Environments Summary
the characteristics and criticality of the software T EEs [ e | T | ( Notional Examples)
T4 Threat Model Manual NA NA Threat diagram Open,
Wor echniques
. . . . A}Sn;: R Infr:ls[i‘::lctu Ensimnmfnt So:‘:.v;r;i’m a‘:d 'E;l;llls for] Sl;)ppien:?nhl et
* Supports continuous integration, stand along security ol Yo frecumiesn) - opersar | T Taconai Reured |
pipelines, and use of specialized environments (SIL, Test Range, TE | Reme | Ve[ Beay | Ve | Noeclpmen [ B [comacord | S0l | Tris7 [sor P
etc ) TT 6 Formal Methods | Manual NA NA Venfied DA[ENV 1 f;:;i‘:fd with
TT7 TDE #1 NA C++ Source anoding Ver/D f\'e-lopmen[ INF3 [PMO 8CO2 TT2,3,7 [NA hutg_s:wp;tﬂi?.
. i | o | e b
* Informs protection of software to provide a level of assurance TS5 | Gmrews | NA [ e [ WA | Goma | Vel o T AT T T
. . . T¢% Regression Tests S(zlio_Dyn NA NA Vulnerabilities Ver|#1 . Contractor A sCo 2 Container SRG Development,
commensurate with technology, program, system and mission amic ENV 3 Secury, ad
b . t . TT 10 Git Repo Static/Dyn NA Source | Vulnerabilities Vet (DevSecOps)
amic Tool Chain
o J ectives. Tn Orchestration Dynamic NA NA NA S0 Testing #1 WF2 |pMO/ SCO1 TT2.5 [Na Test Planpg 4
CIENV 4 Contractor A S5CO2
Local System N/A [PMO SCO1 TT1 [Non-networked Test Plan pg. 6
|Integration SCO2 environment
Developm E;L:;" 5 SCO3
s INF2 [PMO SCO1, TT1 Cloud security DoD Cloud
[Production SCO 2.8C03 policy Computing
[ENV & [Requirements
Guuide, Cloud
Security
Policy. Service
Level
Agreement
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Analysis and sharing of assured software

(COTS, GOTS, and Open Source)

PPP Outline & Guidance Approach:

Program Protection Plan Outline and Guidance
Software Procurement ( Notional Examples)

* Recognizes the importance of software reuse to

. Development Procurement/Transitio
deliver at the speed of relevance. Vendor n Organization(s)
Scope . - References
Technique(s) PMO / Contractor and or Vendor
. cpe L Applied Technique(s) Applied
* Incorporates the identification of vendor best
. . . . . Binary Analysis,
practices to mitigate risks identified by EO 14028 Vendor o | Vendor Secure Penetration Testing vendor website
. . . Development ) Vendor A
Improving the Nation’s Cybersecurity Component A | 74 e spoM | Supply Chain Assessment #1
) Mlumination
* Enables validation and inheritance of vendor S&T Code Review, | _ SEI Secure
. . Com: A | sasT pDAsT Penetration Testing SEI Coding
applied protections ponent ’ SEI SDP
Contractor SDP,
i 1+1 H i Test Process,
* Informs selection of additional protections based 5CO 3 gﬁgg&ﬁﬂ Binary Analysis(TT5) | Contractor B | product SW Bill
on criticality and residual risks associated with ?Sfmals

provided vendor practices.

*COTS: Commercial —off-the-shelf
GOTS: Government off the shelf
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Establishing SwA thresholds for promotion of software
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PPP O&G Approach:

* Categorizes vulnerabilities based on the software scope,
assessment approach, and tool/technique used for analysis

* Enables PMO to establish acceptance thresholds based on the
environment and criticality of the software

* Supports continuous integration and testing at all stages of the
software lifecycle

* Informs decision makers of latent vulnerabilities, maturation of
acceptance thresholds, and assurance trends based on
vulnerability scoring

& (( (&

Automate coverage check and
vulnerability analysis to identify
checked-in vulnerabilities
Promote to Test Environment

Employ automated protection
measures to identify
anomalous behavior

Run regression suite against Pre
Prod environment and
penetration testing
Promote to Operations/Prod

Establish secure baseline
through security and
compliance as code

Generate Software Assurance
Artifacts to support

Execute automated security

regression test and Dynamic
Analysis with risk scoring Deployment Decision

Promote to Integration Lab Deploy

Utilize IDE guardrails for
coding standards and
architecture/design standards
Promote to Dev Environment
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Program Protection Plan Outline and Guidance
Software Weaknesses and Vulnerabilities ( Notional Examples)

Software Techniques Assessment Vulnerability Acceptance
Scope ID and Tools T e Thresholds Report (ID)
(Table 9-3) (Table 9-5)
SCO1 TT 2 Daily Scanand | Tool No Critical or | Report A (SWR. 1)
Reports Generated High in Prod
SCOz2 TT 1 Automated CVSS Mitigations for | Report B (SWER. 2)
scanning of all findings =
binary 6.9
SCO3 TT3 All code check- | N/A Mitigated prior | Report C (SWE.3)
in (Coverage) to code
commit
SCO2 TT 3 As needed based | Manual All findings Report B (SWE_4)
on findings from mitigated
TT1




Promote use of Modern Software

Frameworks, Technologies and Languages

PPP Outline & Guidance Approach:

* Recognizes the importance of innovation and protections
that can be achieved through selection of modern
capabilities

* Enables PMO to reference or summarize software
development processes, frameworks and standards being
used to highlight assurance best practices

* Encourages the use of modern technologies, reference
designs, and development languages to enhance assurance

* Informs, through mapping to the software scope, assurance
gaps based on residual risks

NDIA S&ME Conference
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Software Scope
(Notional Examples)

Distribution A Approved for Public Release

Software
Scope ID
for PPP Software Description Software Type Developer(s)
Trace-
ability
SCO 1 CSCI #1 Apphcatlon Contractor A, B, & C Softwa re Process Summa ry
— - — (Notional Examples)
SCO 2 Critical Function #1 Application Government Program
Manay Software ID
—_— Topic Summary for PPP References
SCO 3 Critical Component #1 Embedded Contr: Traceability
SCO 4 Critical Component #2 Application Open Software Development process is described in
Software and the SDP. Development pipeline employs SDP X.X
Firmware software composition analysis, source code SCO 1 i
H Development, analysis, two level code review, dynamic SCO 2
SOftwa re PrOtECtlons Procurement, analysis, and automated test scripts for security. SCO 3 )T(e;{t Plan
H Verification Practices identified as part of verification are )
( NOt'O na I Exa m p I eS) included in the software test plan.
: - lead integrator employs strict configuration
Design Inherent Supplemental v ' .
Selection & | Category | Protection Protection S"ﬁj\ml:‘- s; S References poagement for all integrated and deployed scol
Category Cained Required Ppiie ftware. Contractor CM supports full SCO2 SDP X.X
- —— - — . ficeability from requirements through delivery. SCO 3 -
NIST SSDF | Standards | N/A N/A SCO 1-3 hngs/,.’.’mlpulbs.glljst.ggwn;;; stem employs configuration as code to SCO 4
?gTssipg(C]:f ZP 1uS p;?twns sure secure deployment.
stem is being developed using the Major $Co 1 Acquisition
DoD D&A Service Additional SCO 1 https://dodcio.defense.gov/ pability Acquisition Pathway. Subsystem A, SCO2 Strategy
DevSecOps Mesh with | Protections Portals/0/Documents/DoD || C Will utilize the SW Acquisition Pathway. SCO 3 XX
Reference security applied at the %20Enterprise%20DevSec nsiderations are included in the Acquisition
Design sidecar application Ops%20Reference%20Des |[alegy-
layer ign%20v1.0_Public%20Re
lease.pdf
Rust Language | Memory Code Review SCO 4 N/A
programming safe (TT 3)
language language
Null Pointer
Safety
Data Race
Safety
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Advance the SwA workforce through DAU SwA Credential Program

PPP Outline & Guidance Approach:

L . . , Updated Proposal for SwA Credentials
* Defense Acquisition University (DAU) is developing a SWA

Credential Program with Intermediate and Advanced

Intermediate Credential

Credentials
¢ DAU plans to follow development of DevSecOps Credential CLE 081: Software T— 5““;:3?:::”"“
. . . . . 1
Program leveraging Micro-learning assets, guided projects, Assurance Awareness (Capstane: Req, A/D, Dey, VEV]

and simulations.

* Focused on alignment with related competencies including

*Capstone prowides introdwction to Advanced Topics
Program Protection, Systems Engineering, and Software

Development Advanced Credential

* Intermediate Credential will provide overview of SWA Dob Security S Toul m

Riequirements
responsibilities Mardering CSSLP

3 L] Lah
* Advanced will review specific SWA methods and practices ot

from various DoD roles N i
Updates to - New Traditional Micra Learning External Guided
Existing Materials Course Asser Learning Asset Project
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Advance the SwA Confidence Through Transparency and Data

Approach:

* Develop Data Identification Description that informs
transparency into modern development pipelines and
shared services

* Leverage existing software acquisition data to inform
software protections and inform risk mitigations

* Encourage effective communication of SwWA baselines
and thresholds to reduce effort required for
validation of findings

* Support the continuous evaluation of SWA posture
and improvement trends throughout the
development lifecycle
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Swid Requirements
Secure Design Considerations
Threat Madel

I.f'- ™y, CodingStandards

i [ - > IDE configurations

b 4 Unit Tast Cases

-
i I-/_H\, y, Static Analysis Findings

\ |\_| - Software composition
iy Security & Configuration as Code

e

\

~

Static Dynamic Analysis Resulis

L T Pricritized Vulnerabilithes
e
f f
| | [ > Pre-production regression results
h h v Penetration Testing Findings

I"/ Software Bill of Materlals
Residual Risks
Deviation from gate threshalds

@ f/?
h \

varification of user behavior
SW updates

Anomalous Behavior Response
Alerts

Data Item Descriptions should include artifacts that provide decision makers with

confidence that software is adequately protected and that protection measures have 0
been employed to mitigate risks I
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Summary

 PPP O&G update to enable programs to identify, prioritize and implement modern software services,
frameworks, and tools

 Automated collection and analysis of software assurance data is key to establishing and maintaining a SWA
posture, commensurate with technology, program, system, and mission objectives.

* Key data elements include:
— Infrastructure and Platform security features that may be inherited through the use of shared services
— Tools used in contractor pipelines across development, test, and production environments.
— Artifacts generated through the application of SWA techniques in the development or integration of
procured software

— Modern development frameworks and processes that improve the assurance posture of the software
being developed.

* Industry support, review, and feedback on Program Protection DID(s) are welcomed and appreciated
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Questions?

Bradley Lanford
SAIC Contractor Support

Office of the Under Secretary of Defense
for Research and Engineering

bradley.p.lanford.ctr@mail.mil
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