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• The National Defense 

Strategy acknowledges 

an increasingly complex 

global security 

environment, 

characterized by overt 

challenges to the free 

and open international 

order and the re-

emergence of long-term, 

strategic competition 

between nations.

2018 NATIONAL DEFENSE STRATEGY
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A COMPLEX ENVIRONMENT?
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MULTI-DOMAIN OPERATIONS CHALLENGES
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• Threats to US 

national security will 

expand and diversify 

in the coming year, 

driven in part by 

China and Russia as 

they respectively 

compete more 

intensely with the 

United States and its 

traditional allies and 

partners. 

2019 WORLDWIDE THREAT ASSESSMENT OF 

THE US INTELLIGENCE COMMUNITY
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• Russia is the “pacing threat” and the most 

capable adversary now

• China is rapidly modernizing and will become 

the “pacing threat” by 2035

• North Korea and Iran are significant but less 

capable regional actors

• Violent Extremist Organizations and 

Transnational Criminal Organizations will remain 

viable

• The US may not necessarily fight Russia, China, 

North Korea, or Iran, but we will fight their 

equipment, concepts, and doctrine

THREAT TRENDS
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• The conflicts in Iraq and Syria 

have generated a large pool 

of battle-hardened fighters 

with the skills to conduct 

attacks and bolster terrorist 

groups’ capabilities. 

• ISIS still commands 

thousands of fighters in Iraq 

and Syria, and it maintains 

eight branches, more than a 

dozen networks, and 

thousands of dispersed 

supporters around the world, 

despite significant leadership 

and territorial losses. 

TERRORISM
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• Global environmental and 

ecological degradation, as 

well as climate change, are 

likely to fuel competition for 

resources, economic 

distress, and social 

discontent through 2019 

and beyond. 

• Diminishing Arctic sea ice 

may increase 

competition—particularly 

with Russia and China—

over access to sea routes 

and natural resources.

ENVIRONMENT AND CLIMATE CHANGE
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• The United States faces a 

complex global foreign 

intelligence threat 

environment in 2019. Russia 

and China will continue to be 

the leading state intelligence 

threats to US interests, based 

on their services’ capabilities, 

intent, and broad operational 

scopes. 

• We assess that China’s 

intelligence services will 

exploit the openness of 

American society, especially 

academia and the scientific 

community, using a variety of 

means. 

COUNTERINTELLIGENCE
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• Moscow will employ a variety 

of aggressive tactics to 

bolster its standing as a great 

power, secure a “sphere of 

influence” in the post-Soviet 

space, weaken the United 

States, and undermine Euro-

Atlantic unity.

• In 2019, Russia will continue 

to modernize, develop, and 

field a wide range of 

advanced nuclear, 

conventional, and asymmetric 

capabilities to balance its 

perception of a strategic 

military inferiority vis-a-vis the 

United States.

RUSSIA

Total Number Most Capable

Main 

Armament/Payload 

(kg)

Range (km)

G
ro

u
n

d

F
o

rc
e
s

Tanks 2,562 T-90A 125mm gun 
5 (AT-11 

GLATGM)

IFVs 3,229 BMP-3U
30mm cannon

100mm gun 

5.5 (AT-10 

GLATGM)

APCs 2,876 BTR-82AM 30mm cannon N/A

Gun Arty (towed) 1,781 2A65

152mm gun

25 

(Conventional)

29 (Extended)
Gun Arty (self

propelled)
2,606 2S19 series

Rocket Arty (MRL)
1,352

Tornado-G 122mm rocket 40

Rocket Arty (CRBM) Smerch 300mm rocket 120

Missile Arty (SRBM) 328 SS-26 480-700kg 300+

Missile Arty (GLCM) 88* R-500 unknown Less than 500

A
D Tactical SAM 1,531 PANTSIR-S1 Gun/Missile 3/20

Strategic SAM 963 S-400 Missile 250

S
tr

a
te

g
ic

 

M
is

s
il
e
s
**

SS-18 Mod 5 About 50**

SS-27 Mod 2

10 RVs 10,000+

SS-19 Mod 3 About 50** 6 RVs 9,000+

SS-25 More than 150** 1 RV 11,000

SS-27 Mod 1 About 80**
1 RV 11,000

Multiple RVs 11,000
SS-27 Mod 2 About 20**

R
o

ta
ry

W
in

g

Medium Lift
Less than 608

Mi-8AMTSh 80mm rockets 2-4

Heavy Lift Mi-26 N/A N/A

Attack Less than 490 Ka-52
30mm Cannon

AT-9 ATGM
6 (AT-9)

* R-500 is part of the Iskander Missile Complex and is fired from the same launcher as the SS-26 ballistic missile
** Strategic missile OB data is dated 2013 

Geography
Area total: 17,098,242 sq km

– country comparison to the world: 1

Approximately 1.8 times the size of the U.S.

GDP
GDP (purchasing power parity): $3.471 trillion (2015 est.)

– country comparison to the world: 7

GDP (official exchange rate): $1.236 trillion (2015 est.)

GDP - real growth rate: -3.9% (2015 est.)

– country comparison to the world:  213

GDP - per capita (PPP): $23,700 (2015 est.)

– country comparison to the world: 57

Military Spending: 3.49% GDP (2014)

Population:    142,470,272 (July 2014 est.)

-country comparison to the world: 10

Age structure:

Median age: 36.7 years

Population growth rate: 0.44% (2014 est.)

Russian Ground Forces Personnel (active): 230,000
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• Since 2010, there have 

been significant 

improvements in the 

condition of Russian 

ground arms, including 

the modernization and 

upgrade of the main 

battle tank (MBT) 

inventory. The active 

inventory includes the T-

72, T-80U, and T-90 

MBTs.

RUSSIAN MILITARY MODERNIZATION
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• China will continue to pursue an 

active foreign policy—especially 

in the Asia Pacific region—

highlighted by a firm stance on 

its sovereignty claims in the East 

China Sea (ECS) and South 

China Sea (SCS), its relations 

with Taiwan, and its pursuit of 

economic engagement across 

the region.

• China will also pursue efforts 

aimed at fulfilling its ambitious 

Belt and Road Initiative to 

expand China’s economic reach 

and political influence across 

Eurasia, Africa, and the Pacific 

through infrastructure projects.

CHINA

Total Number Most Capable

Main 

Armament/Payload 

(kg)

Range (km)

G
ro

u
n

d
 F

o
rc

e
s Tanks 6,950 Type 99A 125mm main gun 5 (GLATGM)

IFVs 3,800 ZBD-04A
30mm cannon

100mm gun 
5 (GLATGM)

SP Arty 2,170 PLZ-05 155mm howitzer
32 (Conv) 58 

(Extended)

Towed Arty 3,800 Type 59-1 130mm gun
27.5 (Conv) 45 

(Extended)

MRLs / CRBMs 1,696 PHL-03 12x 300mm tubes 150

A
D

Towed ADA More than 2,000
Type 90 with 3D 

902
35mm 4 max

SP ADA More than 250 PGZ-07 35mm 11.2 max

Gun Missile Systems Fewer than 100
LD 2000 with 

CSA-6B
30mm 18

Tactical SAMS More than 200 CSA-16 6 per launcher 42

Strategic SAMS More than 400 CSA- 9 4 per launcher 200

M
is

s
il
e
s

ICBMs CSS-4 Mod 1 About 20 NA 12,000+

MRBMs

CSS-2 5 to 10 CSS-2 3,000

CSS-5 Mod 1 Fewer than 50 1,750+

CSS-5 Mod 2 Fewer than 50 1,750+

SRBMs

CSS-6 Mod 2 More than 200 CSS-6 Mod 2 850+

CSS-11 Mod 

1
Total 800+

CSS-6 Mod 3 SRBMs 725+

CSS-7 Mod 2 600+

R
o

ta
ry

 

W
in

g Attack 236 Z-10
23mm cannon, ATGM, 

rockets,
air-to-air missiles / 870

8

Medium Lift 385 Mi-171, Z-8 Unguided rockets / 4,000

Geography
Area total: 9,597,000 sq km/3,705,000 sq mi

– country comparison to the world: 4

Slightly smaller than the U.S.

GDP
GDP (purchasing power parity): $19.39 trillion (2015 est.)

– country comparison to the world: 1

GDP (official exchange rate): $8.939 trillion

GDP - real growth rate: 7.3% (2014 est.)

– country comparison to the world: 14 

GDP - per capita (PPP): $14,107 (2015 est.)

– country comparison to the world: 83

Military Spending: 2.41% GDP/$215 billion (est.)

Population:     1,355,692,576 (July 2014 est.)

– country comparison to the world: 1

Age structure:

Median age: 36.7 years

Population growth rate: 0.44% (2014 est.)

People’s Liberation Army, Army (active): 850,000
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• As China’s global footprint 

and international interests 

have grown, its military 

modernization program has 

become more focused on 

investments and 

infrastructure to support a 

range of missions beyond 

China’s periphery, including a 

growing emphasis on the 

maritime domains, offensive 

air operations, and long-

distance mobility operations. 

CHINESE MILITARY MODERNIZATION
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• We assess that China 

will continue increasing 

its maritime presence in 

the South China Sea 

and building military and 

dual-use infrastructure in 

the Spratly Islands to 

improve its ability to 

control access, project 

power, and undermine 

US influence in the area. 

SOUTH CHINA SEA
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• China and Russia are 

more aligned than at any 

point since the mid-1950s, 

and the relationship is 

likely to strengthen in the 

coming year as some of 

their interests and threat 

perceptions converge, 

particularly regarding 

perceived US unilateralism 

and interventionism and 

Western promotion of 

democratic values and 

human rights. 

VOSTOK 2018
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• Adversaries and 

strategic competitors 

probably will attempt to 

use deep fakes or 

similar machine-learning 

technologies to create 

convincing—but false—

image, audio, and video 

files to augment 

influence campaigns 

directed against the 

United States and our 

allies and partners.

INFORMATION CONFRONTATION
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• At present, China and 

Russia pose the greatest 

espionage and cyber 

attack threats, but we 

anticipate that all our 

adversaries and strategic 

competitors will 

increasingly build and 

integrate cyber espionage, 

attack, and influence 

capabilities into their 

efforts to influence US 

policies and advance their 

own national security 

interests. 

CYBER
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• In operational testing, DOD 

routinely found mission-

critical cyber vulnerabilities in 

systems that were under 

development, yet program 

officials GAO met with 

believed their systems were 

secure and discounted some 

test results as unrealistic. 

Using relatively simple tools 

and techniques, testers were 

able to take control of 

systems and largely operate 

undetected, due in part to 

basic issues such as poor 

password management and 

unencrypted communications. 

WEAPONS SYSTEM CYBERSECURITY
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• The global race to 

develop artificial 

intelligence (AI)—

systems that imitate 

aspects of human 

cognition—is likely to 

accelerate the 

development of highly 

capable, application-

specific AI systems with 

national security 

implications. 

ARTIFICIAL INTELLIGENCE AND AUTONOMY

“Artificial intelligence is not only the future 

of Russia, it is the future of the entire 

mankind. . .The one who becomes the 

leader in this area, will be the ruler of the 

world.”
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• Currently, the Russian military 

is working on incorporating 

elements of AI in its various 

weapons systems such as 

electronic warfare, anti-

aircraft defenses, fighter jets, 

missiles, and unmanned 

systems, though it’s unclear 

what exactly “AI” is in these 

systems – the language of 

such announcements alludes 

to AI but probably implies 

“automated control systems” 

that have limited and pre-

programmed autonomy. 

RUSSIAN AI
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• The Chinese People’s 

Liberation Army (PLA) is 

exploring the use of AI 

technologies to enhance 

future command decision-

making. In particular, the 

PLA seeks to overcome 

admitted deficiencies in its 

commanders’ capabilities 

and to leverage these 

technologies to achieve 

decision superiority in 

future “intelligentized” (智
能化) warfare. 

CHINESE AI
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• A global resurgence in 

materials science and 

manufacturing 

technology is likely to 

enable advanced states 

to create materials with 

novel properties and 

engineer structures not 

previously possible, 

while placing high-end 

manufacturing 

capabilities within reach 

of small groups and 

individuals. 

MATERIALS AND MANUFACTURING
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• Rapid advances in 

biotechnology, including 

gene editing, synthetic 

biology, and 

neuroscience, are likely 

to present new 

economic, military, 

ethical, and regulatory 

challenges worldwide as 

governments struggle to 

keep pace. 

BIOTECHNOLOGY
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• We assess that China 

and Russia are training 

and equipping their 

military space forces and 

fielding new antisatellite 

(ASAT) weapons to hold 

US and allied space 

services at risk, even as 

they push for 

international agreements 

on the 

nonweaponization of 

space. 

SPACE AND COUNTERSPACE
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• Chinese and Russian military 

doctrines indicate that they 

view space as important to 

modern warfare and view 

counterspace capabilities as 

a means to reduce U.S. and 

allied military effectiveness. 

• Both states are developing 

jamming and cyberspace 

capabilities, directed energy 

weapons, on-orbit 

capabilities, and ground-

based antisatellite missiles 

that can achieve a range of 

reversible to nonreversible 

effects.

SPACE THREAT
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MAIN BATTLE TANKS
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• Armata?

• Upgrades

• Non-traditional 

roles

• Large numbers

• Increased 

protection

• Defensive Aid 

Suites

• Robotic enablers

MAIN BATTLE TANK TRENDS
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• Unmanned 

Aerial Vehicles
–ISR

–Fire direction

–Attack

• Unmanned 

Ground Vehicles
–Scout platforms

–Fire support

UNMANNED SYSTEMS TRENDS
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• Growing market

• Extended ranges

• Increased 

penetration

• 130+ state and 

non-state users

• Multiple guidance 

schemes

• GLATGM

ATGM TRENDS
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• Few new systems

• Upgrades to old 

systems

• Increased range

• Greater lethality

• Higher precision

• Better terminal 

effects

• Higher cost

• Wheeled systems

INDIRECT FIRES TRENDS

Range Rate of Fire Stowage

70km 16-20rds/min 50-70rds
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• Base Bleed and 

RAP

• Interest in 

Ramjet

• Course 

correction

• Sensor Fuzed

Munitions and 

DPICM still 

produced

INDIRECT FIRES MUNITIONS TRENDS
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• China and US 

lead

• Current status: 

TRL 5-6

• Pulsed power is 

critical for ground 

systems

• Expected IOC in 

2025

RAILGUN TRENDS
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SHORAD
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• US reliance on GPS 

is known

• Jamming is 

inexpensive 

compared to anti-

jamming

• Wide frequency 

coverage

• Higher power

• Multitasking

JAMMING TRENDS
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RUSSIAN GROUND MOBILE JAMMERS
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LONG RANGE EMERGING THREATS
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POTENTIAL GAME CHANGERS TO 2035 AND 

2050
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• Electrically powered legged 

locomotion

• AI pilots flying Nap-of-the-

earth in swarms

• Robotically enhanced soldiers

• A continuous spectrum of 

autonomous munitions in all 

velocity regimes with 3-10x 

explosive energy density

• Prepositioned, remotely 

operated, coordinated 

ISR/DE/CEMA/kinetic effects

• Active deception platforms

• Persistent, hovering 

“antimissiles”

• High-volume robotic ISR with 

C2 guided sharing schemes

• Autonomous intelligent cyber 

defense agents

GROUND WARFARE IN 2050
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