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What, Why, How?

A What do we want to accomplish?

A Provide an introduction to the NCR and the
supporting Team

A Why is this important?
A TRMC/NCR provides Cybersecurity Testing and
Training as a service for DOD Customers

A NCR has been recognized by DOD and Industry = (== == =)=
for excellence

An " o it AEVIATION WEEK >
ow will we do it~ -
xecutive
A Describe TRMC Organization e|N?E||'_{|GENCE

A Provide background behind new Policy and
Approaches for Cybersecurity T&E

A Highlight some NCR capabilities and usage in
support of Testing and Training Customers

A Share Lessons Learned and Pathfinder Initiatives
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TRMC Organization =

Under Secretary of Defense for Acquisition, Technology & Logistics

Mr

AJi mmyo MacStravic (Acting)

Chief Financial Officer

Dir, TRMC

Mr. Derrick Hinton (Acting)

Updated 12 Dec 2016

Chief Operating Officer **

Principal Deputy, TRMC
Mr. Paul Mann (Acting)

Deputy EA for Cyber Test Ranges

e Range Director, NCR

Sr. Security Advisor

Il

Admin. Officer

Deputy Range Director, NCR

** Team lead

DD, T&E Range Oversight * PM, CTEIP DD, Major Initiatives and Technical Analyses *
Agency RO ** = AF RO ** PM, REP PM, T&E/S&T =1 PM, JMETC
Deputy PM, CTEIP
|
Army RO ** B Navy RO ** * Supervisor Deputy PM, T&E/S&T ~| Director, TENA SDA
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TRMC Provides Cybersecurity T&E
Ranges and Services

O/\/E TR/V/C | EA/V/ A Services Include, But Are Not

TRMC
Government |

LMCO NCR SETA
Contractors Contractors

Limited To:

End-to-End Test Support
Test Bed Design Support
Cyber and Testing Expertise
Threat Vector Development
Custom Traffic Generation

Custom Sensor and Visualization
Support

Custom Data Analysis

Integration of Custom Assets
T Software
T Hardware
T Wired and Wireless
T Remote Red/Blue Team Support

Customers ldentify Cyber T&E Requirements to TRMC Government

NCR Team provides people and resources to satisfy them!
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Historically: DOD Cyber Practices
Have Created Technical Debt!

A Technical Debt: Cost of work that must be o
accomplished before a job can be completed The Financial Implications of Technical Debt

A Type 1 Debt: Unintentionally incurred:
consequence of flawed design or implementation

A Type 2 Debt: Intentionally incurred:
Organization makes a decision to optimize for the
present rather than for the future

Product A /Technical Debt
Release

Cost of Change (CoC)

-~
— Optimal CoC

>

.___.'

1 2. 346 6 T8
Years

A Historically DOD Cybersecurity processes
create nNnTechniti cal Debt o
A Type 1: Cybersecurity Requirements definition and zz==
SSE processes poorly executed ==

A Type 2: Controls Verification deferred until just
prior to Initial Operational Test and Evaluation

T
;l{%{léi

Late to Weed!

DOD Shift Left Initiatives are Intended to Reduce Technical Debt!
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Controls Compliance and Verification
Necessary but Not Sufficient!

Alignment of RMF and DoD Acquisition System Activities supt
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; and o Contuet reeted emedaron montrag Y eegy
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IOTAE - intal Operatonal Test & Evaluaton - S Post 01 s + impenent vyviem decommaeoneg * Aoty Ovedeys and laer
FRP - Ful-Rate Production &"" Premal)tiaa weoie O [~ s
RFP = Request for Propossl \\Pre-Systems Acquisition Systems Acquisition Sustamment Sy $ 9 )
X . AUTHORZE MPLEMENT
O~ Dacision Point  /\ = Milestone Review = Decision Point if PR is not conducted before Milestone B . P Secuty Contn
+ Papars e POAMM A3SL3S et (o SN
* St Sacurty Aoraaton Securty Contros Comatent wih Do0
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POAL) 10 AD + Duveiep it aprove Securty Soohres
Program Acquisition IA Strategy D E] D D + MO ondet foal 1ot ::mw'"-‘ B somer rocurty (oo
* AN ety ot "
+ 40 ke iborasin docwen A e Sy Mot ——
RMF Step 2 - Select security controls [ — Regor (AR iy
+ Conduct i remeduton achors
Specify system security baselines in JCIDS D

ISSE/SSE translates security controls to design
requirements and integrates into system specifications

System security specifications in RFP

RMF Step 3 - Implement security controls T —
O
O
O

Coordinate TEMP and Security Assessment Plan g
" 1

Approve system security design at review points D D "‘"gml
RMF Step 4 - Assess security controls (issue IATTs as needed) —

Developmental Test & Evaluation (OTAE) [— | R, . .. L O
RMF Step & - Authorize system (issue ATO) ™ OVE RSIGHT

Operational Test & Evaluation (OT&E) E] & GOVERNMENT REFORM

RUF Step - Mantor securyconvon I

Graphics Source: DoDI 8510.01 — Risk Management
Framework (RMF) for DOD lT |Ssued 14 Mar 2014 . The OPM Data Breach: How the Government Jeopardized Our

National Security for More than a Generation

Security Controls Assessment verifies complianceé

Necessary and Not Sufficient!
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New/Ongoing Cybersecurity Policy
and Guidance Activities

A DoDI 5000.02: Issued 6 Jan 2015
A New guidance for both developmental and operational testing of IT
A DoD 8500.01, Cybersecurity: 14 Mar 2014
A Expanded scope and specificity —— 0 —
A DoDI 8510.01 1 Risk Management Framework (RMF) for DoD IT: =
14 Mar 2014
A Provides policy, clarity and guidance on the RMF and compliance @ == _ P
A OSD DOT&E- Procedures for Operational Test and Evaluation of
Cybersecurity in Acquisition Programs: 01 Aug 2014
A Cybersecurity Implementation Guidebook for PMs: Issued 26 May
2015
A Address Cybersecurity T&E across the acquisition lifecycle Saksbbleltibinstlsd
A Cybersecurity T&E Guidebook: Issued July 2015
A Provides detail for practical application

A DTM 17-001 i Cybersecurity in the Defense Acquisition System:
11 Jan 2017

Guidance and Policy WillNotMa ke Us nCyb
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Iterative Cybersecurity T&E Reduces
Technical Debt/Manages Mission Risk

Req
MSA Decision MSB MS C Full Rate

Production
/\ : @ /\ |ATT AT-O/\ Decisipq Review

Materiel DRAIF Technology Engineering & Production M
Solution [AOA||"~pp Maturation & |cpp Manufacturing CPD| | Deployment 0&S
Analysis Risk Reduction Development /" 7
Al N N\ N\ N L] Z I <\> N\
ASR SRR SFR PDR <>
OTRR
DTSE IOT&E

Understand
Cybersecurity
Requirements

Characterize
Cyber Atftack
Surface

Cooperative
Vulnerability
Identification

Adversarial
Cybersecurity
DT&E

Vulnerability and I
Penetration

Assessment

T&E
Phases

APhases are iterative and incremental!
A Initial Phases reduce Type 1 Debt!

ACompIements System Security Engineering and Risk Management
Framework SE and RMF Activities

A Later Phases reduce Type 2 Debt!
A Promotes Understanding of Mission Risk!

RMF Manages Program Ri s k é . Cy b eTi&E ManagesiMission Risk
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Traditi onal nRa

What is a Cyber Range vs. Traditional

Range®?

Weapon Testing
Live Training
TTP Devel

Too J>o T To Do

Graphic Source: WIKIPEDIA Commons.

Physical Environment for:

Range Assets Changeslowly

=)

opment,

Cyber Range

A Placetocr eate fACyberspa
Environment s:0 to eva
<: A Effectiveness of Cyber Defenses
A Effectiveness of Cyber Weapons
A Train Cyber Warfighters
A RehearseTTP and Mission
A Range Assets ChangeRapidly

Cyberspace 8 A global domain within the information environment consisting of the interdependent network of

information technology infrastructures and resident data, including the Internet, telecommunications networks,

computer systems, and embedded processors and controllers.
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National Cyber Range
Background, Vision and Mission

A NCR Background
A Developed under DARPA in the 2009-2012 timeframe
A Transitioned to TRMC in October 2012
A Vision
A Be recognized as a premier cyberspace test range for providing
mission tailored, hi-fidelity cyber environments that enable

iIndependent and objective testing and evaluation of advanced
cyberspace capabilities and training Cyber Mission Forces.

A NCR Mission Statement

ADeliver Cybersecurity T&E ana
customer requirements

A Deliver secure facilities, innovative technologies, repeatable
processes, and the skilled workforce

A Deliver hi-fidelity, mission representative cyberspace environme

A Integrate cyberspace T&E infrastructure through partnerships with key
stakeholders across DoD, DHS, industry, academia and international
partners!
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What is the National Cyber Range?

Computing Assets/Facility
(LMCO Orlando, FL)

able Test Sulte 1
Range Operations Center
W

Encapsulation Architecture &
Operational Procedures

Fie S20cage

=] - o |
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T o0 ® ’*’-‘fgi
* “omm o8
~ @ O >
O 9
> b gy & L]
1y > 06,-.(:'
PP L

Secure Connectivity
JIOR and JMETC MILS Network (JMN)

Realistic Mission
Environments

NCR is |nst|tut|onally resourced by TRMC for DOD Customers!
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NCR Unique Capabilities

A * Multiple Independent Levels of Security (MILS) architecture supports multiple
iIndependent tests beds at varying classification levels

A DIA Accredited for testing up to Top Secret
A *Automation provides significant efficiencies that enable more frequent and more
accurate events
A Reduces timelines from weeks or months to hours or days
A Minimizes human error and allows for greater repeatability
A *Complex emulation of complex, operationally representative network environments
A Can scale up to thousands virtual nodes
A Red/Blue/Gray support, including specialized systems (e.g., weapon systems)
A *Sanitization to restore all exposed systems to a known, clean state

A Allows assets to be reused even when they are exposed to the most malicious and
sophisticated uncharacterized code

A Supports a diverse user base by accommodating a wide variety of event types and
communities
A S&T, R&D, DT&E, OT&E, Controls Compliance, Vulnerability and Adversarial Assessments
A CMF Training, IT Specialists, Incident Response Teams and Operators

*DARPA Hard Problems: MILS Architecture, Automation, Complex Emulation & Sanitization!
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