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Breakthrough Technologies for National Security
DARPAôs Portfolio Today

ÅElectromagnetic spectrum dominance
ÅPosition, navigation & timing beyond GPS

ÅAir superiority in contested environments
ÅMaritime system of systems
ÅRobust space
ÅOvermatch on the ground

ÅDefense against mass terrorism

Diminishing returns for 
monolithic systems

Rethink
complex military systems

ÅOutpacing infectious disease
ÅNeurotechnologies
ÅSynthetic biology

ÅChemistry, physics, math, materials
ÅUnderstanding complexity
ÅHuman-machine symbiosis

First-mover
advantage

Create
technological surprise

ÅScalable cyber capabilities
ÅElectronics with built-in trust

ÅBig data tools
ÅNext-generation AI

Information 
is exploding

Harness
information

These focus areas are part of a broad and diverse portfolio of DARPA investments
Focus areas change over time as some succeed and others fail and as DARPA identifies new challenges and opportunities
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DARPA budget (constant FY17 $)

Constant FY17 $M
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FY 09 FY 10 FY 11 FY 12 FY 13 FY 14 FY 15 FY 16 FY 17

DARPA Topline (ThenYear $M) $3,014 $2,985 $2,835 $2,814 $2,580 $2,753 $2,872 $2,868 $2,973

FY17 Deflators/Inflators (%) 88.92 90.22 91.90 93.28 94.46 95.64 96.81 98.27 100.00

DARPA Topline (Constant FY17 $M) $3,390 $3,309 $3,085 $3,017 $2,731 $2,879 $2,967 $2,918 $2,973
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Major Factors Shaping DARPA Investments Today

Wide range of national security challenges:

evolving nation states, shifting networks

Powerful, globally available technologies set a fast pace

aƛƭƛǘŀǊȅ ǎȅǎǘŜƳǎΩ ŎƻǎǘΣ ǇŀŎŜΣ ŀƴŘ ƛƴŦƭŜȄƛōƛƭƛǘȅ 

limit our operational capabilities

Complexity

Human-machine teaming
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Rethink complex military systems

Å Electromagnetic spectrum dominance
Å Position, navigation & timing beyond GPS

Å Air superiority in contested environments

Å Robust space
Å Overmatch on the ground

Å Defense against mass terrorism
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Manned/Unmanned Systems-of-Systems to Enable 
Many Mission Areas

Search and 
Rescue (SAR)

Distributed, Agile 
Logistics

Joint Medical 
Operations
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OFFensiveSwarm-Enabled Tactics (OFFSET)

UNCLASSIFIED

Agent Complexity Collective Complexity

Number

Human -Swarm InteractionHeterogeneity

OFFSET seeks to create highly capable, heterogeneous swarm systems with 
upwards of 250 collaborating autonomous swarm elements, across multiple spatial 
and temporal scales of tactical interest, e.g., conducting urban operations in built-up 

areas up to eight city blocks in size over mission durations of up to six hours . 
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Service Academies Swarm Challenge (SASC)

UNCLASSIFIED

U.S. Military Service Academies compete in 25 -vs-25 aerial swarm battles

Live -Fly Competition
April 22 -26, 2017 

Goal : To accrue the most points for air -to-air ñtags,ò air-to-ground ñtags,ò and swarm logistics

ñBattle Cubeò
- 500m× 500m× 500m 

airspace volume
- 50m above ground

Blue ñFlagòRed ñFlagò

Red/Blue Swarms
- 50 total UAVs
- Mix of fixed-wing 

and quad-rotors

Artistôs
Concept

- Blue team tries to 
protect their flag 
while capturing 
the Red Flag
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Harness information

Å Scalable cyber capabilities
Å Electronics with built-in trust

Å Big data tools
Å Next-generation AI
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Cyber Grand Challenge (CGC)
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Create the worldôs first all-machine hacking tournament to ignite an 
automation revolution in computer security

Å Demonstrate automation that can act with disruptive speed
Å Open up software safety as an expert domain of machines
Å Initiate automation competing head -to-head with experts
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CGC enables real-time response to cyber attack
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Today:

Future:
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Cyber-Hunting At Scale (CHASE)

Revised data 

requests
Protective 

measures

Informed data 
planner

Global Network

Regional Gateway N

Threat 

detection

Regional Gateway 1

Informed data 
planner

Local Network N

Threats

Threat 
detection

Informed 
data planner

Protective 
measure 

generation

Global 
analysis

Today Cyber -hunting at scale (CHASE)

Automated investigations with adaptive data collectionManual investigations with static data

Behaviors

Behavior 
detection

Local Network

Manual investigations 
of flagged anomalies

Local Network

Develop data-driven cyber-hunting tools for real-time cyber threat detection, 
characterization, and protection across dozens of enterprise networks
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Explainable Artificial Intelligence (XAI)
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Training data Explainable
model

Explanation
interface

ÅI understand 
why/why not

ÅI know when it 
will succeed/fail

Create artificial intelligence systems that 
operate with high degrees of transparency 
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