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The Accidental Robotics Revolution

AThousands of air and ground
uninhabited systems) deployed to Irag and Afghanistan

A Advantage of removing the human from the platform:
I Take more risk

I Performance advantages (speed, maneuverability,
endurance, stealth, etc.) T this advantage diminishes as
size of the vehicle increases

A Major downside of uninhabited platforms:

I Lose the most advanced cognitive processing system on
Earth: the human brain

I Dependent on communications links to remote human
controllers or onboard automation
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Centaur Warfighting

A Solution: Human-machine teaming! (Third Offset)

A Physical teaming between inhabited and uninhabited
vehicles

I Leverage large numbers of expendable robotic vehicles

I Human-inhabited vehicles forward in the fight for command-
and-control to Aqguarterbacko th

A Cognitive teaming between humans and automation
I Leverage advantages of automation in speed and precision

I Value of human judgment and adaptability in ambiguous,
complex situations
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Robotics and Autonomous Systems
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Ambitious Near- and Mid-Term Goals

Af Sol dpemting dismounted for long periods will shift
physical burdens to RAS platforms that provide a mobile
power source and carry equipment, weapons, ammunition,
water, food, and other supplies. 0

A s autonomous off-road technology fully matures, the
Army will not wait for perfection in off-road navigation and
tactical, inferential decision-making software before fielding
autonomous prototypesfort est i ng. o

A fiThe Army introduces exoskeleton technologies that lighten
the Soldier load and allow for increased Soldier protection
(armor) duringclosec o mbat . o
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Long Term Vision

A fExpendable RAS platforms will provide commanders the
ability to take operational risks previously unimaginable
with solely manned formations. Machines will take the
place of humans maneuvering through the most dangerous
avenues of approach and will make contact with likely
threats without costing commanders valuable Soldiers.
With less human exposure to hazards, the risks inherent
with deception operations, penetrations behind enemy
defenses, and exploitation and pursuit operations become
less costly, giving commanders greater options and more
reliable freedom of maneuver. 0
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Is the Strategy Executable?

A Is the strategy resourced?
I Is the Army Investing enough in ground robotics?

I Is the Army going to field exoskeletons in the 2020s
(4+ years from now) with no active program today?

A Is our acquisition system agile and flexible enough
to stay ahead in a rapidly changing field?
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Are we ready for what iIs coming?
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Challenge Our Assumptions

A Are ground robots for maneuver really in the far future (2030-
2040)? Are we ready if technology matures faster?

A Will robotic systems really always be used only to augment
or support human formations? Are we being visionary
enough? Or 1 s this the equiv

A Will we be able to overcome internal cultural resistance to
certain applications of ground robots?

I Ar med gr o u rthe Armyowllontrasluce ummanned
combatve hi cl eso

I Casual ty e Fuue unmnanner gystenis assist in
enabingCASEVACO

9
CNAS.ORG | W @CNASDC



What Will Adversaries Do?

A i An o fabte influencing the essence of modern means of
armed conflict is the use of modern automated complexes of
military equipment and research in the area of artificial
Il ntelligence. While today we h
battlefields will be filled with walking, crawling, jumping, and flying
robots. In the near future it is possible a fully robotized unit
will be created, capable of independently conducting military
operations.

A How shall we fight under such conditions? What forms and
means should be used against a robotized enemy? What sort of
robots do we need and how can they be developed? Already
today our military minds must be thinking about these questions. 0

I General Valery Gerasimov, Russian Chief of the General Staff
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The Artificial Intelligence Revolution
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The Al Revolution

AAThe Fourth I ndustrial Revol
AAN

ext I ndustri al R e v DMemuilt Liynah) o
A Kevin Kelly:
rnAl wi || enliven 1T nert obj ¢

than a century ago. Everything that we formerly

electrified, we will now cognitize. é t he Dbusi
the next 10,000 startups are easy to forecast: Take X and
addALL.Thi s 1 s a big deaWied,and
2014)
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How big?

A Bank of Americai Merrill Lynch predicts by 2020:

i $153 billion market for Al-enabled technology, including:
A $83 billion for robotics
A $70 billion for Al-based analytics

I With an estimated $14-33 trillion creative disruption impact annually
A $8-9 trillion in cost reductions in manufacturing and health care
A $9 trillion cuts in employment costs due to Al-enabled automation
A Manufacturing labor costs cut 18-33%
A $1.9 trillion in efficiency gains due to autonomous drones & cars
A Productivity boosted 30% in many industries
A 47% of jobs have the potential to be automated
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intel/ Who is betting big on Al?

Go g|€ @ Microsoft
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What are we talking about?

Autonomy
Automation
Artificial intelligence
Machine intelligence
Machine learning

Robotics
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What 0s everyone so0

Deep Learning
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Deep learning

Cheap parallel processors (GPUS)
+

Big data
+

Deep neural networks
+

A little bit of black magic

Machine intelligence
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Deep neural network (DNNSs)
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Just a few of the things Al can do

A Chess

A Jeopardy

A Go

A Atari

A Poker

A Obiject recognition
A Facial recognition

A Recognizing human
emotions
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A Stock trading

A Driving

A Accounting

A Medical diagnoses

A Programming subway
repair schedules

A Categorizing song genres
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N [ T mnohoa of a completely robotic system that can make a decision

about whether or not to i nflict h

terribly refined. |1 tos émot terrib
I GEN Paul Selva, Vice Chairman of the Joint Chiefs of Staff, August 2016

a
I

A fi lodr competitors go to Terminators and we are still operating where the
machines are helping the humans and it turns out the Terminators are
able to make decisions faster, eve
respond? 0

i Robert Work, Deputy Secretary of Defense, May 2016

We have to think about what aut on

We need to understand and know t
appen, but we also have to put th
I Melissa Flagg, DASD Research, March 2016

> (D 3

A AOthers are going to
are, and weoOre going
I Frank Kendall, USD AT&L, August 2016

I t. They a

d
t have a f un

0)
0]
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What Is the Terminator Dilemma®?

A The basic technology to build autonomous weapons that
could select and attack/engage targets on their own is
here today. 't 1 sndt very s

A Do we build them?

I On the one hand, it probably seems like a bad idea for
a variety of reasons (| aw,

I On the other hand, our enemies are unlikely to be so
concerned. Could autonomous weapons give a
decisive advantage to the enemy? If so, can we afford
to fall behind? The job of the military is to win wars.

A How should we approach this problem?
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Walit, Terminators? What are we talking about?

A Autonomy

A Automation

A Levels of autonomy

A Autonomous weapon

A Semi-autonomous

A Supervised autonomous
A Fully autonomous

A Artificial intelligence

This Is a confusing mess
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Wh at | S nNnNautono

A At its core, autonomy is the ability of a machine to
perform a task on its own

I Obviously, this can take a number of different forms. A Terminator is
not the same as a toaster. Ther

A What is confusing is that we use the same word i
autonomy 1 to refer to three completely different concepts:

I Human-machine command-and-control relationship
I Sophistication of the machine
I Task the machine is performing

A There is not a single spectrum of autonomy i there are 3
different dimensions to autonomy!

27
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1. Human-Machine Relationship

Fully Autonomous - aka "Human out of the loop™

No ability for human to intervene in real time

Supervised Autonomous - aka "Human on the loop"”

Human can intervene in real time

Machine Freedom

Semi-Autonomous - aka "Human in the loop"

Machine waits for human input before taking action
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2. Sophistication of the Machine

“Intelligent”

© o - Human-level

- — cognition of a

. & i . problem

: Autonomous
| " " Self-learning /
/O Automated Evohving
Complex,

: Rule-based
"Automatic"

Simple, -
Threshold-based

spectru

More capable ... but may be
harder to predict specific actions
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3. Task being performed

A The most critical dimension of autonomy is the task
being performed.

A Both a landmine and a toaster are simple automatic
systems. Different task.

A A system is autonomous with respect to what task?

ANo such thing as dfullvyallaut
tasks.
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