Jamieson Gump
Thomas Mazzuchi, D.Sc.
Shahram Sarkani, Ph.D., PE
George Washington University

Overview
• Background
– Legacy Solution
– RMF, NIAP, Red/Black, CSfC

•
•
•
•

COTS Integration
Need for Architecture/Framework
Overview of the Proposed Architecture
Next Steps

“Cutting Edge” a Decade Ago
• Mobile Secure Communications needed by wide range of Government
Users – expanding market
• Government (NSA) developed device took Years to develop … nearly
obsolete when fielded
• Device is Controlled Cryptographic Item (CCI) – operator must ensure
device is not lost
• NSA says - maybe industry can do better? – NSA can get partially out
of the crypto business (for select applications)
https://www.nsa.gov/ia/news/2009/sme-ped.shtml

You can see one in the NSA Museum!

Risk Management Framework (RMF)
Risk Management Framework (RMF) for DoD
Information Technology (IT)
DODI 8510.01, March 12, 2014, DoD CIO

“The cybersecurity requirements for DoD
information technologies will be managed
through the RMF consistent with the principals
established in National Institute of Standards
and Technology (NIST) Special Publication (SP)
800-37 …”

http://www.nist.gov/

National Information Assurance
Partnership (NIAP)
“The focus of the NIAP is to establish a national program for the
evaluation of information technology products for conformance to
the International Common Criteria for Information Technology
Security Evaluation. …
The NIAP maintains a Product Compliance List (PCL) containing
all IT products and protection profiles that have successfully
completed evaluation and validation under the scheme.”

https://www.niap-ccevs.org/

Red/Black Introduction
• Red (Plain Text) and Black (Cypher Text)
• For environments where the communications are “protected”
LAN
• For communications where the transport can not be “protected”

BIPT
Black IP Transport

Commercial Solutions for Classified
(CSfC)
Foundation is the Commercial Solutions for Classified (CSfC)
program
https://www.nsa.gov/ia/programs/csfc_program/
Public information – “This will provide the ability to securely
communicate based on commercial standards in a solution that
can be fielded in months, not years.”
AES256

Example - VPN Tunnel Inside another tunnel

AES256

IT Acquisition Processes Can Be Applied
(integration of COTS)
Architecture is the
product/integration of:
– Secure Mobile COTS (CSfC)
– Evaluation by vendors
during development
(NIAP/CC)
– Integration methods to
rapidly integrate (IT360)
– Field and iterate ….

IT Acquisition: Expediting the Process to Deliver
Business Capabilities to the DoD Enterprise (Jul 2012)

Need for Architecture/Framework
• To improve interoperability and to ensure efficiencies in
composed solutions an “overarching” architecture is
required
• Government has provided direction and guidance, but no
secure mobile architecture exists
• With the increasing use of commercial technology
techniques are needed to support rapid integration
• With rapidly evolving mobile technology and the
exponential increase in products coupled with the
emerging security solutions this architecture is critical for
the community

“Combination Lock” Architecture
User
Equipment

Access
Networks

Mobility Infrastructure
and Enterprise Services
SIPR

“Back-end”
Interconnect

JWICS

Other

1. Compose solution by “turning the dials”
2. Device “provisioned” (configured) for specific enterprise
3. Transport can be changed during operation of the device
(user can move from cellular to WIFI, etc)
4. Transport can be shared by multiple devices

Broad Range of User Equipment can be
Supported by this Technology

Limited Capability

Enhanced Capability

• User Devices Paired with Access Networks
(Transport) based on Operational Needs
• Owner/Operator of device reaches back to their
respective enterprise services

Access Networks
• PSTN
• Cellular
• Fiber Optic
• WIFI
• RF (LMR/SATCOM), etc
• Combination of Above
• May include “Smooth” Transition from
one to another

Black
(Cypher Text)
Transport

Mobility Infrastructure and Enterprise Services
• Mobility Infrastructure terminates the secure
connection from the mobile device – “Landing Zone”
• Full range of Enterprise Services can be supported –
Voice, Video, and Data
• Services built on commercial technology – mission
specific web sites can augment email
Voice
Video
Data

Next Steps
• Expand on the secure communications architecture
– Focus on identity management and end-to-end security
– Include support for standardized campus WIFI solutions using
“best practices”
– Incorporate latest commercial technologies

• Follow on-going development of NSA Capability
Packages
• Develop an “executable” architecture (simulation) to
support the development alternatives analysis and model
potential solutions
• Engage with active community - a “dozen” solutions
coming on line this winter

Questions & Comments?
17th Annual Systems Engineering Conference
OCTOBER 27-30, 2014
WWW.NDIA.ORG/MEETINGS/5870
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Abstract
The federal Government has long had a need for secure communications. The National Security Agency (NSA) is
responsible for the wide range of technologies to secure these communications. They have realized, recently, that the
development times for Government encryption technology was not keeping pace with the rapid evolution of commercial
mobile technologies coupled with a realization that commercial technologies exist to meet the requirements for the
federal Government. Specifically, NSA has published specifications on their website to operationalize these
capabilities. Commercial Solutions for Classified (CSfC), NSA term for COTS secure communications, coupled with
published capability packages allows a developer to rapidly field a secure communications solution built entirely on
Commercial off the Shelf (COTS) technology. This allows for rapid fielding of the capabilities for a wide range of
applications. The end user is presented with the latest in mobile communications technologies with the software
security applied after market. The first users of this technology are within the Department of Defense (DoD); other
agencies are anticipated to field capabilities as well. No architecture exists to aid in the development of these
capabilities and research is required to develop an overarching architecture to support these emerging capabilities.
This architecture will address the rapidly evolving commercial mobile security market and address fully leveraging
commercial technologies to field the latest technologies in the shortest amount of time and at the lowest cost. With the
encryption built on software (vice hardware) Agile Engineering techniques can be readily applied. Although developed
in the US for the federal Government this approach has been adopted by other governments and is anticipated to be
adopted by commercial users for enhanced security. With the NSA move to commercial technologies and the
commercial market moving to enhanced security for “standard commercial users” there is an emerging convergence of
these two approaches. An architectural construct to support this growing user base is the focus of this research. The
method to be employed is to survey the wide range of implementations currently being fielded using a case study
methodology, developing an effective overarching architectural contract and returning to the Subject Matter Experts
(SMEs) across this community to validate the architecture. The utility of the architecture will be rooted in the ability to
aid the full range of customers; from mobile phone solutions, to secure laptops and fixed communications at remote
sites. The initial work has revealed effective architectural constructs to support the wide range of emerging
applications of this promising approach from NSA – commercial solutions for classified.
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