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Making systems secure by just reducing attack surface 

really hard ï maybe impossible 

ÁSoftware Systems & Networks too large and complex 

ÁZero vulnerabilities for all assets on network? 

ïAssumes you know all assets 

ïAssumes you can know all vulnerabilities 

Recon 

Weaponize 

Deliver 

Exploit 

Control 

Execute 

Maintain 

Cyber Attack Lifecycle 

What Weôve Learned 



| 4 |  

© 2013 The MITRE Corporation. All rights reserved.  

Characteristics of the Advanced Persistent Threat 

1. We wonôt always see the initial attack 

2. We canôt keep the adversary out 

3. Advanced Persistent Threat is not a ñhackerò 
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Cyber Threat Intelligence Sharing Building 
Blocks ï Phases of a Cyber Attack Lifecycle 

ÅObtain information to conduct the attack Recon 

ÅPlace payload into delivery vehicle Weaponize 

ÅSend the attack to the potential victim Deliver 

ÅThe point of no return Exploit 

ÅDirect the victim system to take actions Control 

ÅFulfill mission requirements Execute 

ÅInsure future access Maintain 

Proactive Detection Mitigation Incident Response & Mission Assurance 
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Hockey Goalie 
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