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 The Threat 

Dangers of illegal technology transfers are very 

real:  

       -  WMD Proliferation 

       -  Weapon Design/Manufacture 

       -  Industrial Espionage 

 

U.S. economy damaged by illegal technology 

transfers. 

 



 

 

 The Threat 

Significance:  Both national security and U.S. 

economy can be seriously damaged by  illegal 

technology transfers. 

 

Damage to the economy can include loss of large 

amounts of proprietary R&D done  over many 

years. 

 

Loss of proprietary R&D can result in the 

establishment and/or enhancement of foreign 

competitors in leading edge technology sectors 

 



 

 

What is being targeted ? 

 

Å Pharmaceuticals 

Å Nanotechnology 

Å Quantum Computing 

Å Advanced Materials 

Å Communication and Encryption Technology 

Å Weapons Systems yet unclassified 

Å Biotechnology 

 



        Methods Used to Target Technology 

Â Unsolicited emails  

Â Front companies 

Â Liaisons with universities that 
have ties to defense 
contractors 

Â Recruitment by foreign 
intelligence services 

Â National laboratories  

Â Compromise of laptop while 
traveling overseas 

 

Â Attending/Hosting 
conferences 

Â Relocating R&D facilities 
overseas 

Â Circumventing export control 
laws 

Â Visiting scientific and research 
delegations 

Â Hacking 

Â Downloading information 
from your network  

 

 

 


