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Why do Risk Management?

NThere I s only one reason |for
To assure the program decision-makers learn about and

deal with I mportant risks befol

-Carnegi e Mellon Universit|y n
Overview for TACOMO

Unclassified

Benefits of Risk Management include:
ARisk is a proactive approach - preventing problems before they occur.
Issue management is a reactive approach i fixing issues that exist.

AUnderstanding your risks and putting measures in place to prevent issues

I doing it right the first time.

AMinimize or prevent cost overruns, schedule delays, and performance
problems

AProduct and design quality are improved.

AMaximizing usage of resources.

APromoting teamwork and system engineering.

ACommunication to stakeholders and decision makers.
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=4 Current State of Risk Management
AFailure Mode and Effects Analysis (FMEAs) may or may not be required by contract
and access to them and use of them may be limited.

ARisks are tracked in a database or spreadsheet.

Alssues are tracked in a database or spreadsheet.

AThere is no acknowledged Army wide way to capture lessons learned effectively.

There is no traceabillity or linkage from FMEAs,
to risks, issues or lessoned learned.

| FMEA | | |
(Failure Mode and Risk Management Issue Management Lessons Learned
Effect Analysis)

Unclassified
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Why Is an Integrated Risk Approach So Important?

Taking an integrated approach to risk management is a way to:
AShorten design time
AAvoid program mistakes
APrevent cost overruns
AAvert schedule delays
AMaximize usage of resources.
ADeliver a higher quality system to the warfighter

ADo it right the first time!

l ACQ“Z’IZ’J‘ZIGM
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FMEA
Failure Mode and
Effects Analysis

Integrated Risk Management

l

Risk Mitigation from
Risk Recon trace back
and populate FMEA,
new RPN numbers.

Fields from FMEA
software pre-populate
Risk Info sheet.

Unclassified

[

Risk Recon

A4

An i ssueds
plan or path forward will

c

likely have new associated

risks, which can be

entered and traced back to
original risk in Risk Recon.

0]

When a risk becomes
an issue, user can
create an issue in the
database and track the
corrective action plan.

!

Issue Database

Tie all systems
together and have one
searchable lessons
learned database. ~

recti ve

Lessons Learned
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Risk Recon

An i ssueds
plan or path forward will

c

likely have new associated

risks, which can be

entered and traced back to
original risk in Risk Recon.

0]

When a risk becomes
an issue, user can
create an issue in the
database and track the
corrective action plan.

!

Issue Database

Tie all systems
together and have one
searchable lessons
learned database.

recti ve

Lessons Learned
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Why risk management starts with a FMEAé

A Failure mode and effect analysis (FMEA) is an analysis of all
potential failure modes within a system.

A A FMEA can be performed on a system, subsystem, or the
components of a system/subsystem.

AFMEA is used as a foundation for root cause analysis of design/
process/ system failures.

AFMEA are best conducted using a cross functional group of
subject matter experts (SMES).

AFMEAs should be required for systems or subsystems via the
contract. They should be readily accessible and usable by the
government.
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Types of FMEAS

ADesign FMEA (DFMEA) : Identifies how a product can fail to do
what it was designed to do or why it does things it should not do.

AProcess FMEA (PFMEA): ldentifies the possibilities of
Incorrectly manufacturing or assembling a product.

AProgram FMEA : ldentifies potential failure modes ina non-
technical process (business systems, procurement processes,
hiring practices T any process not describing a product or the

manufacturing, assembly or integration of that product).

AApplicable Standards:

ASAE J-1739: Automotive Industry

ASAE ARP-5580: Aerospace Recommended Practice

A MIL-STD-1629A: Failure Mode, Effect and Criticality Analysis (FMECA) by US Air Force
(Canceled on 4 August,1998 , FMEA IPT is working on new MIL-STD).

Acquisition EXeellence . ——
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3 | How do you create a FMEA?

AStart with a known program element:
ABill of Materials (BOM)
AWork Breakdown Structure (WBS)
AParameter Diagram (P-Diagram)

AProcess Workflow

I AEQ“Z’IjtiGM
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of Materials

Plunger

Cap
77 9 - - ;
B Clic SLc ms Male Female Plunger
\ J Plunger  Plunger Cap

Y

| Plug Assembly | \/ l/ 1/
Housing Assembly @D_ -
\ J
Y

Plunger Assembly

Tub
Ink e .
/ Components | Material Oty
1.0|Writing System
\ - 1.1BIC Clic Stic Pen
! 1.1.1|Housing Assembly
Ink 1.1.1.1/Plug Assembly
Assembly 1.1.1.1.1|Clip | ABS/PP | 1
1.1.1.1.2|Plunger Assembly
1.1.1.1.2.1Plunger Cap ABS/PP 1
1.1.1.1.2.2Female Plunger ABS/PP 1
1.1.1.1.2.3Male Plunger ABS/PP 1
1.1.1.2INib ABS/PP 1
1.1.1.3Barrel ABS/PP 1
1.1.1.4Spring Steel 1
1.1.2|Ink Assembly
1.1.2.1|Tube ABS/PP 1
1.1.2.1.1[Blue Ink Ink .1 gram{
1.1.2.2Metal Tip Brass 1
1.1.2.3Ball Tungsten Carbiq 1
| Acquz'.ritio-fm ce .___—
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WBS for a Retractable Pen

Writing System 1.0

BIC Clic Stic Pen 1.1 System Engineering / System Test Training1.4
Project Management 1.2 & Evaluation 1.3
Housing Ink .
Assembly 1.1.1 Assembly 1.1.2 Equipment1.4.1

Plug | Nib 1.1.1.2 Barrel 1113 Spring 1.1.1.4
Assembly 1.1.1.1 Tube 1121 _I\If!etal Ball 1.1.2.3
—1 , [ ip 1122

Clip 11111 Plunger
Assembly 1.1.1.1.2

Plunger Female Male
Cap 111121 Plunger 1.1.1.1.22 Plunger 1.1.1.1.23

Blue
Ink 1.1.2.1.1
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Parameter (P) Diagram

NOISE 1: Piece to Piece

NOISE 2: Change Over Time

NOISE 3: Customer Usage

NOISE 4: External Environment

NOISE 5: System Interaction

Dimensional (interference with tip)

Ink running low

Too much pressure on the ball point

Humidity (corrosion of point)

Writing surface (not enough friction)

Unclassified

CONTROL FACTORS

Amount of ink flowing

Acquisitio lence

Material discrepancies Ink drying out Not enough pressure on the ball point Drying of ink around point
Unintended usage (pushing buttons, e Viscosity of ink (too thick/runny)
INPUT SIGNAL SUB-SYSTEM IDEAL FUNCTION
Ink flows from tube Ink transmits to paper
Ball Point
A

ERROR STATES

No ink transmits to paper
Ink leaks out unintentionally

12




Process Flow Diagram

Use proven, thorough approaches to describe all the elements of the process.
Work Breakdown Structures and Process Maps are popular tools for this purpose.

Qutput Qutput OQutput

Hot dog ready for Completed Hot dog ready t

bun placement hot dog sub- eat

assy

1. Remove T 2. Place T 3. Add J
hot dog from hot dog in condiments
Inpu&“” Input un Inputs
AGrill (hot) ABun (fresh) AKetchup (Heinz)
AHot dog (cooked) AHot dog (still hot) AMustard (yellow)
ATongs (min 10 inch ATongs (min 10 inch AOnions (chopped)
length) length) AChili (no beans)

AHot dog sub-assy

' ACQ%Z’IZ’J‘Z.G?Z-M S —
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How does the FMEA work?

Execute the analysis and discover the potential failures and effects,
their causes, and ultimately what to do about it.

[=]
Item or step # w " a Current Current - Action Results
from WBS, P;::zzso‘::?p Potential Failure | Potential Effects % P:z:::;i::?i?f E Process Process E % Recommended R rTar eltllty & @ [=]
Process Map, . is Mode of Failure 2. Eail E Controls Controls ﬁ = Actions C 1 1'9 Dat ) 2 4 % e
or other requiremen 3 ailure H Pr ion D . ompletion Date | Actions Taken g 8 g :
‘2 - g b
1 Remove hot dog Hot dog is not Delay: customer Grill is not hot 1 None Temperature gauge 1 7
from grill “ready” hungry on grill
Hot dog is not hot Use grill marks to
7 enough (not 4 Mone indicate fully 2 56
cooked) cooked status
Hot dog is Use grill marks to
7 9 6 Mone indicate fully 2 84
overcooked (burned)
cooked status
. Match hot do - Shopping list and
Hot dog is not Wajor delay: Insufficient hot dog Educated guess on count to guzasgtI G. Ratajczak RSFCEJP ﬁst kept
Customer hungry, 9 - 7 None 10 630 |. ; One week prior to 9 7 1 63
present an supplies, ran out needs list/update shopping BBQ together, updated
oy list as guests callin
failure of pre-
9 process steps (grill 1 MNaone MNone 2 18
prep)
i 3 |
2 Place hot dog in Hot dog ot in bun Delay: Rework or 7 Opgrainr error, 1 Han_d eye None 2 14
bun get new hot dog missed bun coordination
Dissatisfaction:
. Customer will have
i
Hot c_Io_g |nco_rrect|y difficulty eating, or 5 Operator error, poor 2 Han_d. eye None 2 20
positioned in bun may have to adjust placement coordination
hot dog manually
Hot dog does not Use list while
meet end of line . i Favorite condiment shopping to G. Ratajczak -
3 Add condiments requirements Minor delay: more 3 not available (not 5 None None 10 150 minimize Two days prior to Shopping list used 3 5 1 15
- work needed . = at store
(condiments present) mistakes/missing
missing) items
Favorite condiment
n(uctozvdﬂ#ibr:;a Request condiment G. Ratajczak Guests asked about
3 specifications not 9 None None 10 270 information at One week prior to | preferences when 3 9 1 27
P L RSVP BBQ they call to RSVP
met, substitution
used)
Hot dog does not
meet end of line - . ) Do npoat apply . No hot dogs "built”
requirements Major delay: Scrap 9 Wrong condiment 9 Mone None 10 810 condiments until G. Ratajczak without customer 9 9 1 81
hot dog. start over added to hot dog ] Day of BBQ
{unwanted customer is present present
condiments added)

Unclassified
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How does the FMEA work?

[=]
Item or step # w " a Current Current - Action Results
from WBS, Proces..s step Potential Failure | Potential Effects 2 Potential .Causesf g Process Process E b Recommended Resp ility & =]
function / . & Mechanisms of 3 = x . Target - 2
Process Map, . is Mode of Failure 2. Eail [ Controls Controls a = Actions C lefion Dat i 2 4 z o
or other requiremen 3 ailure H Pr ion D . ompletion Date | Actions Taken g 8 g :
= = g
1 Remove ho_t dog Hot”dog |s"not Delay: customer Grill is not hot 1 None Temperatun_a gauge 1 7
from grill ready’ hungry on grill
Hot dog is not hot Use grill marks to
7 enough (not 4 Mone indicate fully 2 56
cooked) cooked status
Hot dog is Use grill marks to
7 9 6 Mone indicate fully 2 84
overcooked (burned)
cooked status
- § Match hot dog - Shopping list and
Hot dog is not Major delay: Insufficient hot dog Educated guess on count to guest G. Ratajczak RSVP list kept
Customer hungry, 9 7 MNone 10 630 One week prior to 9 T 1 63
present supplies, ran out needs list/update shopping together, updated
angry i BBQ :
ist as guests callin
failure of pre-
9 process steps (grill 1 MNaone MNone 2 18
prep)
i 3 |
2 Place hot dog in Hot dog ot in bun Delay: Rework or 7 Opgrainr error, 1 Han_d eye None 2 14
bun get new hot dog missed bun coordination
Dissatisfaction:
Customerwill have
i
Hot dog does not
meet end of line i _ .
. Major delay: Scrap g Wrong condiment g 10 810
requirements Mone Mone
hot dog, start over added to hot dog
(unwanted
condiments added)
3 specifications not J MNaone None 10 210 information at One week priorto | preferences when 3 J 1 2f
P L RSVP BBQ they call to RSVP
met, substitution
i)
Hot dog does not
meet end of line ; . : Do npoat apply . No hot dogs "built”
requirements MERTAEEY ST 9 T TR 9 Mone None 10 810 condiments until G. Ratajczak without customer 9 9 1 81
hot dog. start over added to hot dog ] Day of BBQ
(unwanted Customer is present present

condiments addedg
9 x 9 x 10 = 810 !

The analysis says this failure, along with its severe effect, is not only likely to
happen, but we currently have no way to deal with it!

Unclassified
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Determine Path Forward

Item or step # Current Current o
from WBS, ~ . Pr{&pess . Process & %
Process Map, canodt address ever Codtrol@ 1 || Eonkroe g | =
or other : Prevention Detection
only the most important ones.
Where do | draw the line? How o
do | decide where to focu None None 10 80
Major delay: Insufficient hot dog Educated guess on
Customer hungry, ; MNone 10 630
supplies, ran out needs
angry
/cht dog does not Favorite cqndlment
. not available
meet end of line Minor delay: more (condiment
Add condiments requirements V- L MNone Mone 10 270
. work needed specifications not
(condiments bstituti
missing) met, substitution
used)
Hot dog does not Favorite condiment
3 Add condiments mri?uﬁgfnﬂge MI:\?;FEEAEEE;”EIDFE not availablf (not MNone Mone 10 150
(condiments present)
Remove hot dog Hot dog i1s not Delay: customer Hot dog Is US.E g.”” marks to
1 from grill "ready” hungry overcooked (burned) None indicate fully 2 84
cooked status
. . Hot dog is not hot Use grill marks to
1 Ren;rnnvrnre] h?it”dcug cht"?:agdls"nm Delay;].uur:]ustomer enough (not None indicate fully 9 56
g v gy cooked) cooked status
Dissatisfaction:
. . Customer will have
/
2 Place hot dogin | Hot c_In_g |nc:|:_|rreu:tlw_.,r difficulty eating, or Operator error, poor Hanu_:l. eye None 9 20
bun positioned in bun . placement coordination
may have to adjust
hot dog manually
. Major delay: failure of pre-
1 Remove hot dog Hot dog is not Customer hungry, process steps (grill MNone MNone 2 18
from grill present
angry prep)
i - /
5 Place hot dog in Hot dog not in bun Delay: Rewoark or ngratnr errar, Han_cl. eye None 2 14
bun get new hot dog missed bun coordination
1 Remove hn_t dog cht"dng |s"r1|:|1 Delay: customer Grill is nat hot None Temperatun_a gauge y 7
from grill ready hungry on grill
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‘t How do you know if the FMEA is Done Properly?

Als every failure possibility you can think of
Included in the FMEA?

Als every component or part or process step
Included in the FMEA?

larger system accounted for in the FMEA?

or subsystem to the larger whole (vehicle level,
system level, SoS level, etc.) taken into account?

Acquisition EXeellence .

X h A

Al's every subsystem and

SARDE,

s =
> S
N
Liyg <
Exe\N

|t

AAre the effects of the integration of this component

Unclassified

17



-23 | How Can a FMEA Help My Program?

AA DFMEA provides robustness of design.
AA PFMEA provides robustness of process.

AA FMEA reused from a previous program reduces
the design time for the system

APotential failure modes are identifed early in the
program and can be dealt with up front, rather than
detected later.

A EMEAs can be used to determine the root cause
of system or part failures, once fielded!!!

Acquisition EXeellence .
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Root Cause Analysis

System: A/C Condenser Fan System

Design Responsibility :

Subsystem: A/C Condenser Fan Kick off Date :
Component: -
Model Year / Vehicle (s) :
Core Team:
Support:
bt Current Controls
Item > 2
Potential Failure | Potential Effects of | g Potential Causes / 2 P fi
Mode Failure 3 Mechanisms of Failure 3 revention Detection Controls
. n o Controls
unction o
[1] The fan subsystem shall meet aiflow [1.1] The fan subsystem Complete loss of aiflow 8 |[1.1.1] Loss of source current / 4 |- Conduct a worst case - Yuma - Test vehicle
requirements (6 in. WCAP 1500 CFM for J3C(X) does not meet airflow (8) voltage circuit analysis of vehicle | - New Yuma - test
requirements (6 in. WCAP - Blown fuse control circuit vehicle
1500 CFIM for XXXX) - Broken wire - Compare fuse capacity
to in-rush current and stall
current during high
ambient temperature
conditions
- Review wire routing.
attachment and shielding
Partial loss of aiflow [1.1.2] Over-voltage / Transients 3 - FW 3 - Electrical
(8) Requirements and
characterization
- FW 4 - Body Fan
Requirement validation
- Yuma - Test vehicle
- New Yuma - test
vehicle
[1.1.3] Control circuit malfunction 5 - FW 3 - Electrical
Requirements and
characterization
- FW 4 - Body Fan
Requirement validation
- Yuma - Test vehicle
- New Yuma - test
vehicle
[1.1.4] Mechanical 6 - DTL 1 - Hot Clean

impedence/obstruction that either
slows or stops the rotation of the
impeller (internal/external
contamination)

- DTL 2 - Hot + Dust
-DTL 3 -Hot +
Imbalance

- DTL 4 - Hot + Dust +
Road load / Resonance
- FW 1 - Fan imbalance
cycling

- FW 2 - Dust

- Yuma - Test vehicle
- New Yuma - test
vehicle

- Airflow verification

Unclassified
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Benefits of FMEAS

APrevent major risks, reduce failures, minimize cost and reduce
development time - Do it right the first time.

AFMEA prioritizes the actions that should be taken to reduce
risk. It also highlights where further actions would result in
further risk reduction.

AFMEA is an important tool of reliability and maintainability
analysis. Reliability increases when risk is mitigated.

AAids in root cause analysis, failure investigation, and finding
corrective actions.

AFMEA Provides a repository for lessons learned, best
practices, and sharing of technical knowledge which can be
used in other programs.

Acquisition EXeellence . ——
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Integrated Risk Management

FMEA
Failure Mode and
Effects Analysis

l

Fields from FMEA
software pre-populate
Risk Info sheet.

Risk Mitigation from
Risk Recon trace bacR
and populate FMEA,
new RPN numbers.

[

Risk Recon

An i ssuebs cofrffrecti ve
plan or path forward will
likely have new associated
risks, which can be
entered and traced back to
original risk in Risk Recon.

!

Issue Database

When a risk becomes
an issue, user can

create an issue in the
database and track t
corrective action pl

Tie all systems S
together and have one Lessons Learned
searchable lessons
learned database.

Acquisition EXeellence . ——
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What is a Risk?

AArisk is a potential failure mode that is likely to occur in the
future.

AUsually characterized in ter ms
schedule and performance.

ARated in terms of:
A Likelihood i Probability of occurrence
A Consequence i Impact to the program is the risk becomes
an issue.

AUsual | y s ti&Athiehappens THEMthiFIMAY
happenéo

I AEQ“Z’IjtiGM
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Risk
Planning

What project/program requires Risk

Management?

A Identify baseline for cost, schedule
and performance for the
project/program.

A Create Risk Management Plan for the
project/program.

A Assign roles and responsibilities for
the project/program.

A Complete risk training for the
project/ programds

Unclassified

Thisis a

DoD Risk Management

Risk
Assessment

RISK DOCUMENTATION

What can go wrong?

A Study WBS, SOw,
IMP/IMS, EVM.

A Lessons learned.

AReview | PTs o
responsibility.
AAsk fAwhyo

How big is the risk?

A Consider likelihood of root
cause occurrence.

A 1dentify consequences in
(Cost, Schedule, and

R iPerfermange)r .

iterative

Acquisition EXeellence .

mul tiple

Risk
Handling/
Mitigation

Risk
Monitoring

What will you do about it?

How are things going?

A Eliminate the root cause.

A Control the root cause or
consequence.

ArTearsfer the fisk.

A Assume the level of risk.

ti mes.

How is the planned risk mitigation being

implemented?
A Determine planning what budget &

requirements needed.

A Provide a coordination vehicle with
management, etc.

A Document changes.

process for new risks.

A Communicate risks.

A Monitor risks plans.

A Review status through event
driven technical reviews and a
risk review board.

A Review watch risks.

L J
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Risk Mitigation Approaches

Avoid: Develop a strategy to avert the likelihood and/or consequence by
selecting a different approach or not pursuing the option at all.
Consider this technigue when multiple design or programmatic
options are available ( s omet i mes neli minateo

Transfer: Develop a strategy to place the risk with the party most able to do

something about it.

Assume: Accept consequences of the risk, with frequent monitoring to
determine if the risk actually occurs, and that the impact is as
predicted (and is tolerable) if it does. Also known as accepit.

Control:  Develop a strategy to lower the risk by reducing its likelihood,

consequence, or both components with tasks in the IMS. This
approach is sometimes referred to as handle or mitigate.

Watch: Monitor and periodically re-evaluate the risk for change.

l ACQ“Z’IZ’J‘ZIGM
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Consequence Guidance

Risk Recon Risk Managemenglip S

Likelihood

Moderate
3

Magl 1|g||:|e

Msl'&lnsl

(Avail able in Risk Recon under fdfHel po
Consequence Table
Rating/Description Performance Cost Schedule

5 (Catastrophic) -

Jeopardizes an exit
criterion of current

acquisition phase

Unacceptable; No viable
alternatives exist

Program budget impacted
by 10% or more; Program
success jeopardized

Key events or milestones
delayed by more than one
month

4 (Critical)
Potentially fails Key
Performance
Parameter (KPP)

Unacceptable;
Significant changes
required

Program budget impacted by
5%-10%. Significant portion
of program management
reserves must be used to
implement workarounds

Critical path activities 2
weeks late; Workarounds
would not meet milestones,
Program success in doubt

3 (Moderate) Shorts
a critical mission
need but expect

no breech of KPP
threshold
requirements

Below goal; Moderate
changes required;
Alternatives would
provide acceptable
system performance;
Limited impact on
program success

Budget impacted by 19%-5%:;
Limited impact on program
success; Does not require
significant use of program
cost and or schedule reserves|

MNon-critical path activities
one month late; Workarounds
would avoid impact on
critical path; Limited impact
ONn program success

Consequence

2 (Marginal)
Requires the
commitment of a
minor portion of the
program cost,

Below goal but within
acceptable limits; No
changes required;
Acceptable alternatives
exist; Minor impact on

Budget impacted by 1% or
less; Minor impact on
program success; Minor
commitment of program
management reserves

MNon-critical path activities
late; Workarounds would
avoid impact on key and
non-key milestones; Minor
impact on program success;

“Knowing our risks
provides opportunities
to manage and

improve our chances

of success.”

—Roger Vanscoy

schedule or program success (schedule, cost) used for Development schedule goals
performance reserve workarounds exceeded by 1%-5%
1 (Negligible) Requires minor Budget not dependent on Schedule not dependent

Remedy will require
minor cost, schedule
and/or performance

trades

performance trades
within the threshold -
objective range;

Mo impact on
program Success

the issue; No impact on
program success, Cost
increase can be managed
within pregram plan

on issue; No impact on
program success; Schedule
adjustments managed
within program plan

Terms Definitions
Risk A measure of future uncertainties in achieving program performance goals and
objectives within defined cost, schedule and performance constraints. Risk addresses
the potential variation in the planned approach and suspected outcome.
Issue An event that has already occurred or has 100% likelihood of occurring.
Likelihood Probability that the risk will occur (based on ratings 1-5).
Consequence | Effect or impact on the program if risk becomes an issue (based on ratings 1-5).

Unclassified
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Likelihood Guidance

(Avail able in Risk Recon under

l ACQ“Z’IZ’J‘ZIGM
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