
Risk, Issues 

and 

Lessons Learned:   

Maximizing Risk Management in the DoD Ground 

Domain 

 
 

Prepared by:  George Wiklund ï PEO GCS Systems Engineering  
Lisa Graf - TARDEC Systems Engineering 

 
October 2011 

 
 
 
 UNCLASSIFIED:   Distribution  Statement A.  Approved for public release. 



ñThere is only one reason for risk management:     

To assure the program decision-makers learn about and 

deal with important risks before they turn into issuesò. 
 - Carnegie Mellon University ñRisk Management 

Overview for TACOMò 

Benefits of Risk Management  include: 

Å Risk is a proactive approach - preventing problems before they occur. 

Issue management is a reactive approach ï fixing issues that exist. 

Å Understanding your risks and putting measures in place to prevent issues 

ï doing it right the first time. 

ÅMinimize or prevent cost overruns, schedule delays, and performance 

problems 

Å Product and design quality are improved.  

Å Maximizing usage of resources. 

Å Promoting teamwork and system engineering. 

Å Communication to stakeholders and decision makers. 

 

 

Why do Risk Management? 
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Å Failure Mode and Effects Analysis  (FMEAs) may or may not be required by contract 

and  access to them and use of them may be limited.  

 

Å Risks are tracked in a database or spreadsheet.   

 

Å Issues are tracked in a database or spreadsheet. 

 

Å There is no acknowledged Army wide way to capture lessons learned effectively. 

 

 

There is no traceability or linkage  from FMEAs,  

to risks, issues or lessoned learned. 
 

 

 

Current State of Risk Management  

FMEA 

(Failure Mode and  

Effect Analysis)  

Risk Management Issue Management 
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Why Is an Integrated Risk Approach So Important? 
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Taking an integrated approach to risk management is a way to: 

  

Å Shorten design time 

 

Å Avoid program mistakes 

 

Å Prevent cost overruns  

 

Å Avert schedule delays 

 

Å Maximize usage of resources. 

 

Å Deliver a higher quality system to the warfighter  

 

Å Do it right the first time! 
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FMEA  

Failure Mode and  

Effects Analysis 

Risk Recon 

Fields from FMEA 

software pre-populate 

Risk Info sheet. 

Risk Mitigation from 

Risk Recon trace back 

and populate FMEA, 

new RPN numbers. 

Issue Database 

When a risk becomes 

an issue, user can 

create an issue in the 

database and track the 

corrective action plan. 

An issueôs corrective action 

plan or path forward will 

likely have new associated 

risks,  which  can be 

entered and traced back to 

original risk in Risk Recon. 

Lessons Learned 
Tie all systems 

together and have one 

searchable lessons 

learned database. 

Integrated Risk Management  
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Why risk management starts with a FMEAé 

Å Failure mode and effect analysis (FMEA) is an analysis of all 

potential failure modes within a system.  

 

ÅA FMEA can be performed on a system, subsystem, or the 

components of  a system/subsystem. 

 

ÅFMEA is used as a foundation for root cause analysis of design/ 

process/ system failures. 

 

Å FMEA are best conducted using a cross functional group of 

subject matter experts (SMEs). 

 

Å FMEAs should be required for systems or subsystems via the 

contract.  They should be readily accessible and usable by the 

government. 
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Å Design FMEA (DFMEA) :  Identifies how a product can fail to do 

what it was designed to do or why it does things it should not do. 

 

Å Process FMEA (PFMEA):  Identifies the possibilities of 

incorrectly manufacturing or assembling a product.  

 

Å Program FMEA :  Identifies potential failure modes ina non-

technical process (business systems, procurement processes, 

hiring practices ï any process not describing a product or the 

manufacturing, assembly or integration of that product). 

 

Å Applicable Standards:  
Å SAE J-1739:  Automotive Industry 

Å SAE ARP-5580: Aerospace Recommended Practice 

Å  MIL-STD-1629A: Failure Mode, Effect and Criticality Analysis (FMECA) by US Air Force 

(Canceled on 4 August,1998 , FMEA IPT is working on new MIL-STD). 

 

Types of FMEAs 
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Å Start with a known program element: 

 

Å Bill of Materials (BOM)  

 

Å Work Breakdown Structure (WBS) 

 

Å Parameter Diagram (P-Diagram) 

 

Å Process Workflow 

 

 

How do you create a FMEA? 
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Parameter (P) Diagram 
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Process Flow Diagram 

1. Remove 

hot dog from 

grill 

2. Place 

hot dog in 

bun 

3. Add 

condiments 

Output  

Hot dog ready for 

bun placement 

Output 

Completed 

hot dog sub-

assy 

Output  

Hot dog ready to 

eat 

Use proven, thorough approaches to describe all the elements of the process.  

Work Breakdown Structures and Process Maps are popular tools for this purpose. 

Inputs 

Å Grill (hot) 

Å Hot dog (cooked) 

Å Tongs (min 10 inch 

length)  

 

Inputs 

Å Bun (fresh) 

Å Hot dog (still hot) 

Å Tongs (min 10 inch 

length) 

 

Inputs 

Å Ketchup (Heinz) 

Å Mustard (yellow) 

Å Onions (chopped) 

Å Chili (no beans) 

Å Hot dog sub-assy 
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How does the FMEA work? 

Execute the analysis and discover the potential failures and effects, 

their causes, and ultimately what to do about it. 

Unclassified 



How does the FMEA work? 

9 x  9  x  10  =  810 !!!   

The analysis says this failure, along with its severe effect, is not only likely to 

happen, but we currently have no way to deal with it! 

Unclassified 



Determine Path Forward 

I canôt address every failure ï 

only the most important ones.  

Where do I draw the line?  How 

do I decide where to focus 

resources? 

 

Unclassified 
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Å Is every failure possibility you can think of 

included in the FMEA? 

 

Å Is every component or part or process step 

included in the FMEA? 

 

Å Is every subsystem and itôs interaction to the 

larger system accounted for in the FMEA? 

 

Å Are the effects of the integration of this component 

or subsystem to the larger whole (vehicle level, 

system level, SoS level, etc.) taken into account? 

 

 

How do you know if the FMEA is Done Properly? 
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Å A DFMEA  provides robustness of design. 

 

Å A PFMEA provides robustness of process. 

 

Å A FMEA reused from a previous program reduces 

the design time  for the system 

 

Å Potential failure modes are identifed early in the 

program and can be dealt with up front, rather than 

detected later. 

 

Å  FMEAs can be used to determine the root cause 

of system or part failures, once fielded!!! 

 

How Can a FMEA Help My Program? 
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Root Cause Analysis 
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ÅPrevent major risks, reduce failures, minimize cost and reduce 

development time - Do it right the first time. 

 

ÅFMEA prioritizes the actions that should be taken to reduce 

risk. It also highlights where further actions would result in 

further risk reduction. 

 

ÅFMEA is an important tool of reliability and maintainability 

analysis.  Reliability increases when risk is mitigated. 

 

ÅAids in root cause analysis, failure investigation, and finding 

corrective actions. 

 

ÅFMEA Provides a repository for lessons learned, best 

practices, and sharing of technical knowledge which can be 

used in other programs. 

 

 

 

 

Benefits of FMEAs 
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What is a Risk? 
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ÅA risk is a potential failure mode that is likely to occur in the 

future. 

 

ÅUsually characterized in terms of impact on a programôs cost, 

schedule and performance. 

 

ÅRated in terms of: 

Å Likelihood ï Probability of occurrence 

Å Consequence ï Impact to the program is the risk becomes 

an issue. 

 

ÅUsually states as an ñIF this happens THEN this MAY 

happenéò 
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DoD Risk Management 

How is the planned risk mitigation being 

implemented? 

ÅDetermine planning what budget & 

requirements needed. 

ÅProvide a coordination vehicle with 

management, etc. 

ÅDocument changes. 

How are things going? 

ÅCommunicate risks. 

ÅMonitor risks plans. 

ÅReview status through event 

driven technical  reviews and a 

risk review board. 

Å Review watch risks. 

 

What can go wrong? 

ÅStudy WBS, SOW, 

IMP/IMS, EVM. 

ÅLessons learned. 

ÅReview IPTsô areas of 

responsibility. 

ÅAsk ñwhyò multiple times. 

How big is the risk? 

ÅConsider likelihood of root 

cause occurrence. 

ÅIdentify consequences in 

(Cost, Schedule, and 

Performance). 

What will you do about it? 

ÅEliminate the root cause. 

ÅControl the root cause or 

consequence. 

ÅTransfer the risk. 

ÅAssume the level of risk. 

 

This is a iterative process for new risks.  

What project/program requires Risk 

Management? 

ÅIdentify baseline for cost, schedule 

and performance for the 

project/program. 

 

ÅCreate Risk Management Plan for the 

project/program. 

 

ÅAssign roles and responsibilities for 

the project/program. 

 

ÅComplete risk training for the 

project/programôs Risk IPT. 
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Avoid:  Develop a strategy to avert the likelihood and/or consequence by 

selecting a different approach or not pursuing the option at all. 

Consider this technique when multiple design or programmatic 

options are available (sometimes ñeliminateò) 

Transfer:  Develop a strategy to place the risk with the party most able to do 

something about it.  

Assume:  Accept consequences of the risk, with frequent monitoring to 

determine if the risk actually occurs, and that the impact is as 

predicted (and is tolerable) if it does. Also known as accept. 

Control:  Develop a strategy to lower the risk by reducing its likelihood, 

consequence, or both components with tasks in the IMS. This 

approach is sometimes referred to as handle or mitigate. 

Watch:  Monitor and periodically re-evaluate the risk for change. 

Risk Mitigation Approaches 
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Consequence Guidance 
(Available in Risk Recon under ñHelpò and ñTip Sheetò)  

25 Unclassified 



26 

Likelihood Guidance 
(Available in Risk Recon under ñHelpò and ñTip Sheetò)  
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