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Agenda

• Favorite slides from the project
– How we got here

• OODA Loop
– Data, information and knowledge flow in IIMS

• IIMS Capabilities and Battle Management Issues

• What still needs to be done
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Next Generation CB Battle Management 
Jim Reilly, AFRL/IFSF

Objective: Develop a program leveraging existing, multi- 
mission sensors to support a NBC sensor fusion and battle 
management capability.

Description of Effort: Existing and proposed MASINT 
sensor systems will be examined and a means developed for 
tracking and fusing information from passive, active and 
human data sources used to detect and track chemical and 
biological attacks.  Technologies from the Control of Agent- 
Based-Systems, Effects Based Operations and the Joint 
Warning and Reporting Network programs will be used to 
integrate sensor systems and command and control systems.

Benefit to Warfighter:  Warfighting elements will be provided an 
immediate CB situational awareness, links to sensors, and a 
capability to disseminate fused information to appropriate 
decision makers for in-time response to detected threats.

Challenges:
• Representation of sensor data to support automated reasoning
• Handling uncertainty in sensor data in near-real time
• Control of heterogeneous sensors and decision-making 

systems

Maturity of technology:  Advanced Technology 
Development (6.3)

Business Area: Information Systems Technology

Major goals/milestones by FY:
• FY04: Integration of sensors and reasoning framework
• FY05: Support for management of data uncertainty
• FY06: Delivery and test of initial capability (end-to-end)
• FY07: Delivery and test of enhanced capability (increased #’s of 

sensors, multiple decision-making threads)

Funding ($K):

FY04 FY05 FY06 FY07 Total

6.2 500 700 500 400 2,100

PI Contact Info: Mr. Jim Reilly, AFRL/IFSF, james.reilly@rl.af.mil,

DSN 587-3333, 315-330-3333
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Battle Management Spectrum

Fixed Site Expeditionary Site Mobile Site Incident Response
(RestOps) (CASPOD) (IMCR)

Fixed Participants Know Participants Know Participants Unknown Participants

Fixed Infrastructure Portable Infrastructure Mobile Infrastructure Any Infrastructure

Well Defined Mission Defined Mission Defined Mission Save Lives

Train Together Coordinated  CONOPS Coordinated  CONOPS Limited or No CONOPS

Years to prepare Weeks to Prepare Hours to Prepare Hours to Prepare

Single Platform Multiple Platforms Multiple Platforms Any Platform
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2003 RestOps

2004 JWID

2004 Beaumont

2005 CWID

2005 Kuwait AS

2006 Kuwait KNB

2006 CWID

2006 JOEF

2007 IE-Ku??

2007 CWID

The Path followed
RestOps
CASPOD
NGCBBM
Shared COP
AF 46th TS 
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Chem/Bio Battle Management
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Transitioning Technology to the Warfighter 

(Parallel Spiral Development)

• Create a Receptive host for Tech Transition
– Provide a C2 Backbone for researchers to build 

against
– Integrate mature IT products using ACTDs
– Technically and Operationally Test concepts for 

Military Utility
– Transition to either Core Programs or existing 

Battle Management Systems

• Field technology, solutions, and CONOPs
– Build on success
– Add components
– Provide blue print for NBC Battle Management
– Generalize the solution to address joint CONOPS
– CONOPS and Technology leapfrog

Research

ACTDs

Core Programs
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Observe, Orient, Decide and Act 
Loop

Data, information and knowledge 
flow in IIMS
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CBRN 
Battle Management Questions

• What is it?

• Where is it?

• What is the impact on missions?

• How long will impact last?

• What will change the extent, degree or length of impact?

• What confirms/contradicts a change in impact?
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Battle Space

Battlefield 
Situational 
Awareness

Sensor DataSensor Data

NBC ReconNBC Recon

Met DataMet Data

HazardHazard
ModelsModels

AttackAttack
EventsEvents

Operational StatusOperational Status
LG, SF, TRANS, 

OPS, FD, EOD, ETC…

Force Protection
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Battle Management 
Data, Information and Knowledge Flow

Resources of Interest for a Mission

(Entities)

Structured 
Messages

USMTF
CAP

Human
Interaction

EAR

Electronic
Sensor Networks

Warning Networks

Analysis and 
Assessment
Per Mission

Response Plan 
Per Mission

Resource 
Status 

per Mission
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Battle Management 
Data, Information and Knowledge Flow

Resources of Interest for a Mission

(Entities)

Structured 
Messages

USMTF
CAP

Human
Interaction

EAR

Electronic
Sensor Networks

Warning Networks

Analysis and 
Assessment
Per Mission

Response Plan 
Per Mission

Resource 
Status 

per Mission

Analytical
Modeling

JWARN Correlation
ATP-45

ERG
JEM
JOEF

STAFFS
CHEMRAT

SAVIOR

Consequence
Management

JWARN Messaging
JOEF
SOP

CONOPS

SimulationSimulationSimulation
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IIMS Capabilities 
and 

Battle Management Issues
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Sweep Interface
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Information Extraction
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CBRN Detector Networks
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CBRN Messaging



UNCLASSIFIED

UNCLASSIFIED

CBRN Warning Networks
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M8 Detection

• Detections analyzed and believed to be real
– SME evaluated the data points
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Chem Region Drawn by SME

• SME determines region contaminated at level of detections
– Manually tag data points to region and resources in it according to SME
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Contaminated Region from Model

• Model predicts contamination levels based on detections 
and formalized SME 
– Automated tagging of data points to region and resources in it
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CBRN Message Content Management
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EXER/-//
MSGID/BIOCHEM3/-/-/-/-/-//
GEODATUM/-//
DTG/091750ZJAN2007//
ORGIDDFT/-/-/-/-/-/-/-/-/-//
NBCEVENT/CHEM/-//
ALFA/NAT:US/SAMPLE/001/C/-//
DELTA/ATT:241815ZMAY2004/-//
FOXTROT/395219N0764543W/AA//
GOLF/OBS/AIR/1/BOM/5//
INDIA/SURF/TA:NERV/NP//
PAPAA/1KM/-/50KM/-//
PAPAX/241815ZMAY2004/395148N0764532W/395147N0764539W/395147N0764547W
/395148N0764554W/395150N0764601W/395152N0764607W/395156N0764613W
/395200N0764617W/395205N0764621W/395211N0764624W/395216N0764625W
/395222N0764625W/395227N0764624W/395518N0764524W/395905N0764405W
/395334N0763656W/395234N0764149W//
PAPAX/241900ZMAY2004/402016N0765717W/401422N0761401W/395349N0763638W
/395334N0763656W/395320N0763715W/395257N0763759W/395240N0763847W
/395229N0763938W/395226N0764031W/395229N0764123W/395234N0764149W
/395147N0764539W/395147N0764547W/395150N0764601W/395152N0764607W
/395156N0764613W/395205N0764621W/395211N0764624W/395222N0764625W
/395518N0764524W//
XRAYB/50/RAT:0.3MM3/395215N0764553W/395213N0764549W/395213N0764543W
/395215N0764534W/395215N0764532W/395215N0764531W/395217N0764525W
/395217N0764524W/395220N0764514W/395221N0764513W/395221N0764511W
/395223N0764508W/395224N0764505W/395228N0764459W/395233N0764446W
/395236N0764444W/395242N0764434W/395247N0764425W/395303N0764407W
/395306N0764402W/395316N0764350W/395341N0764323W/395350N0764315W
/395407N0764303W/395432N0764250W/395446N0764245W/395503N0764237W
/395519N0764235W/395522N0764252W/395518N0764303W/395512N0764312W
/395509N0764325W/395457N0764343W/395453N0764351W/395444N0764401W
/395432N0764417W/395407N0764444W/395344N0764505W/395337N0764513W
/395325N0764523W/395322N0764527W/395302N0764541W/395255N0764545W
/395252N0764547W/395244N0764552W/395242N0764552W/395237N0764555W
/395231N0764556W/395225N0764557W/395219N0764556W//
XRAYB/50/RAT:0.5MM3/395215N0764553W/395214N0764551W/395213N0764547W
/395214N0764540W/395215N0764538W/395215N0764537W/395216N0764533W
/395216N0764530W/395217N0764528W/395220N0764519W/395221N0764516W ……
YANKEE/045DGT/14KPH//
GENTEXT/NBC INFO/-//

CBRN Message Content Management
EXER/-//
MSGID/BIOCHEM3/-/-/-/-/-//
GEODATUM/-//
DTG/091750ZJAN2007//
ORGIDDFT/-/-/-/-/-/-/-/-/-//
NBCEVENT/CHEM/-//
ALFA/NAT:US/SAMPLE/001/C/-//
DELTA/ATT:241815ZMAY2004/-//
FOXTROT/395219N0764543W/AA//
GOLF/-/-/-/-/-//
INDIA/UNK/-/-//
PAPAA/1KM/-/50KM/-//
PAPAX/241815ZMAY2004/395148N0764532W/395147N0764539W/395147N0764547W
/395148N0764554W/395150N0764601W/395152N0764607W/395156N0764613W
/395200N0764617W/395205N0764621W/395211N0764624W/395216N0764625W
/395222N0764625W/395227N0764624W/395518N0764524W/395905N0764405W
/395334N0763656W/395234N0764149W//
PAPAX/241900ZMAY2004/402016N0765717W/401422N0761401W/395349N0763638W
/395334N0763656W/395320N0763715W/395257N0763759W/395240N0763847W
/395229N0763938W/395226N0764031W/395229N0764123W/395234N0764149W
/395147N0764539W/395147N0764547W/395150N0764601W/395152N0764607W
/395156N0764613W/395205N0764621W/395211N0764624W/395222N0764625W
/395518N0764524W//
XRAYB/-/-/395215N0764553W/395213N0764549W/395213N0764543W
/395215N0764534W/395215N0764532W/395215N0764531W/395217N0764525W
/395217N0764524W/395220N0764514W/395221N0764513W/395221N0764511W
/395223N0764508W/395224N0764505W/395228N0764459W/395233N0764446W
/395236N0764444W/395242N0764434W/395247N0764425W/395303N0764407W
/395306N0764402W/395316N0764350W/395341N0764323W/395350N0764315W
/395407N0764303W/395432N0764250W/395446N0764245W/395503N0764237W
/395519N0764235W/395522N0764252W/395518N0764303W/395512N0764312W
/395509N0764325W/395457N0764343W/395453N0764351W/395444N0764401W
/395432N0764417W/395407N0764444W/395344N0764505W/395337N0764513W
/395325N0764523W/395322N0764527W/395302N0764541W/395255N0764545W
/395252N0764547W/395244N0764552W/395242N0764552W/395237N0764555W
/395231N0764556W/395225N0764557W/395219N0764556W//
YANKEE/045DGT/14KPH//
GENTEXT/NBC INFO/
This Report was generated by the Evacuation Report Tool//

Full Message Evacuation Message
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CBRN Message Content Management

Full Message Evacuation Message
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Status Summary and CON Toolbar
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Sweep Manager and Progress Monitor
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Heat Index Guidance
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Implementation 
of the 

CBRN Data Model
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CBRN Data Model
• Evaluated

– CBRN Messages
– Detector and Sensor Data

• In process

• Database Normalization

– CBRN Report is a hierarchy of groups broken down into fields

– Table relationships in the data model do not mirror the relationships 
in the reporting standard

– Each group in the message maps to multiple tables in the model

– Each table in the model may handle data from more than one group
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CBRN Data Model Recommendation
• It works
• No show stoppers, but too comprehensive for 

specialized uses

• Use the same data structure at multiple levels
– Remote Data Relay comm node
– Remote Data Relay Command Post
– IIMS Database

• Build lightweight sub schemas for specialized uses
– CBRN messages
– Sensor and detector data
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Battle Management Requirement for 
Effective use of Models

• Keep models one layer deep

• Replace predicted results with ground 
truth or known results at every level
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It’s not done
• Improved data acquisition and distribution

– Field observation data
– Sensor / detector / warning networks
– Other C2 systems

• Easier integration of analytical models and SME analysis
– Impact region
– Operational effects
– Human effects
– Confidence

• Easier insertion of response plan and real time response
– Checklists, sweeps, BSD
– EAR grouping and information tagging

• GUI to effectively and accurately convey knowledge to the warfighter

• Interoperable Information
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